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CHAPTER I, FINDING THE PERIODS IN A PERIODIC CIPHER

With a working knowledge of the monoalphabetical substitution
ciphers (Aristocrats and Patristocrats) the next step is to learn
how to solve Periodics. This type embraces the Vigenere Family:
vigenere, Variant, Beaufort, Gronsfeld, Perta, Portax, Nihillst,
sligefair, and the Quagmires, which will all be taken up in turn.

A Periodic clphers means that a perlod 1s used for enclpherment;
that 13, a keyword of a length agreeable to the constructor has
been employed. Since the cinher is presented to you in groups of
five letters, you have to find the period used in each case - they
all vary in the use of keywords from three letters long up, though
rarely do they extend past thirteen; however, it has heen known to
happen that a 20-letter key has been used,

To f£ind such a period the Kasiskl method 1s applied, and there
are two sections of thisg: the short way and the long way. The short
way 1s adapted when there are two- or three-letter repeats of the
ciphertext for tabulations; the long way 1s required when there
are no such repetitions and a single-letter tabulation 1s neces-
sarye

Given, this sample cipher = system unknown for the moment, with
the groups numbered (as is done with all solution work of thls
kind), and the repetitions underlined, for the sake of explana-
tion:

5 10 15 20 26 30 35 40 45 60 65
BGZEY DKFWK BZVRM LUNYB QNUKA YORYB GWMKC DDTSP OFIAK OWWHM RFBLJ

60 656 70 75 80 85 90 95 100 105 110
JQDRM PNIQA VQCUP IFLAZ HKATJS UVVQE EKESZ DUDWE KKESL IZQAT SBYUZ

115 120 126 130 135 140
UUVAZ IXYEZ JFTAJ EMRAS QKZSQ FOPHM W

Tabulate all repetitions and write down the actual posltions of
the first letter of each unlt:

BG I=3U; RM-14-59; KA 24-77; MR 50-127; QA 64-103; VQ 66-83; AZ
74-114; AT 78-104; UV 81~112; EK 86-95; KES 87-97; SQ 130-134,.

Then, take the difference in each case, and factor this number:

BG zg (unfactorable)

RM LI A R
KA 63 "

MR 77 e m e T e m]l]l- -
QA 39 I i -13
v 17 "

A%gg -45--3-10_..1..
A - ===l
uv 31 n

KES 10 o5 mmem=l0- - =
8Q 4 - d e e -- .- --

Total each column, and the highest result indicates the true peri-
od - with reservations at times; in this case 26 for 13, seems
plausible, but there is a trigraph KES, which, when weighed agalnst
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digraphs holds preference. XES indicates that the perlod may b§25
or 10, Frequently in the cases of 6 (2x3), 8 (2x4), 10 (EX5)%h
(2x6), etec., 1t 1g difficult to know whether the smaller or i—
larger number is the period, but proceeding with solution clar
fles this situation. It 1s so that this particular cipher has a
10-period. "
(Sometimes in scanning ciphertext for repetitions, groups su% i
as KFR, KVR; 8XC, SAC turn up. In such cases, they may be treai%
as TegitImate trigTaphs so long as the first letter of such units
is used for its position in the cipher.”

But, suppose there are no repeats, or those that exist do not
establish a period? what then?

5 10 15 20 25 30 35 40 45 50 55
RNQJH AUKGV WGIVO BBSEJ CRYUS FMQLP OFTLC MRHKB BUTNA WYZQS NFE%%
60 65 70 75 80 85 90 g5 100 105

OHYOF WMKTV HKVPK KSWEI TGSRB LNAGJ BFLAM EAEJW WVGZG SVLBK IXHGT
115 120

JKYUC HLKTU MWWK

Write in a vertical column the entire alphabet, and after each.
letter, show the actual position of each letter in the cipher as:

6 45 83 89 92 115

16 17 40 41 80 86 104
21 35

19 74 91 93

26 32 52 60 87

9 12 77 84 98 100 109
5 38 57 66 108 118

13 75 106

4 20 85 94 111

8 39 63 67 70 71 105 112 118 124 Now, take each difference
29 34 54 81 88 103 117 and every difference in each
27 36 55 62 90 121 cage. For example: A 45 minus
7. el g8 6, 83-6, 89-6, 92-6, 115-6;
15 31 56 59 and B83-45,89-45,92-45, 115-
ch o8 757 and 89-83, 92-83, 115-83;
3 28 49

and §P-89, 115-89; and
o R TI5-92. And, then factor
18 25 50 72 78 101 these difference setting up
33 43 64 76 110 119 head-numbers from 3 to 12 1ln-
7 24 42 114 120 clusive, and marking down
10 14 61 656 68 97 102 each time that the factor l1s
11 46 53 73 95 96 122 123 used in each of the differ-
L0% ences with a small tally. The
23 47 58 113 final results with the total
48 B tabulations for each factor
in each of the letters of the
alphabet will be:

NHHKESSdgHnYoOYWOozEENgHIDaHEUQW ™



3 4 5 6 7 8 9 10 1.1 12

A <3 1 - L L - 1 py 2 1

B 9 %7 4 b 3 7 4 2 1 2

c - 1 1 - l1 1 - 1 - -

D - - - - - - - - - -

E 1 1 1 1 - - 1 - 1 1

F 2 3 3 1 2 1 1 1 1 -

IS 5 5 4 1 4 3 2 1 3 1

H 6 3 2 2 3 1 1 2 1 -

I l = = - - - - - - -

J 3 1 2 1 1 1 3 1 - -

K 13 10 4 9 8 6 3 1 2 3

L 4 3 4 1 4 1 3 1 2 -

M 4 2 3 2 6 = 3 1 1 -

N 1 1 1 1 3 1 - 1 - -

0 i 3 1 - 1 1 - - 1 -

P l - = = - - - - - -

Q 1 - 1 - 1 - - - - -

R 5 1 1 3 2 - 1 - - 1

8 4 4 2 3 2 1 1 1 1 -

T 4 3 1 1 2 - 1 1 2 2

U 5 1 2 5 1 2 3 1 2 2

v 6 6 2 2 1 2 3 - 1 1

W 9 4 & 3 8 1 4 4 3 1

X - e e = e e - - - -

Y 2 2 3 2 1 2 - 1 3 1

Z l -~ e e e e - - - -

Columnat' total 87 61 47 43 57 30 35 21 25 16

tlm:i head x3 x4 x6 x6 x7 x8 x99 x10 x11 x12
Tot

The period is 7. This outstanding number is correct 98% of the
time. OccasIonally this is slightly off, but one of two (or at
most three) of the highest results, will give the true period.

Now, try your ability with the following; Reep your tabulations
handy, for they will be used later on for solving, when the per—
1ods have been ldentified; then, too, the type will be shown. Find
the periods of:

A.

WMYYH RGGDF FVVVS8 CXAYY GYEGD WTEBJ CCYNP UBEFW DUYYS FRKYE ESATE
v8QJJ HETJP UCLUF UISFD SAUWQ CPDLB XEVSQ CAAKO QYQWG AXUPT FDGZV
TKXQD SFDAP JMDKR MEPEQ PFFVP GCMEW JFRFD BCGAF UPNQO SFFNG EDFDL
RBKRY ZMGYF WW

B.

ZIIBQ UJFQU QUOVQ NUDVQ PNGGZ PEYTD JFGJP WXFWZ EKGTE HQPSF VHKDR
DMYAV UXLNE KHVCJ TVGOH IGDRF VXTHY PVYHR XUVFP VGDXN QQUGF ZULTF
WXHUU NEQNS G8XXQ IZIIB QURE

C.

QERXZ UNJLD XRQEL SUVJN EPMYT YLXAN SKMOW VGBIQ RDUVY TINXA MZCFE
BOZED EKFMZ CZMTN LVALI IEVBD FSGFP OIVJL WRXFW DVBPO HJQGP NCLCV
XIFUF CPTVE JSKGZ GLBOT ABBBX MCNGF LGYZT TCDFY NJK
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D.

PXIZH GVGEU UOXIX MYEEJ ZCOCM OWZCL FMTOR ISIGH LKWP3 M3IDX WCFBR
KPYX0 PRJIL HFMCR IHUDU LVRLJ FVVVS HTYFR RGPHQ WIIBL XQXMM TDVGU
EITFM QEEJH WUHFW

E.

JDYEN RAHTG OHPHD UAARO EBJJS WIFBC BMRNN INJLL SRIMT VGRCQ FNSYV
HCYQQ JWYIA IGRJA IWNGP LHZFY DCQCG RRCIX ZVVPD PZGYU XUPCQ ZJIJX
UGOYG WZJLU AQAWA YKOPB QR

CHAFTER II., THE VIGENERE CIPHER

Periodic CUiphers, of which you have learned to find perlods, are
actually a series of monoalphabetical substitutions such as the
Aristocrats, but since a keyword 1s used, under each letter of
that keyword, THere is a separate simple substitutlon cipher (each)
one different), using all letters, 1n such a manner, that the re-
sulting cipher is a comblnation of several such substitutions.
Hence, 1t is vital that the period length be determined, so that
each separate substitutlon may be broken down and solved.

The Vigenere Cipher, the basic one for all of this group, orl-
ginally used a tableau for both encipherment and decipherment. A
row of the normal alphabet appeared at the top to represent the
plaintext; and below these 26 letters, appeared a series of 26
more alphabets in normal order, but each one starting wlth the next
consecutive letter, viz:

ABCDEFGHIJEKELMNOP % RSTUVWXYZ ) BT
BCDEFGHIJEKELMNOPQRSTUVWIXYZA)
CDEFGHIJKLMNOPQRSTUVWXYZATB)
DEFGHIJKLMNOPQRBTUVWXYZABC ) CT
----oo--o---------o---.c--)
ZABCDEFGHIJKLMNOP R8TUVWIXY)

S8ince plaintext letters are represented by the top row, the key-
letters are shown at the extreme left under the (/) or WAW of the
top row; and where the two lines intergect in the body of the tab-
leau, the ciphertext 1s found. For example:

PT AND By taking F, the first letter of the key which ap-

key £ e d pears in the left-hand column, A-plalntext of the top

CZ FPRA rogi and F at their intersection, F-ciphertext re-
sults,

The use of such a tableau as above, has been considered a bit
unwleldy for some solvers in the past, and so slides have now been
devised which do the same work and are simpler to operate. These
slides may be made up for each of the systems in the Vigenere Fam—
1ly: vigenere, Varlant, Beaufort, for example, each one dlffering
slightly in performance, which will be explained later on.

For the Vigenere, two slldes are constructed, each bearing the
normal alphabet "A-z", and distinguishing the "high-frequency let-
ters"” 1in one of two ways: l. they may be underlined; 2. they may
be shades with colored pencil, thus:



A double-alphabet, in each case 18 more flexible for solutions:
ABCDEFGELJKL@ggPQgg;UVWXY;&BGD§FG§;JKLH§Q?QRSTUVWXYZ
Gg;;KLKgqungUVWXYz&BCQg?Gﬁ;JKLnﬂgPQ§§2UVWXYZQBGDEF

With this setting at key-G, Just check with the tableau and see
for yourself that the results are identical: PT-N, CT-T; PT-I1,
CT-0. In other words, the plaintext is constant, but the lower
glide is moved until the key-letter falls below the "A% of the up-
per (or statlonary) slide. Then, reading from the plaintext let-
ters of this upper slide, the ciphertext ls read from the lower
one.

Most solvers have their own sets of slides; some make them from
stiff cardboard, others met strips of wood from a lumber company
(or use plastics from 3/8! to 1/2" wide and about 10" long. The
alphabets are typed to insure durability and then pasted on these
strips (1f of wood). (The author's slides shade tTne nigh-Irequen-
cy letters in red for the Vigenere, and green for the Beaufort,
for instance.)

Let's see what happens in an encipherment: the message COME AT
ONCE is to be used with the key TENT; the key length is four, so
the message 18 set up in a block of four:

TENT

The lower slide is moved until the T falls below the TOHE
uAY of the top slide, and the plalntext letteTs, in ATON
turn, going down the column: C A C are enciphered as CE - -

Vv T V; then the lower slide is moved until the E falls
below the "A" and O T E becomes 8 X I; with N, MO equals 2 B; and
Wi th T, agaln, EN equals X G.

gince cipher messages are written in five-letter groups, thls
cipher would be "taken off" as VSZXA XBGVI, from left to right
horizontally:

TENT Suppose, we look back, now, to Problem D in Chapter I
V3 ZX on the Xaslski method of finding the period. By now, you
A XB G will have learned that the key length 1s 7, so set up
V I -~ the ocivher into a block of seven letters wide; and mark
off a new block of the same dimensions, which, of course
contains no letters at all, It 1s best to write this new block a
1ittle to the left (or right) and parallel with the cipher block
for facility in decipherment (on quadrilled paper). Thus column
and rwo-by-row may be wriltten in as procedure advances:

Remember, each column represents a separate PXIZHGV
simple substitution cipher, but since examples GEUUOXI
of this sort, as well as those found in “The XUMYEPJZ
Cryptogram! are often too short to take a gen- e s o o s o e

eral frequency and apply the customary technlque

fﬁr aoig{ioné Aboge all, while these substitutions are separate,
they w no roduce consecutive plaintext, but will merely show
igolated 1etters in that particular suBsfiiﬁtion, to be coupled
with those letters that fall on either side in other substlitu-

tions, to make the true plaintext sequence, Here's where the un-
derlined high-frequency letters on the slide come in:
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Go down column 1, and tabulate all letters which appear more
than once: P-2, -2, X-2, C-2, I-3, T-2. Then, rearrange them in
Thelr normal sequence: C G I P T X. The lower slide is then moved
successlvely so the first letter C 1s under the high-frequency
letters, in turn; AEHINOR 8 T, and a reading is made of the
other letters: G I P T X, to see if they, too, fall below other
high-frequency lettera. If they do, the letter below the A of the
top slide 1s the key-letter for that column; 1f they don't, fur—
ther trials are necessary (it might be added that high-frequency
letters do not always show up here, but the middle-frequency let-
ters might be atceptable), With ¢ under A: G-E, I-G, P-N, T-R,
X-V; with C under E: 6-I, I-K, P-R, T-V; X-Z; with C under H, G—L:
I-N, P-U, T-Y, X-0; C under I:; G-M, I-0, P-V, T-Z, X-D; C under N:
G-R, I-T, P-A, T-E, X-I (six hits) which are enough to accept
wlthout going further.

Set the slide with the P under the upper-A which is the accepted
reading and decipher the whole column: ARI NN THIATTC DR
MEE S, writing it into the blank bloock and into column 1 there.

Do the same for golumn 2: -3, P-2, w-2, H-2; HL P W. There are
no outstanding results, so perhaps, in this case, high-frequency
letters do not predominate in this column; this i1s not unusual,
however, and is one of the phases that a cryptographer runs into
to hold him up at times. Try column 3: I-3, U-3, C-2, I-2, X-2,
H-2; C H I U X; and find there are two passable settings at P and
at U. So, tentatively, place these two letters at the heading fgr
further conaideration for solumn 3's letters. Column 4: M-3, G-2,
F-3, @-3; F & ¥ q, setting Y seems best, Column 5; H-2, 0-2, P-2,
U~2, P~2: F H O P U; setting B glves four hits and is faken as
possible, Column 6; y-2, 1-2, I-2, R-3, B-2: E I L R W, with set-
ting E there are five hits and accepted, Column 7: v-3, I-3, Z-2,
23, k-2, J-2: I J K R V 2; setting R gives six hits. The keyword
thus recovered now looks 1like: PP Y B E R; not very promlsing 1s
1%? But the BER looks good. Decipher columns 5-6-7 using BER a8
the ending of the keyword to produce:

These are all good fragments with perhaps one or two
questlonable portions: SKA and WIV. But there is another
hope: GHT, must be preceded by I or U. Try each one in turn,
but this time, since ecipher letter G is involved, place the
G under the T of the upper row, which results in the Y we
already had; @ under U gives an M under the upper-A; and of
the two possibilities, MBER seems more feasible, Declpher-
ing column 4 with this M adds NIT S AAUATCTR T ME E
UE V to the fragmentary plaintext. And, now NGCE (preceded
by 0; UGHT preceded by 0; TANT preceded by OR; TLYA prece-
ded by N; UTAR preceded by 0 or A; EWIV preceded by R/H)
are all good ideas. Try them out and accept the one which
glves additional good plaintext.

Just remember: with a Vigenere clpher, read the setting
for the keyword letter below the A of the stationary slide;
and the plaintext appeaT™s In the same slide as this A,
while the ciphertext is in the lower slide.

2w
=
o}

HouRE<4@HalrorYen=0
W HE 2 b Nt el
lond<drHMPbulaEaASPHHY

Here are some Vigenere ciphers to solve. In "The Crypto-
gram, they are often referred to as "viggiesh;



Problem 1,

AHGBR MQHGC WRTJH YGNVR DYAPM RYQPN IDJSJ PGJDF XGJKU KAHYD IEURV
PPNIG UMAOP CCFIQ AHTYH KFAHG KVVZL TYORR ROERV NCCYS RYVRR ZATOF
GMYEF GUILH PNKLI PWETW VXQAH GBVRE AOHKY PRVTJ OTVMB NF

Problem 2,

JRQVY AUBRY IHOCS SYWHK RPJFV CVNMM HGUKV UCVIL ZBVRG SXJLX IOZEM
CUADZ FABGK USUBN OXLEO QGZAL HBUNJ RVHLM RUWVD UVAFH EMGWA VQHBN
IYBVF VYAFJ PNTUU BVWWV YEBSP GCPME JWSFL LHDIG WHBUJ WFCGU HOMWM

Problem 3.

EAGLC ENQXW BDFUN KBNFE IEHVX ASDSL XXGDB NEPNX BNPQH RUDHO ODAHY
KMHFL QELFV AONSL IKBSU DTRIZ EAJXI DNEXI STRDY MXNEP RCYCK ONPRG
FXGDQ PVIIA UUUSI JIFGE EELEW XNSFM ICURL ERFST YXMTI PJILP MNFHW
OZQAE RFERL BEMZS IALQP ATPRR IIEEE TRINR GQVZX E

Problen 4,

JJBVU AWSYM YOBVP HASWI CMHTK GVMKR HTTZS HHOKJ UDHWM BHLME SHZIO
COLTE OJXVY XGSAC SJFBF EEIVW WNWLG DEOJA BCDGI UWWWT HBTDH CLLJN
XURTO VOWYX WEGCJS FAYXW MPYWV RMXEA SMAJQ CPMOG WUEUC IEUHH JECCL
GMPMT IJWZX PISV

Problem 5,

MHLVT HGDCA QXREA SMWCX VSCPK PDILL BLQOC SXSPR ALQSN ADSNF ZVERKW
UJVTL KDQIE UWNCZ HEDIE PMRFL YCDJD HTWMA OERZT EBEBY WWSGP OCMXF
Ié.l}gglE( APUPW COZRI VPGTB JRAUZ XMDBV SIDXO AQEZH KWNZI SDOME KFCMP

CHAPTER III. THE VARIANT CIPHER; THE BEAUFORT CIPHER

The variant Cipher, another part of the Vigenere Family, is just
that: a variant of the Vigenere. While the same two slides are
used as were used with the vVigenere, the keyword 1s obtained in a
slightly different fashion, since the key-letter falls above the
lower A, instead of below. For example, with the same enolpherment
of COME AT ONCE with the keyword TENT:

TENT TENT The setting of the two slides, for say, the
COME JTXZL 1initial T of the keyword is:
ATON HPBU

CE=-- JA=-- ABCDEFGHIJKLMNOPQRSTUVWXYZ
HIJKLMNOPQRSTUVVXYZABCDEFG

Aoctually solving a varlant is no different from solving a vigen-
ere, except that if the Vigenere procedure is followed through, a
pecullar keyword Tesults (mixed letters); that i1s, no true keyword
is evlident; asomething like JYUWFT appears, and is apt to confuse
the solver; but Af he ever runs into such a case, he knows that
something 1s amiss, and that a Variant i1s before him instead of a
Vigenere; so perhaps the cipher has been mistitled.

In the variant, as in the Vigenere, the plaintext appears in the
opposite slide from the one containing the key-letter: vigenere.
below the A; varlant, abhove the A. The application of the high=-
frequenoy letters in the sllde 1s constant, however.
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Problem 6.

UALOT SILKH RWEBN NRHNL THURD VPVCH DLSUC OABSM YMXFO QAUBR NFHFR
IBAOH YTMWT ENJVQ UPZHF AQWGZ MVHTB OENJD IGIMF SULUA BPMLZ RNFNX
SMJTG DJHAF EKKSZ QWDZQ CLVRN FZXBZ WISTJ LNRNH RZ

Problem 7.

OQWDL KFVQJ DMMLT RRQWY AZMEQ NKRPK ORGNT PHLQQ JWLFL XUENC GDHMS
HNCAL LFSYV WVYUV UFFWG UUSEY VVEYZ LUQZJ FYSDG FDXFR VSOHN CGKVX
SVQRF EHDAN AXXZY WMQOX LFLUT HMLZD YGYGC NXGYX FSMDA RZ

A third member of the Vigenere Family is the Beaufort, and while
the same general procedure is applied, the slides are different.
One is a normal alphabet, extending double length as before A-Z;
the other 1s a reversed alphabet, also of double length Z-A. It
wlll be noted then, thatthe substitutiona are reciprocal, that
is, if T equals T at a certaln setting, then T equale I at the
same setting,

Again, using the same simple enoipherment and the keyword TENT:

TENT TENGST In the Beaufort Clpher, it does not make any

COME RQBP difference whether the top A or the bottom A

ATON TLZG 18 used for the indicator for each letter of

CE-= RA-- the key; the results are always the same.
Hence, the setting for T would be:

ABCDEFGHIJ KLMNOPQRSTUVWXYZABCDEFGHIJKL eeeoeeo
_TSRQPONMLKJ IHGFEDCBAZYXWVUTSRQPONMLKIT «eeveee

You have kept the "period finding" of the examples of Chapter I.
Look at %EY" for the next problem, which 1g a Beaufort.

Problem 8,

PGPNN JOPMA CIMYR BHFVN GBZRH HAUWL KFJHH GFFTI KJSIB AARAN JOIAE
JOXXE RYPFU XAEYW XPNJG XRZTL PVNRQ EWUEP QLPRY ZBPAA ZGZDA QVCUY
PEEYD BFTVX WYKUX RBZFT FRMCA IFGAO MGYAB JLNPK MEQRJ G

Problem 9,

LDYUP AKUPT LVDTO BXUFW SERZP QMQPD NITHA NXUHE UGZTG HMGSM SRCUF

LBQPZ XRYOB FDMNZ TGCUP QQUFB PANAQ HBOON XOOQP DJCJK TPFDV TBRKL
TTS2G ODUFB TETEL POIEB HRTSM DBGG—?; YUT @

Problem 10,

QADNA TBCGB JBBYW WUAWN QLUUT MKFWD UEMVW BUAZR OEXVN NSPAD QGVRZ
AGHMP TZEWB LJPBE NKDYC SZVUI FRMYN DUAUC OUUFU WZKYW GMEGL KDSAB
NELCM EUCSU JAFQF AGHMP TOAZU BNLOA RAYGC BNAIZ GAKBO VNNJR EXBA



CHAPTER IV. THE GRONSFELD CIPHER

The fourth members of the Vigenere Family is the Gronsfeld Ci=-
pher. Here, again, slightly different elldes are utilized to per-
form the needed jobs of encipherment and decipherment. One slide
18 the normal alphabet, either representing the top or the lower
position, The other slide is in numbers:

esee 987 65432101234567889 cene

One-half of these digits i1s used for the enoipherment and the
other half for the decipherment, This means that only ten alpha-
bets comprise the Gronsfeld Cipher as against 26 in the Vigenere,
variant and Beaufort.

The normal method of encipherment is to write in a numerical
key ocomposed of any digits 0-9 (there may be repetitions), and of
any length; some digits need not appear at all. Bome constructors
prefer to adapt a literal key (letters) and convert them to nu-
merals) thus:

¢c O NS TIT®UTTION
1 6 4 8 9 2101211 3 7 6§

n1l" ig assigned to that letter whioch is foremost in the normal al-
phabet; 2 to the next in succession, 3 to the next, and so on. If
there are two letters the same, the first one carries the lower
number, and the second (or third) those next in sequence. {This
information will come in handy at a later date, when other types
of ciphers are involved).
Again using a sample numerical key with short text matter:

Place the zero directly over (or under) the ¢, and Jot
6 234 down that letter whioh falls in Juxtaposition with the
CONE 6 to the right, which is I; do the same for the A, which
ATON 1s G; and again for ¢, With the second column, set the
CE - - zero with 0, T and E taking those letters which fall to
6254 the right at 2. The finished block is them:

Decipherment of the Gronsfeld depends again on the
@ VRR high-frequency letters as before, but in a slightly dif-
IG~-- ferent manner.

Look at Problem AB" in Chapter I; which period was
found to be 6, Set it up in a six-block:

Now, having also set up a similar block with the ZIIBQU
same dimensions, but blank, tabulate the clpher JFQUQU
letters which appear more than once in each col=- OVQNUD
umn, Column l: Z-3, J-2, X-2, G-4, R-3, U-3. Mark VQPNGG
off a row of digits: 287 6 54 3 21 0, Place ZPEYTD
the diglt-slide with zero over (or under) each of e o 0 0o o o

these six letters, and tally a mark under each

head digit which coincides to the position of any high-frequency
letter to the left. For each occurrence of the ciphertext more
than once, tally extra marks in the proper columns, ‘he results
ghould be for Z:; 3-6's, 3-7's and 3-8's; for J 2-1ts, 2-21g, 2-5's
and 2-9vg; for X 2-4'g, 2-5's, 2-6'8 and 2-9's; (while there are
also 2-0's at the extreme last, dlsregard them, for the vital zero
appears over the first letter examined), For G: 4-2's, 4-6!s. For
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R, 3-6'8, 3~7vs., ‘he total results are:

9 8 7 86 6 4 3 2 1 o0
7 3 611 4 6 9 8 b6 3

and, since 6 with the 11 tallies is high, this 1e the proper set-
ting for that column, Sometimes, there are an equal number of tal-
lies for more than one diglt, in which case trial and error of
substitutions provides the correct setting; sometimes there are
several which cannot be separated one from another; in this oase,
return to the column and tally the high-frequency letters which
appear, as well as those appearing but once. This additional step
often stralghtens out the confusion. (And sometimes the construc-
tor reverses his process of encipherment, whereby the decipherer
must work in reverse and follow his steps to the right. Remember,
zometimes zero willl appear as one of the key digits, when the
plaintext is ldentical with the oiphertext,

Finish the solution of Problem "B" of Chatper I and then try:

Problem 11,

JOYMM HAZPP VXRJM SHWAU MQOOX HVVRG QTYJL FZLLK SELTS IBNNU HSXLV

KLAWU ALBNY JLTGD ZGGUL BPVRK BGSTS IKAYV VSUXW OXGSB TLARF BBMMD
VJFOL ULBAZ

Problem 12,

KOIKG HTDFW GRGQC OZGVB PPUMP JDYPP WZLWO G8JOW OPVUQ KQRYG EFEPL
NJUYN EQHEP QJKOP ONJXS IKCXS HCILD SZGVB AJFWK EULCG JCLRB TTTLH
DFNJL NXDUF JSSEU JJUMK WXUHJ WYXDW RFFXW

Problen 13,

EVESBA EAMMX REBTG GIAXO LBNIN IVGAG OERSA ZFWDF JEEHS XMLXE LMYMM
DKXHQ OHNMZ VCKPA AQXVL MQZLC BBIKQ ERUNH HILEA QTUSX NAKOY NYZLT
DRIGS CBTRG KZCORN GTOEX JWRYR BYWKP QOZNM CWOOR ANDLR AKZSP NGXMW

CHAPTER V. THE PORTA CIPHER

The Porta Cipher is still another member of the Vigenere Family.
This oipher uses a special table in which there are thirteen div-
islons, each of whioch produces a reciprocal lot of thirtéen more
substitutions - each of which is slightly aifferent from any oth-
er., However, in this cipher, an alternate of two letters is found
for each key-letter, so that there are two (rather than one) pos-
8ibllities, in establishing the keyword.

The table, or chart is;
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ABGC IJKLM
AB NopoRSTUVWXYZ AB
O opgoRrRSTUVWXYZN ©OP
EF PoQRrRsTUVWXYZNO T@
GH %nswuvwxxznoy GH
1J KLM

RSETUVWXYZNOP
KL AECITFORITELE KL

STUVWXYZNOP % R

MN TUVHXYZNOP%RS MN

oP vaxrzuopgnsm oP

QR vwxyzuopgnswu QR
8T

WXYZNOPQRSTUYV 5T
uv FETPEF e T IXLH

XYZNOPQRETUVY uv

wX YZNOP g RSTUVVWX WX

¥YZ 2 NOPQRSTUVWXY Y2

Again, applying this technique to the TENT example:

TENT TENT A pecullarity of this system is that slnce
CONME YWNAS8N half of the alphabet is represented by the oth-
ATON WETIE er halftg gubstitution, there never will be
CE~-= YT~ ~ found the letters A-M of the plaintext appear-

ing as A-M of the oiphertext; no N-Z plaintext
as N-Z ciphertext. This phenomenon is often helpful in placing
probable words, when no tips are given as to the direct placement.
For example: THE, one of the most frequently used words in the
English language 18 bound to show up in the ciphertext as (A-M)
{N-2) (N=Z) oombination, and so certain positions may be elimina~
ted completely for a placement of THE. (0f couree this is most
useful in longer words). Often these longer words are offered in
1The Cipher Exchange” in "The Cryptogram" and placements found.
suppose we apply this theory to Problem ¢ of Chapter I; a plain-
text tip is given as BRITISHMUSEUM, and since the perlod of 9 has
been found, the cipher is set up into this size block. Now, socan
the cipher for letters which follow this pattern:

(Nz) (AM) (Nz) (M) (N2Z) (AM) (N2) (NZ) (AM) (AM) (NZ) (AM) (N2Z)
B R I T I 8 H M U 8 E U M

Remember for esach letter of the key. if the first half of the al-
phabet letters are used for Plaintext, the latter half must be oi-
phertext, and vice versa. The only place where all of them fit is
at: XFYDVBPOHJQEP, so this plaintext tip may be written into the
second (or blank block).
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(It might be wilse, as was done with the sllde ciphers, to make
up a Porta chart for your indivldual use. Such materilals may be
kept in a small box along with other paraphernalia, where 1t is
always at your disposal).

Checklng with the chart, then, using the known plaintext and
comparing the oipher letters, putting this information through the
chart, the keyword appears as:

BRITISHMUSEUM PT The (') indicates the repetition
Q CT of key letters, and so the key-
sycgalqgqealsydg xey word must precede this point,
tzdhbdbJrfb'tzdh not necessarily in thile complete
gsequence, for some of the let-
ters needed may belong at the left-hand side.
Examlning: S8 YCGA IQEA
TZDHBJRPFB
as impossible:

certain letters may be taken out

SYCGAI@ZEA
Now, starting from the left Sv/TY (no TZDHBJRFB
sultable letter follows (except Y, which
may be set aside for the moment); so move one to the right: YC ¥D
(not possible for the beginning of a legltimate word); one more
to the right: CH CG DG DH, followed by AB, suggests CHA; and then
tne IR to follow, makes CHAIR. So much for one word; what 1s left
18 EA EB FA FB; AS AT BS BT; SY TY, and 1t doeesn't take long to
dlscover EASY, so that the entire keyword is EASYCHAIR.

So much for deciphering when tips are glven. When they are not,
but the period 1s known, again make a tally of repeated letters in
a column, Go to the chart, and check through 1t, to see which hor-
izontal paired row will give the best equivalents of the high-
frequency letters found therein; then jot down the alternate let-
ters found at the extreme left (or right) for keyword letters. (As
in all ciphers, there are bound to be wrong assumptions; but con-
stant manipulation of hunches, and the crossing out of impossible
formations of fragmentary plaintext, soon establishes the correct
one, and forwards solution,

Problem 14, EMPEROR
EYWRR MOTJJ QOHFA LTYQV SQFPG EPWTG RVGUC DVVBT EMIMN BYSOE OHFKW

YARQL PEBSB ETVXM WVBCV XRTIT JJAMX EHADZ VCAXN MMWZR WALFY BTJSP
RTLLP LZDVD FZHGE PBKQR RUKWQ AEAQOP Y

Problem 15, ITALY
WSMZM LZURN THIDW LRHFC NMMAH VHRMU QJWHQ ZIYYU TKNRF AYKWF EQAIA

GMJEQ XNHYP YIEJT SAQYL WRFBA AIPYA PEWJX IYZNC JAVHK HKVFY XQUCM
OWPIT OMRGM JDGTV HXYME TNHGN NMCWN OAUTE XMZXI ARXE, OUTEA HLRYL

Problem 16, No probeble word given.
PUPDC WXITI MZCWR VOFEZ BWMZJ BUPUO UBUHX ZLJSI WXKJQ TPVNW BTDAW

WAPOX PIYTM HHZVN WTUBR GQXXI TVXRN WQZJN TMPJN XDENH CTXAR OEIEZ
RSTTG WAHXH WJADC IUBUP DRPGR G
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CHAPTER VI. THE PORTAX CIPHER

The Portax Cipher is an adaptation of the Porta Cipher which has
Just been explained; but uses pairs of letters as a unit for encl-
pherment and decipherment as apart from single letters. A special
slide is required for 1ts operation, and a keyword is needed.

ABCDEFGHIJKLM { stationary) )
OPQRBTUVWXYZNOPQRSTUVVY evus ) PT
sliding
CEGIKMOQSUWYACEGIKMOQS.... " ) o
DFHIJLNPRTVXZBDFPHJIJLHNPRT «ous ) ey )

(The above slide-setting 1s for G-H (key) directly under the A-
indicator of the stationary alphabet)

If the digraph RE 1s to be enciphered, take the R in the upper
row of letters (stationary) and the E from the lower pair of let-
ters (sliding), and use the opposite corners of the oblong to ob-
taln the cilphertext, or PI. However, if the digraph ER 1s %o be
enciphered, take the E from the statlionary alphabet at the top,
and the R from the sliding alphabet at the bottom to obtaln FP.
It will be realized then, that if the first letter of a dlgraph
is in the range A-M, the equivalent cipfiertext 1s dependent on
where the slide is used for the key-letter; but 1f the first let-
ter of the digraph is in the range N-Z it elides along with the
paired rows of lower letters, and therefore all such digraphs
having its first letter in the N-Z range are constant, without
depending on the key used. The only exoeption is when the first
and second letters fall in the same column, in which case the key-
letter has to be known, for letters appearing above the needed
letters are used for the oiphertext.

In enciphering, use & keyword of any length that ie convenient,
and then write the plaintext in two rows under it; continue to the
end of the message. When the final group 1s reached, 1f there are
not enough letters to make it complete (an even number), add a
single null. It is not necessary to complete the full bloock, how-
ever. Ee 8s,

OFTEN (key) Set the 0 of the sliding pairs under the in-
TVNNOV dieator A of the stationary alphabet, and encl-
ATION pher IA as GE (opposlte corners of the oblong);
g w then 80, golng down the whole column to enci-

e b pher all of it. Then, slide the strip until E-F
SAREF (key) 1s under the stationary A-indicator and
OUNDX encipher that column., The resulting clpher 18
; i then taken off in five-letter groups as usual.

e

Finding the period in the Portax is dependent
on possible fragments of plaintext which are known (through the
N~Z combinations produced from the unchanged relationship of let~
ters) which make sense without showing impossible combinations of
letters.
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For example, to decipher the following:
SNPOW LBAMP ISCWU OOBXC WRMAT 2KTOW JCBLN CBJGB TAAJD IWUKW HHVZN
MNUFM APBJW PCBSX JCJQX TMVUB MDCBJ CGUGR (90)

There being 90 letters ih all, if the keyword is five letters
wide, there will be 10 rows of nine deep, Paired; if the keyword
length is 8lx, there will be 7 paired rows plus an additional row
of 6 (2 threes); if the key-length is seven there will be 6 palred
rows with an additional row of 6 (two threes); if the keyword
length 18 8, there will be five paired rows plus an additional row
of ten (two fives), etc. The cipher at hand will be tested for 5,
6, 7, etc. perleds until eonfliotions result in fragmentary plain-
text, or the true period is found.

For 5: For 6:
SNPOVW BNPOWL
LBAMYP BAMPIS
:::(meml) n tur (good)
TETVY 8lble 1 edae ood
00BXGC XCWEMA
E 1o 1ble) °ovy 2 (
possible 80O 8t111 good
YEYLET R good)
ZEKTOV JCBLNGC
z 4 ro s8t%to
mﬁ :questionable) n g nds (better)
B (nothing to ad
A TD ng d) AJDIgU
INWUKW m
z TWEHVZ _ With the known
THYZN NMNUP values inserte
t pt now comes an as-’-
MNUFM 8 r sumption or two:
x p t (Impossible so I‘?TTW%
q 2z a period 18 not 6) cB8XJC N-T U R-L (natural)
n ro
£ t e
UBMDOCB
nto n
hun r
JTCo&-- -
UGR =~ - -

Setting the slide so that N-A may be used, finds them in the
same ocolumn, which cannot be utilized until the key-letter 1s also
known. But, setting the slide so that L-8 may be used ig a differ-
ent story. With the stationary I, put the slide so that the elid-
ing 8 18 directly under the A-indicator; this gives A-0 as the
equivalent of L-8, and also shows that column 6, with the last
letter of the keyword as g~7. With this setting, go down column 6
and write in all plaintext which heretofore had to be ignored ow-
:‘ggg :o the fact that the first letter of each pair was in the A-M

L ]



15

In the third section of palred groups there is NY-NDS, which
might be: NYaNDS, NYeNDS. If KB equals -A, and is tested, 1t is
found that A and B are in the same column and until the key-letter
is known, cannot be used. With KB to equal =E, this cannot be used
elther, since E 1s in the lower row, and B is in the upper row and
no oblong results. NYeNDS is definitely wrong; and NYaNDS 1s the
correct one, but nothIng may be added for the present.

Looking at the final group of pairs: —=NTON -HUN-R (hundr ?) If
MC equals =D, again CD are in the same column and cannot be used
until the key-letter is known.

Little can be tested with any assistance, so perhaps a trial on
the key-word 1tself will prove something. With T in the final po=-
sition, various letters which precede it;: ACEFHILNOPRS
U, are tried, putting the slide in each case under the A-indioca-
tor, to see what pairs of plaintext result. At the E-setting, in
group two OM becomes TC, making -OYST/-S80CCU with R in the next
following group for OCCUR. Make all substitutlons with key-letter
E in the fifth column, and it will be seen that the D needed for
HUNDR now falls into place. From here out, it should be fun %o
find the rest.

Problem 17. Keyword length 9.
PFPFWPOSB TRMGDONJO WDPTUTLYB SPMDITYNU WGBWLIPCM LNUAXZCXG
%nggﬁagw CJCNKTRCB WHXVWKZFU JAALEQIUA SKJEXWKBD PWSACNKUI

Problem 18,

NKCNJ MLIIR UWQUX CPNM8 RYQET KWBSL KOCLL ZJJ8J YTEWS MXUAD KOJPD
TBGKJ HVHXD SJAMR JNGOW KOLCK LCOLL JBMAR GNTFI BDR (98)

Problem 19.

LHZHP WOTKE DQDUM EMLIA LALSA IDAMD WKPQH NPMVS FIKSB NCFCW BOIIZ

?gggg WNNSK WNOJX WKJAA JQNWL KBNIB RTUAK NKKNE TUOLS YMCBM N

Problem 20,

UELAM TMEJQ UALSO AHYQA VNQSX BUBHL JDCPV BIGIL INSNZ BBQYD ISUTA
ELXCG MPHIM BVAKH PKGUF TQKRK EGDWW BLXMT CKFMR SLCOL DEYU (104)

CHAPTER VII. THE NIHILIST SUBSTITUTION CIPHER

Another of the Periodic Ciphers - though not belonging to the
Vigenere Family - is the Nihillist Substitution, which employs num-
bers to represent letters. The numbers are derived from a 6x6 Po-
lybius square, and since this square is used for several different
clphers, an explanation is forthcoming. In order to account for
the entire alphabet of 26 letters, in a block of but 26 ocells, I-J
are generally combines; but occaslonally it is found that U-V or
W-X oocoupy the same cell; or, even Q or Z may be omitted instead.
A normal square would be, with digits assigned aoross the top and
down the left side:
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1234656 This A is represented by 11; L by 31 and T by 44.
1XBCDE However, all Polybius squares are not normal;
2FGHIK some contain a keyword, and the time seems right
SLMNOP to explain thls phase as well, which may also ap-
4QRS8TU Ply to other types of ociphers.
bVWXYZ2 When the term "keyword alphabet" ig used, 1t

means that the normal alphabet sequence has been
disrupted in some manner. The commonest way of doing this 1s to
choose a keyword, with or without repeated letters. If there are
repeated letters, Jot down the keyword omitting the repeats and
give the remainling letters of the alphabet in their natural order.
For example, suppose the keyword: UNITED STATES OF AMERICA is se-
leocted; omitting the repeated letters becomes: U NI TEDS A OF
M R C with the remaining letters of the alphabet BG HJ KL P QV
W X Y Z added. Now, thls new or %"keyword alphabet® 1s set up as a
Polybius square, thus:

The same numerical values are allotted as before,
in accordance with the 1-5 at top and left.

If, for some reason a further mixed alphabet is
required, a process known as a transposition block
is employed, Take for example, the keyword of ten
letters: BLACKSMITH, which i get up as:

<mRod
ENW D=
Hriab
KYWwow
nNnoQ=mM

BLACKSMITEH and the resulting alphabet is then taken off
DEF%];OPQRU by columns starting with 1;
vVyXx

BDVLEVAFXCGYNZSOMPIQTRHU

The Polybiue square would then be: 123465
l1BDVLE

Using a norma, or standard square, and using 2WAFPXC
TENT for the keyword as before, and with the 3GYEKNZ
sane plaintext example, aelect from the square 4 80MP1
at the top of this page, the digits to represent 6QTRHU

each letter of the key: T-44, E-16, N-33 and
T-44; write them horizontally across the worksheet. Underneath

them, show the message COME AT ONCE, also with their proper digits
asslgned to each letter:

T=44 E-156 N-33 T-44 The two parts of this encipherment, key and
- - - letter values are then added to produce the
A-1l T-44 0-34 K-35 ciphertext: COME: 57 49 656 59; ATON: 55 59 67

C-13 E=16 ~- =~ 77; CE: 57 30,

It wlll be noted that agaln each column is a monoalphabetical
substitution in i1teelf, and agaln the reading or value of these
letters is dependent on the letters which fall on either slde of
them,

Finding the perilod in a Nihilist Substitution 1is slightly dif-
ferent from that method used with the Vigenere Family; but there
are stlll two ways of doing so, a short way and a long way. The
lowest number of any key-letter which may be added to the lowest
valued plaintext letter 1s 11, with a total of 22; the highest
combination is two 56's, or 10 (110); and, by the same token, 6,
7, 8 or 9 are not involved in either the tens! or the ones! ad-
ditions - but they may result in a sum, There are ocertain phenom-
ena; a cipher 22 can only mean 11 plus 11; and 10 can only mean
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the sum of two 55's. Zero in the ones' column means that two 6's
have been added, naturally; and the same 1s true of the tens! col-
umn. All other sums involve alternates and there 1s no hard and
fast rule to govern them.

The short way of f£inding the period: scan the olphertext to see
1f 30 is to be found in more than one instance. If so, treat 1t as
though it were a repeated dlgraph, and note its positions 1in the
oipher. Find the difference and factor it. If 30 does not appear,
try the lowest numbers represented; then the highest, and follow a
similar procedure, as with two 26's or with two 9Z's.

‘he long way: assuming that a 3-period 1s %o be tested: compare
the lst with the 4th number, the 2nd with the 5th, the 3rd with
the 6th, etc. In doing so, watch to see if two numbers within the
1-2~3-4-6 range may be added to produce first the tenst sum and
then the ones! sum. If, at any time, 6-7-8-9 1s involved, that pe-
riod is wrong. For a period of four, test the lst with the 5th,
the 2nd with the 6th, the 3rd with the 7th, etc., in the same man-
ner. When conflictions arise, that period assumption is wrong. And
eventually the true period i1s found.

This explanation may be best understood with an example:

64 38 356 73 20 54 44 30 64 85 25 65 27 39 54 64 29 76 27 657 22 73
45 97 23 50 46 73 38 58 26 659 45 53 27 77 44 47 56 75 38 56 23 69
35 76 47 86 27 48 55 86 48 57 27 50 22 84 68 756 27 48 556 65 20 54
26 58 35 86 38 86 57 58 26 56 38 76 25 657 65 77 58 77 34 57 22 7
37 97 56 49 43 57 26 76 23 48 65 65 38 78 35 30 53

There are 2 30's at positions 8-104; difference 96, factored 3,
4, 6, 8, 12; there are 3 22%s, at 21-57-87; differences 36, 66,
30; factored 3 4 6 9; 3 6 11; 3 5 6 10, Six seems constant and may
be assumed as the true perlod. But, if no such clues are offered,
what then?

For a 3-period, compare the 1lst (64) with the 4th (73). Withln
the limitations of the Polybius square, both have suiltable numbers
which may be added to produce each one; 2nd (38) and 5th (29); O«X
0.K., again, 35-54, 73-44 and so on until 54-30 is reached. In the
onea! digit to produce -4, would require 1-2-3; in the -0 of the
30, would require 6-6-7-8-9; so0 a 3-perlod 1s wrong.

With the above example in a 6-period, set it up as was_done with
the Vigenere Fgmily ciphers, in block form. Now, scan column 1 for
the lowest and the highest numbers therein: 23, 64. To produce the
2=, only 1 may be added to another 1; and this same 1 may be sub-
tracted from the 6~ to produce 5-, With the =3, 1 and 2 may be ad-
ded; and for the -4, 1, 2, 3 may be added. Hence, the key-numbers
for column 1 have alternates: 1l and 12, Putting A and B through
the normal square brings out A and B, In column 2: the lowest num-
ber is 30 and the highest, 59. With 3-, 1 and 2 may be added; with
the 5-, 1-2-3-4 may be added so 1 or 2 are acceptable; with the
-0 and -9 only 6 may be added, so the alternates of this column
for the key are 15, 25, or E, K. Set beside AB of the first column
then, the keyword must commence with either AK or BE. (Ye seem to
have overlooked the fact that 30 can only be the sum of 15 and 15,
80 AK may be discarded). But perhaps some plaintext will reveal
which is right, in some other case. Subtract 11 (A) from say, the
first three letters in the block: @, that!s a stopper right off
the bat; try to subtract K from column 2 to see if U results; if
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not, then AK is wrong. And affer this test is made, 1 shows QG,
With BE as the keyword beginning, we get WH ME EI, all possible
digraphs. So we are on the right track at last. Continue with this
solution, and then try:

Problem 21.

43 46 48 44 55 74 46 68 46 47 35 67 66 54 38 58 76 47 20 77 69 64
56 68 656 46 49 67 48 55 67 65 66 66 27 56 35 64 47 78 76 66 25 46
39 65 47 77 74 58 46 48 3B 67 65 68 65 46 68 66 39 35 47 86 45 69
57 48 67 35 57 77 75 48 57 77 39 36 57 65 76 47 56 48 39 35 57 77
56 37 25 64 59 46 54 75 43 66 57 75 39 65 67 68 65 46 48 66 35 65
47 77 b4 55 29 68 58 36 47 89 64

Problem 22,

87 46 57 56 62 39 65 85 47 86 78 85 36 63 58 67 53 55 92 26 73 68
45 B84 39 05 39 74 66 47 75 37 85 46 65 85 34 73 68 74 49 76 65 486
64 58 82 29 55 86 77 57 55 82 49 83 54 56 56 67 75 46 82 58 65 86

48 B4 26 64 57 34 63 39 03 49 75 66 38 84 67 62 57 46 78 68 84 39
03 38 55 87 38

With a Polybius square that 1s mixed, that 1s, contalns a key-
word, the solution of a Nihilist Substitution elpher 1s slightly
varied. While the period may be found, of course, in the accepted
way descrlbed above, the actual substitutions must be assumed, for
1% is not known the format used in the square. Hence 1t will be
necessary to convert the whole oiphertext into one long monoalpha-
betic substitution and then solve it as one would a Patristoorat.
Some slight complications may arise in takling a frequency count of
each two-diglt number, for, in setting up key-letters, two or more
alternates may result., However, this may be overcome in time, by
establishing or finding certaln plaintext which wlll read properly
and show the solver he is on the right track. In such oiphers in
"The Cipher Exchange", it 1s customary to give a tip or two. Here
1s such a problem with the tip: LAND AND WATER. Hint: try to es-
tablish which 1s "EV', and then try to fit in the "EM of the tip
into the wvarious places, with corresponding high-frequency letters
falling in their correct places from the frequency dilstribution.

Problem 23, LAND AND WATER
94 63 52 94 66 34 95 54 95 87 45 73 86 44 54 76 04 63 44 05 86 65
93 85 85 96 32 82 67 54 93 85 73 93 66 73 86 65 86 64 75 66 75 85
78 67 63 96 63 63 66 96 79 44 82 B6 74 83 64 82 67 74 74 54 95 93
32 05 86 35 63 84 74 83 62 02 67 56 656 97 656 53 43 03 99 43 82 95
94 96 66 06 96 55 86 95 06 63 62 93 67 67 53 76 85 83 54 76 97 43
75 77 85 85 43 96 97 64 74 67 B4 87 73 84 66 64 62 66 76 74 66 03
78 33 95 76 97 656 42 62 99 74 95 88 74 83 B3 84 56 55 84 97 04 64
32 83 90 55 82 88 85 73 63 72 90 55 62 54 06 55 75 92 90 44 82 84
73 94 33 84 97 33 63 96 85 85

The following table is helpful wilth the use of a standard Polybius
Square. At the top 1f the key-number, at the left is the plaintext
letter; and where they intersent 1s the cipher-letter or number.
In solving, knowing the key-letter and the cipher letter (number),
set the key-number and go down that column to the cipher number,
and move to the left to.¥ind the plaintext number.
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11

14 15 21 22

26 31

35 41

42 43 44 45 61 52 63

KEY A

NKME<S cHuxO Yoz HWHHINe®W HuQw

12123
13124
14125
1526

21132
22133
23134
24136
26136

31142
32143
33144
34145
35146

41162
42153
43154
44155
45156

51162
52163
53164
64165
65166

25
26
27

33
34
36
36
37

43
44
45
46
47

53
54
55
66
57

63
64
65
66
67

44
45
46
47
48

54
65
56
57
68

64
66
66
67
68

D E F @&

T
27133
28¢354
29136
30136

36142
37143
38144
39145
40146

46152
47153
48154
491556
501 56

56162
57163
58164
59166
60166

66172
87173
68174
69176
70176

34
35
36
37

43
44
45
46
47

63
54
56
66
57

63
64
65
66
67

73
74
76
76
77

56
56
67
58

64
656
66
67
68

74
75
76
7?7
78

78
79

37143
38144
39145
40146

46162
471563
481564
491565
50156

56162
67163
58164
59165
60166

66172
67173
68174
69175
70176

76182
77183
78184
79186
8086

85
86
87

A B CDEVFGHTITI KTLM

NIHILIST NUMBER

TABLE

P

471 53
481 b4
491 55
50t 66

66t 62
571 63
68t 64
69! 65
60! 66

66t 72
67173
88t 74
69! 76
700 76

764 82
771 83
781 84
791 85
80t 86

861 92
87193
881 94
891 95

86
a7

93
94
96
96

94
96
96
o7

901 96 97 98
P QR S8 T UV WX Y 2

57163
68164
69166
60t66

66172
67173
68174
69176
70176

76182
77183
78184
791856
80186

86192
87193
88194
89195
90196

96102
97103
98104
99105
0C106

056
06
ov

R 8 TVUV WX
63 6

05
06
o7
08

09

760
7
781
791
8o

86"
87
88t
891
90"

96¢
97!
o8¢
99¢
0ot

06!
o7
08!
091
10
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CHAPTER VIII. RECOVERING ALPHABETS

Before going into the Quagmire series, it might be well to ex-
plain how to recover keywords in many of the cipher types. In the
Aristocrats, or Patristocrats, often these types are marked as
wyn, ALI8, WITI¥, or HIV" after the title, and some ebWen have an
uM¥? added. While the type ls always given with the Quagmire, the
aM® 18 not shown, and the solver has to determine that for him-
self,

I. Thls means that tlie plaintext alphabet contains the keyword and
the ciphertext alphabet is the normal sequence as:

BSHORTCAKEBDFGIJLMNPQUVWXYZ PT
Y2ZABCDEFGHIJKLMNOPQRSTUVWX CT

'::[;I;: This is Just the reverse with the keyword in the oipher alpha-
-2

IJKLMNOPQ
DPFPGIJLMNP
To solve either of these, only

o
be substitutes, in solving, and t
For either I or II:

XY 2
Z8H oT

o

STUVY
UVWXY
me

of the letters are found to
rest

have to be worked out.

88

1<
N

ABCDEFGHIJEKELMNOPQRSTU
U-XYZ~-IND-~0ORMAB-EFGH

Knowing that the keyword alphabet uses a keyword first, elimin-
ating the repeated letters and then using the remaining letters,
some guesses may be inserted automatioally as:

UvXYZ-IND~-~--0ORMABGCEFGHI1K
v a

XY
K- -

1
p
q

and with a bit of Jjuggling of assumptions the missing letters may
be placed for the keyword WINDSTORM Ain the above.

=0T
& ma

III. This indicates that the same keyword is used in both of the
alphabeta:

BALTIMORECDFGHJ
NPQOUVWXYZBALTI

It will be notices that each alphabet is identical with the oth-
er, but at a different spot; hence, any fragmentary substitutions
wlll have to agree in that sequence somewhere; and, by this know-
ledge, this entire alphabet may be recovered, 0.g.:

ABCDEFGHIJKLMNOPQRSBTUVYXYZ
X=-Y¥J0~-~~-~BRZW-UBA=-KDEF~=~P =~

K
M

S
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The obvious place to look for as an opening wedge, 1s JK, PQ, or
VWXYZ, the least-used letters in a cryptogram or olpher, if the
latter uses this sort of an alphabet. Test each spot separately,
and 1f the substitution offers a loglcal sequence - with letters
omitted for a keyword - aocept them. JK~DR, not bad. PQ, only P
is shown and this is not enough to work on. VWXYZ, no V, but WXYZ-
LACK, which looks fine. Hence on a worksheet, set up:

LACK wXYZ
WXYZ and then, --P- which unfortunately doesn't help. So, now set
up: -~P-R -Y=J

LACK and agaln -P-R testing each new fragment obtained. The
-P-R suggests -PQR, and the -Y-J, as =YZJ, the J starting the key-
word if this is true. By returning to WXYZ and adding J, we get:

LACKD -PQRS -YZJO-N
WXYZJ and agaln LACKD and still again -PQRSTU and then continu-

ing:
LACKDEF -PQRSTU  ~YZJO-N
WXYzJ0~ LACKDEF -PQRSTU and finally:

LACKDEFghimPQRSTUVVWXYZJO-N
WXYZJO-N-B-ACKDEF-~-P-RS-U which results in

JOHNBLACK as the keyword and it appears in both alphabets.

IVe. A IV-type indicates that a different keyword is used for each
of the alphabeta:

CIPHERABDFGJKLMNOQSB8TUVWXY
PQRTUWXYZSOLVINGABCDEFHUJK

The general procedure of recovery 1s the same as III. Here,
fragments are linked so that they contaln letters of the alphabet
sequences with gaps (for the keywords) and then continuing in the
expected order. For instance:

Z
M

ABCDEFGHIJKLMNOPQRSTUVWXYZ
~-MCDF -~ -

Y
OLXBNYZ-R-~-A-«WT-~-M v-1I

JK gives nothing, nor PQ, nor even VWXYZ. Hence, some other spot
has to be examined. What about LMNO 1n the lower alphabet?
B WNSFGL 8D U Y

P q vwxyzabecdefghilJk

=m XX
®

26 2=
<= =BH
Kwa o0
K

o> oy
==

L
B G Uvw?Yz (then the start of keyword)
L Z w X

FGHI or:
VWYZBREA--DO--WNCFGhiJklmpgst
w X
FGHIJLMNOPQrsestuvwxYZ-R--A~~--CD

[~

The upper keyword now looks like BREAKDOWN. Let's see what de-
velops in the lower one:



OWNGCF
TVWXY J
k with the

miasing letters: BE K ¥ (P-Q) (J-K). It isn't long before the
keyword BREAKUP 1s revealed.

when an #M? 1s annexed to the significance of a keyword recovery
it means that a transposition block was used to set up this alpha-
bet, and two such alphabets may be devised. The firat, is by ta-
king off by columns in a normal 1-2-3- eto., order; the second by
taking them off as was done with the Nihilist Transposition Ciph-
er (Volume I, Chapter VIII):

1. BUOYANT and the resulting alphabet:

JKELMPQR BCJSUDKVOELWYFMXAGPYNHQZTIR
8VWXYZ

2,12316"7119108426 and the resulting alphabet:

BDFGH M NPQVYW AFCVEDYIQKWLGOHRPSMTNUJZBX
XY

The longer the keyword, the shorter the depth of the block and
the harder to recover, but it can be done. Solution depends on
separating the segments, which are handled as a unit; that is, al-
lowing one (or two) letters to appear in a keyword, then the fol-
lowing letters to be in normal sequence with gaps, of course, &8:
Bdly, Efmz, etc. Here the BE would be in the keyword, and
DF LM YZ would be the expected gequences to follow such a keyword.
After the sections are determined, each is written vertically with
a link tested for the final letters. As an example s

G H
2

IJLMPQS
«R=fA===0

CXJB'EFPW'ITGQY'MDLV'!NAHRZ'OBKU

The 8 WY V 2 U lend themselves agreeably to such an arrangement
Mgt :813-_28 2, then Y, then W V 8 in that order and writing them
vertically;

IN Numerical keys sometimes may be recovered to a
COMETA keyword, but more orten only random sequences are
XBDFGAH used by a constructor. Since obtaining such a key-
JKLPQR word does not affect the solution, and such a key
8UVYHY 2 recovery is not required with the solution, some

readers of "The Cryptogram® prefer to ignore the
following. On the other hand, it is often fun to try to obtain a
legitimate keyword in this fashion., Given: 5 1 3 7 2 6 4 (7 units)
Bince there are 26 letters in the alphabet, divide by 7 and show
four (or more as the case may demand) under each digit, thus:

The test is to pick out Just which letters in a 5137264
row, when arranged in linking form, will give a JADUBOF
legitimate word. When this is done, the keyword KBEEvUOPG
obtalned might not be the exact one which the LCPWDRE
constructor used, but it will serve i1ts purpose. MDaeaxESBI

NEHYFTL

0 ZGUM
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KEYWORD RECOVERY PROBLEMS:
ype I.

T
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
8-VWX-2-R=-=E-ULB-HIJK-N-P-~-
Type II.
ABCDEPGHIJKLMNOPQRSTUVWXYZ
H-KMQR~- =V ~-=YZPLe=0NI-=D=F«
Type III.
ABCDEFGHIJKLMNOPQRSTUVWXY2Z
GH~-0~-Q~8~-AB~-U~=FX~-2~-~-BM-N=-J
Type IV.
ABCDEFGHIJKLMNOPQRSTUVWXYZ
L-0BGC~AY--HZIJMN~-DRXQ~=T~-V-=~-

Type "MY uasing a Transposition blook,
l, BHTOMXEDOZIKWLJIJVPFQRANYUGS

2 AJWCKXDOENZHLYMBPSGRTIVUFQ
3. AFTECQGBPZIKWMOYNHYVRD S SULX (26 letters;
this 18 a 5x6 Polybius square and I-J occupy the same cell)

In recovering some Polybius Squares, for example, with the Phil-
lips Cipher (Volume I, Chapter XX), if the transposition block has
been used to scramble the alphabetic sequence, 1t presents a for-
midble prollem of recovery. Since the dlagonals of such a square
are known, and they must be kept as such, shifting rows and ool-
umns will eventually bring about a logical sequence from which to
proceed. But remember, if a row is moved, say from the 6th posl=-
tion to the 2nd, then the column must be moved in like manner. Not
to do 80, results in the wrong dlagonals, and the square cannot be
recovered, then, After every move of row/column check to see that
the original diagonals are held; A1f not, go back to the basic
square and start over,

Constructors are known to complicate a 5x5 square when they oan.
Bometimes a route 1s used, as explained in Volume I Chapter VI 1n
the Route Transposition Cipher; sometimes a mixed alphabet is em=—
ployed which has been put through a transposition block. If you
are A “recovery alphabet addict?® test your wits against the oon-
structor in each case.
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CHAPTER IX. THE QUAGMIRE CIPHERS I AND II

The next three chapteras will deal with the Quagmires, periodic
ciphers simllar to the vigenere, but using one or more mixed al-
phabets instead of two normal ones., There are four Quagmires:

I, II, III and IV reapectively. Since M"I" and "II" are the least
complex, they will be handled in one chapter.

In %I%, there is a statlonary mixed alphabet for the plaintext
against which is 8lid a normal unmixed alphabet for the cipher-
text. Two keywords are needed for the encipherment and decipher-
ment: the one which i1s used in the mixed alphabet; and the second
which represents the width of the block (period). An indicator is
also required; it may be the A of the stationary alphabet, "or it
may be any other arbitrary letter. Under this indicator will ap-
pear the "gecond® keyword letters. Using "QUAGMIRE" as the alpha-
bet keyword for the mlxed alphabet and the keyword CASH, encipher—
ment ig:

# (indicator)
QUAGMIREBCDFHIJRKLNOPSTVWXYZ PT
ZABCDEFGHIJKLMNOPQRSTPTUVWXY CcT

To encipher in Type I: slide the normal alphabet until the first
letters of the keyword falls directly under the indication;: ¢ un-
der G (as above); write in those letters which fall below the
plaintext in this first alphabet for the ciphertext. Next, elide
the normal alphabet until the second letter of the keyword falls
below the G-indicator: A and encipher this columng etc,:

CASHkeyCASH Solution of the Quagmires 1s a bit more
WEWOPF VELWGOCT involved, but research hag provided some
RKTO FMJVW exocellent ways in which to galn entrance
MAKE DZEL and continue to find plaintext, The proce-

dures for I and II are 8imilar, but for
IIT and IV are vastly different, so will be handled separately. As
with other ciphers, ample tipe are given, fragments which contain
repeated letters for easy placement.,

In working with all of this serles, first the cipher is wrltten
into the proper slze block and then a dupllcate (blank) blook ig
drawn up to the right (or left) for the enoivherment, Below these
diagrams, 18 drawn a block with the normal alphabet at the top, and
enough rows are left below as indicated by the keyword length, and
the whole dlagram is enclosed in lines (or not, as the solver
chooses). The cipher is first written into the block and the tip
placed in the accompanying blank block (on the following ‘page):

The next step 1s to go to this skeleton block and write in for
each known substitute the equivalent letter in each column, as
well as Into the tableau below. Check all known values and be sure
that all clphertext letters receive the correct plaintext. An ov-
ersight may lead to later confusion.

S8ince thls 18 Quagmire I, the alphabet at the top represents the

ciggrtext, whereas the letters in the block are the Plaintext.
0r example, row l:

Q ~-T X =-H H -1I

c P c P c P
Do the same for each of the elght columns and the finished block
is shown below the enclphering diagram:
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HEXWONZPUYRIXDERZNXOoNwNOo > m
ZOXUCO RO OO EORARBQOWORWH
CUXKNOKGREDLRAK QKON SG >
GUOLO<LHPAULOIMA<LORKRRILEHDLQ
RADUZDNHINQULSDY ZOU QST HE
HOZZZINIKRITAKZEMAHDWAQAQKHH
ZQWwprunourowwMDIIUEHGOZ HKZ
PZEAYQYHXYETQEUHIONRX T REIYEX

q .AB(JDEF‘GquIKleNOP RSTUVWXY?Z c?
)i '

2 ' L I !

3 ' (¢} L E !

4 ' N T X

] ' H I 0 ' PT

6 ' F I C !

4 ' A B 8 !

8 ! T I° X!

A peculiarity of both I and II Quagmires, is that these boxed
alphabets will be identlcal in sequence, but at different asettlngs
under the stationary alphabet at the top [P). This is due to the
keyword used vertically; and so these skeleton alphabets are apt
to have one or more letters in common, For instance, in 1, there
are I T H; and in 8, there are T I K. By checking it will be found
that in both cases there are nine spaces between the I and the T.
8o that K, two spaces to the right of I - in 8 - may be added to 1
two spaces to the right of that I. Follow thils reasoning for all
aiggdzgta,band add all of the possible letters. The working block
w en be: -
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dABCDEFGHIJK%MNOP%RSTUVWXYZ' cT
I EF I K 0

2 T X CH L EF I K NO !
3¢t I K NO T X CH L EM
4' CH L EF I K NO T X ' PT
6 CH L EF I K NO T X!

6 ' L EF I K NO T X CH !
70 A B ] '
8' NO T X CH L EF I K

Now, return to the deciphering block, and write in all of the
new substitutions which are found in the above tableau. Thisg will

look like:
There are now two alternatives: the one to try
-------- to £111 the remalning gaps of the plailntext and

= 0~-==-=1  add ney letters to the block; or second, using
FI-H-TI~-~- the knowledge gained in Chapter VIII - "Recover-
Il -=7~=1I-17T 1ing the Alphabets® -~ and try to reconstruct the
L R entire keyword used in the mixed alphabet, If
I--E=-L=-~ this can be accomplished, it means a short-cut,
==-=ILL=-~ and the solution is that much quicker. Taking
NTEXHIBI any one of the alphabetes from the numbered rowss
TIONOFAT

HLETIC B8 K L--~EF-I-K~NO~~=Tw=X~-==!CH-=

ILL-N=8 ~ aab g J 1 par uu YZZ

“-E~=~=~HQO - = bbo h m rs vv ! Keyword start ?
EeoeNe-w-- od w

NEITHE-T

H-==-=«L~N J, Yand Z may be inserted into seven sequences,
O0~-THEH-~- and if new plaintext results, so much the bet-
~E-=-E=1I ter.

LLE====-

~ECT~-1T~« Finligh this cipher.

-==NIN-O

THETHO - ~

=N~«=-FO-17

HE~«E=~~-=C

I-LE-E-T

With the Quagmire II, the same general procedure fo
that with t%e baslc table (or rows), the lL;.tat:.onary a};g:’gét%ﬁ
the plaintext one and is normal; while the 8liding alphabets are
the oiphertext ones and are mixed. The resulting alphabets will
8till run parallel with the same sequence of letters throughout;
and the keyword will show up under the selected indicator, !

Problem 24, Type I, IT I8 ONE OF THE MOST BOPULAR:

QNTZHP QNBLOO PZYBOF PGIAHC UPIOMD XLJQOZ SHHYMT I’.N!’}g.géogngLD
UJTEIY RZCROZ AWHXFG HSGLGL PYTSLH KYGEVO UJGXMH BLGONY LKHQGZ
UJGEZX LLUMGD FWBSZB OYCKJW INLQUD LKJMVHE ALXQUB LYCIOP PYCOHX
HZMQRX AZRMSY INHZFA JHHDSBX 0zT



Problem 26, Type II; A FORFEIT TO TRAVEL ACROSS THE; period 7
BSERPFO GDHHVTG CEIRFWG DSMUUAG ZNDSFSW ZDHPHBQ AQGAZMC VDPQSME
FBGYLFY KWNOSMQ FWSMXOW PDVAEXZ FJGGIFC RCVTLWD ZSNIZWC FQNZPWD
XEYHVNB HSAUNND ZETMCVQ ZMNONDW LQPMTLG RMMTEWN TUNRNDW USXHRHX
ARFMFXG TWSTMLN TLVV

CHAPTER X. THE QUAGMIRE CIPHER TYFE III

In the Type III Quagmire, the enocipherment is done with a mixed
pair of alphabets, one representing the plaintext and the other
the ciphertext, but both will contaln the sams keyword; and also
requiring an extra keyword for the width of the block. For exam-
_glw,dauppoee the keyword is OCEAN; and the mixed alphabets are

ased on:

DIPLOMACYBEFGHJEKENQRSTUVWXZ

and the indicator M, is ohosen. For the enocipherment of the first
column, slide the lower alphabet until the 0-key letter is direct-
1y under the M~-indicator, and at this setting, encipher the entire
f£irst column; for column 2, slide the lower alphabet until the C=-
key 18 under the M-indicator, eto.

Decipherment follows a definite pattern, and an ample tip of the
plaintext ia given in "The Cryptogram® for oiphers of this type to
get solvers started., For instance, following is & oipher of a 8lx
width (period) and the tips: ORTOMARKTHESITEOFABATTLE; and HAVEBE
ENERECTED are given. Placement of the first tlp, onoce the oorrect
period has been found (Kasiskl - Volume II, Chapter 1) is deter-
mined by setting it up as - showing the repetitlons:

Other plaintext letters in each column are ingerted
ORTOMA which are the same as those already known, and the second
RHTHES tip may be found from these additions in the enoiphering
ITEOFA Dbloock:

BA_T_TI.E
ATGEPVYS ZESYVYK —=-E-=- ARKTHE
IFPUXT UQAPPD «- Q=== BITEOPF
UNMYVPL ZWweocvVXxXae 8-ETO0~- ABATTL
RKAGWZU RJIVXCK E--HAV E~-R=-~-E
RWMPIEK PMIUVN EBEENE ~-R="==-~-
ALFVROC MBCYPR RECTED =-~-A-0-~-
WKCEMH IYCTGG -—=A-== ==A=--L
SLIOPQ WKM - e= (= =-F
ZTOCTWK A=A~-=-=
XBEOOJ - == ==wB
VPMRPQ ~«-E=~0 -
BMRLUK =R ===
UNWZYH [ SRR
UFPQVYK S0-THE
ZXPFPPUE A-CE~-=
WFQLEDO -0 ==
WKNQZL - = s A e
KXBURD -=-==EFP
UFVVPS SORTOM
(continued)




28

Again, a tableau is set up, with the top alphabet normal, and
8ix rows beneath 1t (the width). When ocompleted, check from tab-
leau to decipherment to see if all ciphertext letters have been
given plalntext values:

g ABCDEPGHIJEKLMNOPQRSTUVWXYZ P
b A )23 AU '
2 ' v L Q F M '
3 ¢ F M 8 v A '
4 P W v LI ¢
5 2 R Y IP X '
6 ¢ CKD G 8 U '

Ratlios, now enter the picture (which did not apply to I and II);
@-alphabet letters are to be linked with each of the other T'owWs,
in turn, and the equations listed as @-1, A-Z, E-R, R-A, 3-U for
row 1. Make a new table, first with @-1 and ite corresponding val-
ues, then @-2, them @-3 and so on, as:

g-A E R 8 The (') means that these letters are now found in
1-Z R A U? the block, and as fast as this information is util-
‘ 1zed, the letters should be underlined, to prove

#~-BWIOR! that they have been taken care of; if later, ad-

2y LQF M dltional ratios appear but cannot be placed in the
block, there are not underlined, until they can be

$-ACEXKR T usged.

3-C FM8YVA Now, look at @#-1tg ratlos, and check each to see
if the same ratios appears in any of the others,

g-EH T not only in the vertical position, but in the hor-

4-P W V! izontal as well, in either the top or the bottonm
rows Or sequenced,

S-AEHNOT -1, A~Z 48 found to be identical in position,

5-Z R Y I P X' with §-6, so this means that the substitutions in
these two alphabets are identical; and the letters

P-DEFLMV appearing in one may be transferred to the other.

6-C K D G 8 U' After this is accomplished, cheok with the deciph-
ing block to see Af any new plaintext may be added.

In 1, for example, H-Y, N-I, O-P T-X may be added; in 6, R-A, 8-U

are new. Also add these new ratlos to their r'espective listings,

above (or, mark these two identical 1lists with (A or 1), This means

that any new ratios added to 1, must also be added to 5. Since

they are now placed in the deciphering block, underline them, and

draw another separating line (or ') after them.

Now_checking further: from @-1 with the other rows:
g-E 3-E R g~E L
1-R 2L M or 1-R M, so add L-M to @-1

$-E P-ER g-E M
1-R 3-M V or 1-R V, so add M~V to f-1

g-L g-L M #-L G
1-M 6~G 8 or 1-M 8, so add G-8 to @-1

Take @g-2;:

$-E #-EL G-EK P-A F-RT Pg_A T
2-L 6K G 2-L G 2-Y 3V A 2-V R
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g-7 @P-A T P-T X p~R P-RM SRA

3-A 1l=Z2 X 3-A2 2-M 1l-AV 2-MV

g-7 SRT BT X

2R 1-A X 2-RA Take 3, 4, and 6 (5 is a duplicate of 1)

Return to the chart and add these new ratios, at the same time,
checking with the block to see Af new plaintext is found, This
chart will now look like:

g ABCDEFGHIJKLMNOPQRSTUVWXY?Z
17 R 8Y HVI?P AU X '
2ww L Q ¢ F M R A !
31 F M 8 v A 2 '
4 P W v '
b 'z R 8Y MVIP AUX !
6 ¢ CKD G s U !

These alphabets appearing within the above table are nor normal,
nor are they identical in sequence as they were in Types I and 1I,
simply because a mixed alphabet was used in both plalntext and ci-
phertext alphabets. Hence it will be necessary to either: 1. Try
to reconstruct the keyword from this skeleton; or 2, Establish
more plaintext in the block by assumptions in sense.

Following the technlique explalned in Chapter I on "Recovery of
Alphabets" as they apply to a mixed keyword type III, try to bulld
up fragments from § and the various rows; if this keyword recovery
is attempted, both sequences in @ and in the table itself will be
identical, with the rearrangement of letters applied. Therefore,
fragments? found in one, may be tested in another. (Capltal letters
below indicate known values; small letters, are assumptions):

g THA~C=fw =« = = VYXYZ~-0'-=CDF
TT h a T o
' m

[

2R V t hiA-o¢c-~ £
3 A C F ! vVWXYy2Z ' F
4 WWXY 2 ' '

6 ‘XY 2 'THA © £ '

6 o)l U ' CD
and, oombining:

TP M-THA-C~-F - =!
2= ==P M-THA-GC!
3 L=-==R-VWXYZ-oO!
41 !
5 I1p M=THA-C~F ==t!
6 ! G U !

and, finally, with assumptions:



%)
o

[*N

o

L=
Q
ct
(o]
3
—

'
1
o
]
=1
m *
z’\
=-§:3
>
-]
]
[
=
Y
<
=
N

[ XN R
NZI Y
[ Bl o> R ]
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2ECHO
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mNda<
IO 1!
toNEMOola
Q1 1 KIY
oEoOor'N
gl =1
I XEYO
HMHBO !
213 1R 1
i HCS W o
O IR
Wl mEH Lo
QP
<U I Kixu|=
fHTHANP
®Wiot 11l
Kt*90a

It 18 soon discovered that JOKESMITH is the keyword, and under
the S-indicator, that keyword is UNIQUE.

Problem 26. CANBEOBSERVEDATONETIMEFROMANYPOSITIONONTHEEARTHWHEN
VIVLKSWZF LIZRWSNSO SDRWSVHKK HLTFWBSZA PABRFCGDC XRBBGNIFE
AKWLGKXGH SCQZWRDTN JORYPXISO SYVCKVVFE VLHCXXDTM XDMMLKYDR
PBBFOVLGB LDBRUEIEX LNTSRTDZA JCASFKVFJ SFERCLGDC XLBYGABKV
SCPVWVLS0 SLARLHTTI PKEZWKMSL GFXYRJTAX SFPLNFWSB UKZVZFIQA
HBQZTHZLI RLBB

Problem 27, DISAPPEAREDASCURRENTEXAMPLES; POPULARINNOVATION

VQMRFAA XZASFQO ZNJTTYO DDMMLQR BKLDIJO AZMFNSP VQNQJDD BZAQFGN
KHZMLQD WLJWAPF JNQNMBR BOVUKPX WRHWIDF WHQYPPJ RJTVJEN AHCNNAX
%?‘IV%HJZQR'I? §FAQFQE LQQCFNN LRMYHYK TAQZFLX GBKCDPQ FZMTKRV KEVNZQB

Problem 28, THEDISTINGUISHINGMARKSOF; INFORMATION

GNNIVTZ OKUHKXS NYXQPOC AOYTJMS ANKHDEQ FINQKOO NLXQPEJS TABQPCJ
TALVHQG BERUQUJ MLNUKET SXQUPSJ RLUETEV WBYUKXX OEPGICN UPNKJTN
SEPWIYJ TKIYTLT SXLVIVA TPUUYAH WYAZVYE QVKUTTG FXFQKOP TSWXMYC
MBALRXZ FHZPIHJ DSYVIC

CHAPTER XI. THE QUAGMIRE CIPHER TYPE IV

The Quagmire Type IV Cipher uses two mixed keyword alphabets,
each contalning a different keyword. An indicator is also used,
under which another keyword, the width of the block (period) 1s
pPlaced.

CITYFOLEKEABDEGHIMNPQRSBSUVWX?Z PT
QSTUWXYZVIRAGOBCDEFHJKLMNEP CcT

Thls setting 1s for the A-indicator, with V the first letter
of the period keyword.

Enclpherment is done by the same method as that employed with
other periodics.

Decipherment needs the Kasiskl method for finding the period.
Finding actual plaintext values resembles in some ways the pro-
cedure of Type II with ratios, but this time, the @ alphabet is
ignored and the ratlos are found In the box 1tself, vertically
and horizontally. Ample plaintext as a tip is given in ®The
Cryptogram® as & rule; but assumptions must be made to £ill in
gaps betwsen recovered letters. This 1s done, frequently, by try-
ing to establish E T A, etc, The more frequently used letters of
the alphabet in a given column, by guess, or by taking a frequen-
¢y ocount of the column and fitting these letters to it,
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For exam»le, here 18 a Quagmire Type IV oipher with an 8-period

with the tip wrltten in,

umn also marked:

.
?

and all duplicate substitutions of a col-

- s e e e =

- T - - -

1 IHOHER I 1 1 1 Z&I 1L IEZZH1 110
I IKOEHL L 141 1111 1 SO0 164
tIaROZ I I IALX THEHIO T TR
EEMkSDEI I ITEHT L IRE L I@mD !
HIOHMIE<1 | 11131041 1EHOO
TIIEREEBED I L It Im X
t11H@OZD I 11 1=Z11o=x1 100 18
110OEBZ00 1 I 12111 1R I&EHIRI

ZXDVOKXRXPAGZOYPWGAFYYFYBU
AMHAEMODAMESAMERZOAMAMARKARHAR
REHARHNOOEMHAGPINLNRHLHREMIE NS
COKFNKLZEKNFHHYHBILSYHFBEA
MEOXONZHEAOHNKPEHEIEAIHZIHNXMOZZ
DNDAHODESEXOLSHAHLHNDNEMMHMIX

YXJYLPUYHZGXCNSWZWLUZJPUPJP
ZERMdNATNMENOEHZRENAGAHAOMNDOOMN

—

’

Below

.
]

alphabe t .
intext let~-
hertext letters
of each row

h pla
1-7, 1-8

the proper olp.

are a table showling

Write in the normal al-
the ratios

1-2’ 1"5, l"4, 1“5, 1"6’

other row:

Ce

118t eight rows (numbered), and assign to eac
t

ter of the above deociphering blook,

in each row, Then, prep

with
=z,

ezegxe

Prepare a box as was done in Type III.
phabet at the top which represents the plaintext

is,

1-R 8
2-2 U

2-y
7-F

2-Y Z
6-1 J

2-@
5~E

2=
3=

7-0 D

3-X M
4-I NFO 4-J N

3=
B

3=X M
5-8 Y

3-X ¥
4-F O

7-PFOD 8-XR

6-L

8-P

7-F
&-R

6-I J
8-X Y

6~K
7-C

5-3 Y
7-0 D

5-K
6%
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Next, each vertlcal palr will be taken in turn, to see if any
other ratlos may be obtalned for that palr, vertlcally or horizon-

tally from any of

bottom rows:

1. 1"’5
4-N

1-F
4-D
3. l-R
8-y

5. 2-Y
8-x

2~J
8-I

7. 6-K
7-p

6-N
7-I

8. After each new value has been found in the table,

4-D
5-N

4=N
7-F
2-2
8-Y

2~y
4-J

4-J
6-I

4-1
7-p

2-U
4-N

o un'wg

HX XC

(4
"
N
F

K
I

80

80

80

80

80

80

these procedures:

as Place new letters in the deciphering block IF one of them al-

ready exlsts there in the proper row; otherwise do not try to

use this pair,

be Check with the deciphering block 1f a new letter is placed 1in
the box under the proper plaintext letter to see if any new

plaintext results,

Ce Add any new ratios to the table.

d. Check these new ratios for more ratios.

@+ Underline placed letters (palrs) from table to box.

° fi Drauha vertical line after all checked ratloa.
. -8 F
4-N D O D appears 1n row 4. so F may be added in row 1 under

$-H, which gives H-plain in the deciphering block. Add

ratio: l-p

5-N and underline.

1-N

the other notations, either from theilT top or

1-8 F
4-N D

1-F N
4-D 0

‘1-R 1

8-y 2

2~Y J
8-X I

dentical,
c")

6-F N
7-P I

6-N U
7-I K

2. 1—8
7-F

1-8
7-F
4. Z-Y
4-J

6. 4"‘F
7-0

4-F
7-0

4-0
7-D

1-8
4-N

4-F
5-8
6-J
8-y

1-3
?=-F

3-X
4-F

1-N
7-p

F 80 1l-S N
D 7-F D

(a reversal, so
these two rows are
marked nAn)

{another

mark it
Y 80 4-F
(o] 7-0
M 80 4-F
(o} 7-0
Y 80 4-0
P 7-P

reversal
an)

HK =X K

always follow

4-0 0 appears in row 4, so put N in row 1 under the @-T. Three
plaintext letters are added to the block,

Add ratios: l-N 1-N
3-M b6-Y

1-N 1s already there, so

7=D Just underline.

Add ratios: 1l-Y
3-X

1-y
4-F

l=N Check and underline if needed.

7-D

l-Y O is in row 7, 80 put the Y in
7-0 -1 under R.
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10, Continue in this manner for all new ratlos, cheock for plain-
text values, etc. ‘he final table of ratios will then be:

1-R 8
2-2U
1-N Y
3-M X

oz H& Ilwuw

[
1
m
[ R

w4

-
|

[N
=

=>4
=o
8]

I

5-E K!

leara |
loal ]

| '
k] HH
Ivd

Iwe lon w=

(28 V]
]

(f =t
L
lo=
=

30
1
s 1

(¢)

o
)
1
o= KN
Hig

I
[

~~
= |waQ
S

A
(
=4

[ler
Iftw = &=

(4.}
]
(¢+]
]
SR

Whenever a new value is added

(F

PN TN
HoQwdr
—r s

3
3

is
1s
1s
is
is
1s
to

3=R Z N!
6K IO

3-X M R!
-0

fro o
Iz

t 27
o=
I O

o a= la

T
=0

fua =3
Pl
LA

X3
11
-y

larg Iéa
m Hw -
A I

T
o H

7-

g2 KK

[¢)]
P

Y. )
IRo Ide o o

11
lax |

(}70)
el

nuR g Xa lor
ma (o= =R XK

P
o=
Ko =2 K\ =2

I

a reversal

a reversal

identical

a reversal

a reversal

identical

one of these rows, check and

write 1t into the paired one; IF one of these letters already ap-

pears in 1ts proper row.

At this point, using the known values, an attempt will be made
to recover both keywords, instead of just one as was done with
Type III. IN Tow 2: X Y 2 looks promising. Below, is the forced
method, with the small letters showing assumptions, or actual
known values after the assumptions have been recorded:
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'c-o0 Working first with the XYZ and then with
g a2 g u s FIJKLM, Eoth keywords may be foun%. gﬁ%
2Xyz1 ru the normal sequence of @ been kep : In 8
3Y Z 'r would not have been posslble; but wh = %
4TJK'1 n poseible keyword lined up for @-alphabet,
5 ! the rows Tm the box wlll follow the same
6 FIJ'"k1lmn pattern as they did in Type III, ell con-
7P B'e £ taining the proper sequence.
8 XYtz b o

Problem 29, WASNOTALWAYSCONFINEDTO; WEREFASHIONEDFROM

QANKCCOX ZXJLODEY YAKMTDEQ JWKMOHQL YXRCDIQM QQFLESAN OOUWDSS-;‘
AZKXMIBY CHMKAFQWY QQDGODLT OOOETDET SXRYEEZJ VXOECPFX Aoosg oy
EXENMZZJ VOUNXPOQ SMZGCSJD PXEOJBWL ODYIJRQU ZRINWUJA ZRKIPZ
VLAZMPEJ ZSPTFGEQ TGECLIET BXJWSUZL YWKOCZBU AGFWSQ

Problem 30, BEINGAFOCALSITEFORNEW; FORTHEENTERTAINMENTOF

NJWXDLECP NKEHWUVMW UFCUOHFHZ NUVMCEVTY VPZOLBFKQ OAGHRENXR
QUQZPBUVC UFKDRGWHT NYWQWEGZA IPXTYHBAQ JISONBVIQ QAROYDMRY
JBVXNIDXY JKTOQWCBZ NGVXZEYRK VYZKPWCWW BDMHAPVHT TMXQNEFVV

NGUFYENHZ BXZUDBFMA BJZFSKVGW PILQIFBQY JKUHRBBAW UIVWCYYZZ
JQUVZBHVJ QYOOPW

Probled 31, WHENMORETHANTWENTYTHOUSAND; ALONETHEWEALTHYPAID
BZYJHJH BZHPQAR BZYZVVI KYYCJIT MQVKMJIV SLRKPNR VECCOSE PYPVVAR
FLADDJV XWAOLNH SZYRSAG DYXOJIP DXWSLON UBHRZUY XYPUVLG RPXOJKD
GEACESQ DFYYVSC XKPZXTI JWVOECU DKROEAE DYXCRNY VYXSTQU JKHRNAC
FCWKPND DXVAENH QUYNDFI QNHUVLH GMYFQOY ZBXFLOI ZBQJGSE JMHZLNG Q

CHAPTER XXII. THE AUTO-KEY CIPHER; THE RUNNING KEY CIPHER; THE
INTERRUPTED KEY CIPHER

the Auto-key, Running Key and Interrupted Key Ciphers are used
with the vigenere, Variant, Beaufort, Gronsfeld, Porta, or the
Nihilist Substitutiong!t basic principles., The overall pilcture 1is
the same; its handling, however, depends on that particular system
involved.,

With the Auto-Key, a keyword 1a used, which is followed by the
normal plaintext; and then, this keyword plus the plaintext, acts

as the key; below 1%, the same plalntext is repeated which consti-
tues the

glaintext, and with the proper encipherment becomes the
ciBhertex o« FOr exXample:

(Vigenere):
STOGKING'THENEWSERIESOFHYDROGEN

ssee Key
THEN MSE'RIESOFHYDROGENBOMBSWER

sees Pplalntext
LASPOEFK'KPIFSBZGUZSYSBIMPSGGIE +oss Olphertext

Decipherment depends on using the tip, placing 1t, and working
forward and backward to recover the entire plaintext.

With the Running Key Clpher, a lengthy plalntext 1s usually di-
vided in half and written in two rows, one under the other; the
tophalf acts as the key, the bottom hald as the plaintext and the
encipherment as the c¢clpher;
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(Porta): OFFICERS AND DIRE - CTORS OF THE LOCAL
OFFICERSANDDIRE .... keoy
CTORSOFTHELOCAL .... plaintext

WEMAEMNKUXZATVN .... Olphertext

With the Interrupted Key Cipher, the keyword may be disrupted 1in
either of two ways: l. Each word of the plalntext may be enci-
phered by a separate and successive letter of the keyword; 2. The
plaintext may be enciphered with 1, 2, 3 (or more) letters of the
keyword, returni to the first letter each time a pause ococurs.
Hovo 15’6 BeanPong in both ways, with the keyword; SNIPE.

1. 8 N I P E key
THE COMPANY WAS COMPRISED OF plaintext
ZLO LZBYNAP MIQ NBDAYHXLM QZ oiphertext
2. 8 N I 8 N key
THEC OM PANYWA SCOMPOS EDOF plaintext

ZLOQ ZB TIVKMI AQEGDEA JKZI

Dgcipherment of these three types of oiphers is made by a tip
which har to be slid along the ciphertext and fragments of the
plaintext (or key) obtained in various positions; the correct
placement will reveal legible text in the opposite row. When the
proper placement is located, additional plaintext (or key) has to
be recovered by working with a "trial and errort' method both for-
ward and backward.

As an 1llustration, here 1s a Running Key Vigenere, with the tip
RSDURINGA:

8NKSC YOLDK VJHQF VGZOS IDVMG ZNRLH YCTMG YTZRR DIHSP GXSGK WAFRV
IBJIU AEUKX EDEPB XYYGX FN

Set up the cipher on a worksheet single-spaced and by using the
tip as the key (or the plaintext) put it through the vigenere
slide system; as impossible combinations appear, check off that
decipherment and proceed with the ones that seem logical.

key: S NK S CYOLDEKVJIEKEQFVGZOSTIDeeeocsosesn
R BV H- TDH-

8 WB8PIH- EREWONTTO

D TAXEX-=-

u BKYV ~

R LGM-

I HWJ -

N XTAQ -

G ULIBS-

A MSTP~=-

Then, setting up the recovered halvea of the cipher, proceed to
try to recover the rest on either side of the known text;

o000 cccoese T s D UR I NGA (AR RN RN
LI BN ) E RE ‘i 0 N T T 0 ®osvvee
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Prohblem 32, Porta Auto-key. EXCEEDINGLY SHY

PQWTE OERLU SHPXY URAON JHVJQ GONQD QWNQR DKUAI TBXDX ZQETE SLONP
OXQRH OEXLW RAQAJ EIPVW XGNOY JXVFC VLNBS MFCNI SXFPD SUUHP RFKOQ
JYIDD V

Problem 33. Beaufort Interrupted Key. PLAYTHINGS

OBBFX RQYCG RTWIH RYMZW GGNOF TLBFM XHCCX WTBXD DORYY VNHXO KMIQX
WWYAZ UZAER HCABL WYRER BKHNW HQRDK LWENE PTQHE TEFAI XXBIA DYNBE
RORPY TAOOL YXXNQ LLQZK RXYLE BEDTS IPSIJ

Problem 34, Vigenere Interrupted Key. DOES NOT COME

EPQTM EGKLH YBZWZ AINBU NUSLY MLLWM AFGLV HFXMY VTOMF ECNYG LQBAF
SEWYK HFRPA NBAWU FGYUH CHAXA VVDWP MVKML 2ZWVHG YNLBH GPUFT QALIQ
NBGXT IVOCI OM

CHAPTER XIII, THE TRI-SQUARE CIPHER

The Tri-square Cipher is Just that: three Polybius squares for
its encipherment and decipherment, with or without keywords writ-
ten into the squares by elther a normal or complex route. The re-
sultant cipher has a three-to-two ratio since three ciphertext
letters represent each plaintext digraph. This feature might be
called unwleldy for seocurity, but it does offer a fascinating
problen,

Due to 1ts operation, repeated groups are not congtant: a plain-
text digraph may have as many as 25 different trigraphs for the
ciphertext, Thie is achleved in the F¥ollowlng manner. Given three
basic squares:

(11) For the encipherment, plaintext is
'‘HEADI' written out in digraphs. The lst let

'NGBCF' letter comes from square (I), the

'HKLMO' second letter from square (II), and
'PQ 8 TU' where they interseet in square (III)
'VWXYZ' 1n written the center letter of the

'WEFNUTPASTI' trigraph. But, something more is
TOAGP W R M' added: two more letters: any letter
(1) wBHQX U E' 1n the same column with the firest
'1ECIRY! V B! digraph letter may be used to pre-
'LDK T 2! D C' cede the center letter; and any let-

(III) ter in the same row of the second
digraph letter may be used as the
third letter of the trigraph, as, using the above diagram:

WE WE RE RE PU L8 ED BY RE IN FO RC ED
UOR YOI TXD QXA RMM NFF LVI AUV MXI HKF XIK TVF LVR
It will be noticed that there 1s another complexity: the same
plaintext digraph may be repeated and yet have have entirely dif-
ferent clphertext, except for the mlddle letter. Hence, this pe-
culiarity is helpful In placing tips, for, knowilng that a certain
dlgraph must produce a ocertaln center letter, when repeats are of=-
fered as a tip, 1t may be placed by utilizing this fact,

Given, thls Tri-Square Cipher to be solved, and the tips: etarts
CHECKERS SOMETIMES CALLED D; SOME OF THESE FARLY P; and, as an ex-
tra tip in Caesar; KXKXMSOXDQXWO (for those who need 11:;.
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NVG OCA ILLK PKN NGP HSK PCG KSO AKA IOG GBP ELA QFD RWI GOQ IKM
AFD IWB SIB NBO ASQ MUB KSR NGR KSO EZA PDG BCN BBO ANR KBX RXH
DCA DCN LRF ZYK BOP OEQ BHP RWU OKH SSP MYX TYQ AEB ISQ BZI EPQ
OFD UCH CVI PDP UDI NLK 2Y0 SSS DBO 8SQ GPB BES RAS TLW FOP BHE
PLP AVM TKG NLQ AET HEC QBK TLW OEF UKN ABS VRC IFR GED ZBP FGF
XAN AKH IWM GNN HWD CHC BCH IWL IFB AML FEU

Write in the plaintext tips in digraph form under their proper
trigraphs in the clpher. The second tip places at; NGR XSO EZA ...
Draw up a skeleton three square (in blank) on the worksheet, and
place the tips in the chart. For CH-NVG, place the ¢ in square-I,
the H in square II, and V at the intersection point in III. Then,
write N below the C in the same column; and G in the same row as
He For EC-0CA, start a new column with E, with ¢ below it; & new
row with C and A to 1ts right, with the C in III. Continue to do
this for all of the known plaintext. The initial three squares for
these first few steps will be:

Crossed out letters will show a

beginning of the condensation. EX (1)
oP 1
By adding the second tip, and SN
oondensing as much as EK EK
possible the new chart Cc A
will look like: HG
(2) c'y
Nt
E c
0 ]
K ' L
L )
R ' K
g7 e
gt G
H ¥t
M ' 8 .
1
LA R R AR E R R R R R EFEEEREEREEEERNEEEEEE XN
Y X
8 N
EK OP R
C A F
HGI L
(2) cCv
N?
TLE 'D ¢ B
o ! Z
t
R 8! K c]
P '
M ' 8
H 1
At ON
I
G ]

B ¢
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Return to the oipher, and take each letter of III, in turn: V D
CBZLKGSON, to see 1f more plalntext may be added, either
a complete digraph, or Just the first or third letter:

1. AVM=V; moving out into I on the same line, there is C, which
is in the same column as A, 80 C 1s the first letter of this
digraph; going upwards there is H, but no M in the same row,
8o ;gere i1s no proof that H 1s the second letter of the di-
graph,

2, PDP-P. D to the left for 7 in the same column as P, so T 1is
accepted; D upwards, there 18 no letter there in the same
row, 80 nothing may be added.

3. DCA=C. C to the left, nothing; C up to C, in A's row, 8o =C
1s this digraph.

4. DCN—G F] or =3, 5 L UCH“O’ or "'I .
6. BGH‘-C’ or -'I. 7. NBO‘B, or -E.
8. DBO"'O’ or -E. 9. QBK"‘B ? or -E .
10. ZBP"B, or -E. 11. PIIP—L’ or =g,
120 TLW—L, or R"' ' 13 . OKM"K ) or s"' Y
14, OKH=-K y Or =TI, 15, TKG-X, or RI.
16. UKN-K, or -8. 1l7. AKH-X, or SI.
18. KSR—S, or ME, 19- SSP-S, or =k,

20. ELA"L, nothing.

In the first tip, the final letter was W for a digraph D-, so0
this information may be used here, ELA-L, is D- and D may be placed
in the same column as E 0 B in (I). By the same token, look at the
final letter of the second tip which is P- in group RXH-X. PR, in
;;19 same column, but this is merely proof, gince it is already in

acCee

More condensation:

' The cipher at this point, may

H ' be solved with no more informa-
Al tion by some of the more expert

' solvers; bhut for the begilinner,
B ¢ the additional tip in Caesar 1is

to be used. Extend these letters
in order through the full 26-positions of the alphabet, until a
good word results, and AN ANCIENT GAME is found, This places at
the ME spot of KSR. By adding this new plaintext and still conden-
sing the three squares, the result 1s, as above.

While condensing the three squares is similar to the Bifid oper-
ation (%Practical Cryptanalysis®, Volume II) so far as rows and
columns are concerned, within each square, the procedure of having
rows and columns agree in all three squares cannot be accepted,
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Treat each of the three squares as separate units,

Checking back, now, the ocipher with its recovered plaintext and
half-groups, now reads:

CH EC KE R8 80 ME TI ME 3C AL LE D-

== == = 8= SA NA NC IE NT GA
ME 80 ME OF TH E8 EE AR LY P~ =C =8 == == E= == == == =] NE == ==
wee NP O == == =I N= T= H= E= == N= =F Ne == =t o= ao= ax == <5 (-
RI =T == == =E R~ == =8 I~ == == == E= == == SI N= == MA == EI N-

At this point, some assumptions should be made; P--C-3 (PIECES?)
And, perhaps, ofje of the keywords, say for (I) may be guessed.
With the knowledge of one (or two$ of the keywords, the third 1s
eventually recovered.

Problem 35. ER VI SH FR AT ER NI TY; -E LA BO RA TE DA NC EO TH ER
8-; Caesar: CFLJYVRCZEXGFNVRKJO

QST PBG 0BQ XWA UMI GPP ORH PBQ KAF RQV LXR PIP MAF SIS PEB UEL

QUU ENF TDC KKA CWA ESR TFT PRO ERH IVB ULP HPK OYZ PWA SYK LXL

PCH APP IEK GQC IGF DIM TYH RQB FGT LHB AEN USI PBU ULC HRI NKA

ZXC GEN HHK QML SBB OTX ESP TDQ OBQ HLC MRF RFC RXA PHK IFQ UEM

gggQLQQ,SL EVF ¥YXC IBF TYT FER NMN RXP AXB OHM MXL CUR HOV ABP

Problem 36. WH IC HE ER ER EG AR DE DA SA MU LE 78; ~C OU RA GE TO
TH EW EA RE RS; Caesar; SVEFGZRAGVBARQ .
2WY IYC STK XIQ OFH GVR WMX GVB WGZLYA ODX WYK KVF STA ODW KWI FVZ
MIM TMF KYY ZVB SPS OBW XQW QOC LYH MYE KXU YTH VIC BKP XCY LGG
MPH FS8I TYC NCP ZRB IGL YTK ICO YNV RDS TTA MZE LFW QRT QTP UKO
YIR AAP SVR VIH AVT SWN FSC UKX HAM AIR 08W MWZ CIM OIR OPR LDS

MVI TYH WDC WVI ZVZ TIX CKP IXP RCO WXX TUD SQL KWE NYF SWN XIO
NBZ ODR MZH MWP GVW 8SVB

CHAPTER XIV. THE PERIODIC FRACTIONATED MORSE CIPHER

The Periodlc Fractlonated Morse Cipher is an adaptation of the
regular Fractlonated Morse (Volume I Chapter XII). The same Morse
fode values are used for the plaintext letters, plus the usual *x"
between letters and "xx" between words. However, this enciphering
alphabet 18 composed of 27 letters, instead of 26, as Sxxx" may

appear; thils extra character may be shown as (#), (&), or any oth-
er convenlent symbol,

MORSE CODE

E . S LA N ] H [N XY B bt XX )
T - U oo V eece= X —eo=—
I LX) R e F ee™ ™o C e e
A o= W oe—— L e oo Y ==
N = g bt W P [ Dbt 3 Z ~—~se
M - bt 2ol J emteme - -

G —~—» Q

0 =e=

But from here on, the simllarity of the two systems ends. This
cipher 18 in perilod form (and so far, research has been unable to
find a way to determine periods) so that in problems, the group
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lengths are given, with customary tips.

For encipherment, the plaintext is wriltten in horizontally in-
stead of vertically as was done with the Fractionated Morse, and
the resulting vertical units are found in the enciphering alpha-
bet (as before). For example, enciphering FIGURE; 1ln a 6-period.

FIGURE In decipherment, when a oiphertext
e o= o X o e X e XX loetter has been found to represent the
e X == o X series of dots, dashes and x's, the
e o= X o = plaintext letter is shown in the hori-

zontal position within the group lengths
and so far as cipher equivalents are concerned, pmay comprise only
one or two elements of the required unit. Hence, there appear more
gaps, and more guesswork is needed to place letters within these
gaps.

In placing tips, patterns will show up, of course. In "The
Cryptogram® often the tip 1s placed; if it 1s not, tests must be
made to determine Just where the tip goes, and In numerous trials.
Decipherment, 1s therefore, a bit complex;, as any given tip may
begin at any one of several points., For example, a perliod length
of six, would have 18 starting points; of eight, twenty-four, etc.
Here 18 a tip NATIONALITY, to be used, say, in a six period; the
iizsg three tests are shown only; and the patterns which result

oted:

X

A e =X o = &

(1) -Xe o x~- s X s o X =

- = X = o X X = ¢ = =X

1 2 12

- o X o = X - X o -

(2) X =X o o = . X e o X

- - e X = o - X - g = -

1 212

- ¢ X o « X - X o

Given, two ciphers, one with (3) =x-%X oo T e s X e

the tip placed, and the other X~ ==X= X=X= .2

merely showing in which group 1 2 1 2

the t1p occurs, that 1s, 1t will

be found "gsomewhere! in that group. etc.

Problem 37, Starts: THERE IS NO GOOD

DG#URUTI SZHFSWKT KYOQUOZQ XTLINNGU PJDTUURZ PYXGOTVC ZYYILUQH
TLZOPXBY GOTKAOBG HJRKIEG# BVXTPZAK LYZEMBQQ PA#WMRBU KEVSIKEF
EDG#HAAX INSGU

Problem 38. LOOK UPWARDS somewhere in group 5.
QGBQKXD #TFGGDS EZHKASM IWOKKIU WTPUII# CGGZBTW ZHUSLWS EKDSMVL
gg&wzsq TNBZZLJ DVZAYNZ JI#DERS MUKWHOD GZCALWB #BZ#GFF SDW#XIP
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CHAPTER XV. THE SERIATED PLAYFAIR CIPHER; THE SLIDEFAIR CIPHER

The Seriated Playfalr Cipher is merely a fractionations of th
the more famililar Playfalr ("Practical Cryptanalysis® Vol. I by
Zembie), The plaintext is written in two rows, one under the
other, 1n any period length, and the vertical dlgraphs are put
through the Playfailr square as usual. Nulls break up the iden-
tical vertical pairs when the same plaintext letter falls under
1ts mate. The results are then written again vertically and the
plaintext 1s read first from one row to the one below, This com-
plicates matters somewhat, because 1t requiree the first letters
of ghe top row of the succeeding group to make legitimate plain-
text.

Tips are given which show elther vertical repeats or reversals
80 many spaces between one another; and the period is actually
given 1in problems.,

When a cipher is at hand, write the 2nd, 4th, 6th, etc. groups
under the lat, 3rd, 5th respectlvely before starting to solve.
Enoipherment then 18 done in this manner:

DEATHVAL ASSESFOR NEDHEATA
LxEYSURP THECOMBI

* L] LN J L] L] LN

and become as digraphs: DL EX AE TY HS VU AR LP etc.

Problem 39. Perlod 5: WORKI PLEWE

NGPEO REFOR (reversal)
WGTFB DBFYE LOMHF YFGPY HTGXE MOVCG VFFUI GCOTF YBSGC MGTAF UNHGD
CSLBG CGAFD TEBCY PFGHU LRCSF HBFGD RPSNX ESDSK IHPLA WWCGH MYUDP
AWHXC UDQDF BDUUU HYESX NOSPF CCHMYU CWDKC HGKDN :

Problem 40, Period 7; THETWEL URYOTHE

FTHCENT RSTHATI (repeat)
YKNNGFR UOPIEZW ZRORHBE HYFZQRA BIFSHNYY QCGASHN IUXOTYX SYBNEBR
PQYOFYN KSBATRO MCOVANV UYBUPOM REZYSCO FASIVYR QCRLKXK MDOSXEP

UKSUEFP ZDEMXEB FYIEKGO IHQFZXK FVOBILR OMBSZWX RRSQCSY
SBPOWUX ZORSESF BO AL EQV32zyo Q

The glldefalr Cipher may be adapted to the vigenere, the Variant
and the Beaufort systems of slldes. It uses a keyword of any
lengths The plalntext 1s set off in digraphs, and the period may
be found in many cases by the Kasiski method (Chapter I, Volume I)
by catohing repeated dlgraphs. However, due to the pecullarity of
tixia sysggm, tﬁepiated digrgphe aig not infallible, and so do rtxogm
always show e true period, as e same digra represen
‘difTeTrent plaintext digraphs. If a period cgngli: %gyobtgined read-
ily, the alternate method is by using the tip, obtaining one or
more letters of the keyword, and eventually working out the entire
keyword.

8lides are prepared for thls work in each case; and the previous
suggestion of ownlng proper slides in the work-equipment box will
save a lot of writing later.

Por example, here 18 a Vigenere 8lidefalr encipnherment, using
the keyword MOUTH. Set the lower slide so that the M falls below
the indicator; A. Then, take each dlgraph (period 5) in turn in
the column and encipher it, using the first letter in the upper
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row of the glide, with the second letter in the lower row of the
other slide, and let them represent the corners of an oblong; the
ciphertext coming from the opposite corners of this oblong. When
a dlgraph shows letters one above the other, use that pair wliich
appear directly to the right (vertically) in the two slides Jux—
taposed.

With the sllde set at M, the plaintext would be for this sample,
as shown by the first column; then moved to the 0, U, T and H po-
sitions:

Notice that doubled letters in a digraph

M o U T H do not require the null (x) but appear as
Th ec ar to on PT they are.

VF 08 XU VM GV CT This cipher is then taken off in horizon-
on ce re ga rd tals.

BA QQ KL HZ WY

ed as av en on

RQ EO BU UX FV Glven the following Slidefair, in the

ou ss cu rr 11 Vigenere system, and the tip: CHRISTMAS,

IA EG AW YK EB broken up as CH RI ST MA S-, or -=C HR I8
ou sf or mo fa ... TM AS: -

IARG XTI VF TM ...

NT KG DQ XD UW LV RH TT TP RM RC DS PU BY FG HF GT SS QP UG MJ KD
Fw 1M 80 JI LC UM CL XU JG OM RF YY LQ IQ MO XY MQ SE CF 0Q FH DO
QD WL DS UB DH SL LC EX TW BZ RB LK BO GB BP QM WJ MT Zw UX KH YC
RJ UR EQ KL YS KH KF KF MF BX TA RA GA PL ND KZ PC OV IH TN DB AB

RF

The cipher is first written off in a horizontal row, since it
will be assumed that no true period has been found by the Kasiskl
method. Then the tip 1s slid along the ciphertext, in reverse
process from the encipherment to see if the cipher-digraphs agree.
The firgt digraph NT is used with CH; the N and ¢ must appear in
the top slide, the T and H in the lower one, and the letter found
under the indlcator-A will be a letter of the keyword. If a cipher
digraph agrees with the Plaintext sliding - expectancy - the sec—
ond palr of plaintext wlill be tested for the following palr; and
if this, too, esgrees, the third is tried. If they do not check
with the first test, slide one of them to the right and do it
over.

In this case, sllde the second letter of the plaintext digraph
until it 1s below the firs® Ietter of the ciphertext digraph; take
the corners of the oblong produced by the two plaintext digraphs,
and see 1f they agree with the pailr being tested. Below are sever-
al trials, the plaintext in capitals, the ciphertext resultant di-

%rapgs in small letter, until the correct plalntext has been
ound:

NT KG DQ XD UW LV RH TT
Cn Ck Cd Cx Cw Cl Cr Ct
wH hH gH mH nH yH s8H qH

TP RM RC DS PU BY FG TT GT 88 GP (CT)
¢t ¢r ¢r cd G-E R‘? s% 13:‘_ 8-
qH eH sH gH u x

-8 IH Eo T (key)
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It 18 not known 1f this 1s a four-letter keyword, or Af it is
longer, and so will be tested in itself, by sliding again. Place
the 8 under the A-indicator, and write in the resulting plaintext
for all successive ciphertext digraphs as was done in the Running

Rey (Chapter XII). Additidnal possibilities will appear on the di-
agonal as before,

(8)

(H) (8) NT KG DQ XD UW LV RH TT TP RM RO D8
(o} (H) (8) bf oc? yv 1lp? em? dd? pJ bl? x1 u) kJ av?
(1) (0) (H) Jk Pb o08% ia?

(T Eg; t£? vd

am?
EM 08 TF AM

Oounting now, from the first decipherment of 8(EM) to the second
known decipherment (CH), the interval is eight, the true period.
The cipher may then be written into a period of eilght, or separa-
ted by vertical lines of the same period, and the four known let-
ters of the keyword used to decipher the rest. By that time addi-
tional plaintext wlll have been recovered, and assumptions will

h:lre been made for the balance of 1t on either aide of the known
values.

Problem 41l. AC CO UN T-

YU AF XW CZ J8 KD PC 08 FQ XT WM CZ BD UW KX IZ YJ HL GV NN FI AO
AL ID QK YU BN QJ AL WE PG OB AV PK P8 DT FP YU 0S8 MU AT TC RF KB
BQ ND BM T8 YJ ¥YM CX YL AV UO MT NG PL IC JY HO CP ZR CL CN DW PP
g‘c’)’ngWKNYPPBPOZXQFRPG TS MN KQ QV Z20 AL HT LK UA AR UN

CHAPTER XVI. THE HOMOPHONIC SUBSTITUTION CIPHER

The Homophonic Substitution Cipher i1s based on a four-letter
keyword, a 25-letter alphabet (in which I-J occupy ths same cell)
and a series of numbers from Ol to 00 (100), The ciphertext may
be presented in normal word divisions, or it may be continuous
text broken into five-letter groups, or continuous without any
break at all. There are four substitutions for each letter of the
alphabet, depending on the conastructort!s whim; but only four such

substltutione beneath each letter may be used, so governed by the
keyword,

A B C D E
20 21 22 23 24
38 39 40 4l 42
66 67 68 69 7O
96 97 98 99 00

X Y 2
17 18 19 (Keyvword here is: GOLF)
35 36 37
63 64 66
93 94 96

G
o1
E:23

[~ X))
(DO'INS‘G

o Ot
[SHS s

I-JQ#N”J
oGO
gap Ol
[ X AR R )
-3 OH
oA
3 gN
oma
AeE 8
mcmhgz
O
LouHc
OO
oo
l-'l-'gg<

20

[SRSL

NN Q=
GGOS
oI OO0
23

OO HO
A0OmO
-
3\10!‘"”
Q-
858
80!6”-'3
O H
ngmt

?
?
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The plalntext receives any of the four alternates for each let-
ter found in that column under the normal alphabet sequence, For
example, in this arrangement of the keyword, E may be 24, 42, 70
or 00; T may be 13, 31, 59 or 89, etc.

To solve a cloher of this type, mark off on a worksheet a depth
of four cells (quadrilled paper); leave a space or two and then
continue with the overlap. At the heading of each row, mark in
(until the system has been familiarized) Ol-25, 26-50, 51-76, 76~
00, to indicate these digits which must appear in these rows, and
these rows only, Then, go to the cipher and pick up the various
numbers that appear, assigning them to the proper rows through-
out. Here 1s a ocipher in this system:

17 95 24
20 11 26
78 17 38
47 49 21
66 68 05
09 8l 27
54 47 34
17 50 76

47 82 21 84 81
74 04 17 40 75
53 76 26 96 23
39 25 65 89 47
53 04 18 45 74
86 00 21 68 17
656 78 62 10 26
21 86

04
51

The worksheet will show:

17

13
63
63
35
48
40
63

13

47
05
72
74
78
26
15

47

86 34
55 66
54 70
49 21
21 54
84 70
03 26

etoc.

el

9l
99
64
29
28
84
21

10
86
82
64
80
67
96

17
60
4l
17
20
87
72

o2
35
94
36
31
32
66

43
87
78
06
34
72
62

47
74
30
84
76
560
23

54
56
06
35
69
21
50

47

32
05
10
86
32

When this has been
done, take a frequency

of each row, end the
results will be found
to be:

15 16 17 18 19 20 21 22
1l 8 1 4 7

37 38 39 40 41 42 43 44
2 2 2 1 11

69 60 61 62 63 64 65 66
1 1 1l 3 1 2 2 2

78 79 80 81 82 83 84 856 86 87 88
3 1 1 3 2 4 3 2 2

99 00
11

o
P
Q
1]
Q
(]
[
[=]
®
[=]
©
[
(=

14

&
1 3

12 13
- 1

=)

-

(7]

)
0
)
8
8
3
[, ]

aly e
[
1]

33 34 35

4 4
66 &

36
1l

68

R
iy

5 o8 »

»
-
NV VO HO O O
»
I DO =Y O
o

3
Hd G WwWo W
[Z]
=]

~J

o

-2
10O ooy ao
]

1 &
[}
e
o))
1o ©
[v1)
1Y)

[+]
O HY o oo

[2]

[22]

~3

~3

3

(/]

(o] -~3
WOE b
2

13

[+ o]
©
10 HO®

©
HH HO
©
©
1o
©
©
© R
©
13
©

Each row represents a simple substitution frequency, and now the
idea 18 to shift the normal alphabet over (or below) until the
tallies lle under the best possibilities of all letters. For exam-
Ple, in the first row, there are 8 17!s, which looke promising for
E. Let's see what happens:
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01 02 03 04 06 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 2
- 11 5 431 -« -« 1 31 -1 -1 -811L~- 47~
P Q R 8 T w X X A C E F H I
23 24 26 The bad part 1s those 3 X's, which throw a ourtaln over

2 1 2 this setting. Let!'s try again:

L M N

02 03 04 05 06 09 10 11 13 15 17 18 20 21 23 24 25
T UV W X A B C E @ I K M N P QR

Thils is somewhat better, but there is still one X and one Q. Let's
try a third time:

02 030405606 091011 13 16 17 18 20 21 23 24 25
L M N O WP S TU W Y AB DE @HI

Here, both A and E are high-frequency letters, so this is evident-
ly the correct setting. Now, go to the cipher’and write in all of
the substitutions for diglts 01-25%

AOOHOOEO .WQOTAL‘.DUO .NA. OOOONO.ADQG.OP.QEQQI.IE..A..OO.O.lo.'NB'.
E..A..D..T8.,E..A..N..E..T..YMID. .GE..A. ,E, 80 try now, to aligh

the second alphabet, where good placements seem likely and £inish
this oipher,

Problem 42, Normal word divisions., What is the keyword? 6
86 10 42 86203 98 51 67 77 41 03 52 90 27 04 91 64 06 72 57 95_
38 74 94 64 62 13 00 89 42 64 31 25 30 7 '756850670420_
38 Bl 31 56 31 45 46 56 6L 90 60 71 98 B7 13 26 07 42 7
74 04 BO 46 66 30 09 78 OL 68 99 72 61 31 71 26 81 12 30
58 91=53 64 31 72 68 51 91 64 50 67 00 OL 56 92 38 48 57 o1
41 68 87 21 55 14 75 42 85 14 66 38 50 67 91 46 16 13 71 e
93 68 42 30 91 64 39 48 72 30 46 77 41 79 89 86 32 53 90

69 87 42 26 10 06 68 25 95 10 68 40 91 46 85 79 70 12 98 57~
92 46 91 04 42 90

Problem 42, Continual text. What 1s the keyword?

21 24 02 85 38 00 20 29 69 15 32 46 35 24%?5’4-1 91 68 74 56 64 Gg
12 90 63 32 88 60 36 46 66 03 0L 79 74 28 73 90 88 60 97 66 08 36
34 41 82 59 20058040606933'?‘856'74023272640’762'7'723
72 60 28 O7 3L 90 63 76 23 03 39 32 97 45 46 35 20 90 02 73 91 ce
31608458180144851684214-4800102744964903509 o
6675282488369’?827705206732907956465988031525
45 75 86 02 03 78 79 32 72 74 36 76 38 76 72 80 00 83 80 89 74 28
9535803079286682746524:0703?86446’75058684:62 A
5244'762144249712468068620020446572561503407
45 28 40 23 99 69 15 24 88 46 73 21 97 88 24
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