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INTRODUCTORY 
-W-pb 

Preliminary remarks ________________________________________------------------------------------------------------------------------- 1 
General remarks upon the nature of cryptographic periodicity ________________________________________------------------ 2 
Effects of varying the length of the plain-text groupings ________________________________________-- - _________________ 3 
Primary and secondary periods; resultant periods ___________________________________________________________________ 4 

1. F’reliminary remarks .-a. The text immediately preceding this devoted itself almost 
exclusively to polyalphabetic substitution systems of the type called repeating-key ciphers. 
It was seen how a regulaxity in the employment of a limited number of alphabets results in the 
manifestation of periodicity or cyclic phenomena in the cryptogram, by means of which the 
latter may be solved. The difEculty in solution is directly correlated with the type and number 
of cipher alphabets employed in specific examples. 

13. Two procedures suggest themselves for consideration when the student cryptanalyst 
realizes the foregoing circumstances and thinks of methods to eliminate the weaknesses inherent 
in this cryptographic system. First, noting that the difficulties in solution increase as the 
length of the key increases, he may study the effects of employing much longer keys to see if 
one would be warranted in piacing much trust in that method of increasing the security of the 
messages. Upon second thought, however, remembering that as a general rule the first step 
in the solution consists in ascertaining the number of alphabets employed, it seems to him that 
the most logical thing to do would be to use a procedure which will avoid periodicity altogether, 
will thus eliminate the cyclic phenomena that are normally manifested in cryptograms of a 
periodic construction, and thus prevent an enemy cryptanalyst from taking even a first step 
toward solution. In other words, he will investigate the possibilities of apwiodic systems first 
and if the results are unsatisfactory, he will then see what he can do with systems using lengthy 
keys. 

c. Accordingly, the first part of this text will be devoted to an examination of certain of the 
very simple varieties of aperiodic, polyalphabetic substitution systems; after this, methods of 
extending or lengthening short mnemonic keys, and systems using lengthy keys will be studied. 

2. General remarks upon the nature of cryptographic periodicity.--a. When the thoughtful 
student considers the matter of petriodicity in polyalphabetic substitution systems and tries to 
ascertain its real nature, he notes, with some degree of interest and surprise perhaps that it is 
composed of two fundamental factors, because there are in reality tzoo elements involved in ita 
production. He has, of course, become quite familiar with the idea that periodicity necessitates 
the use of a keying element and that the latter must be employed in a cyclic manner. But he 
now begins to realize that there is another element involved, the significance of which he haa 
perhaps not fully appreciated, oiz, that unless the key is applied to constant-length plain-text 
groups no periodicity will be man&ted externally by the cryptogram, despite the repetitive or 
cyclic use of a constant-length key. This realization is quickly followed by the idea that possibly 
all periodicity may be avoided or suppressed by either or both of two ways: (1) By using constant- 
length keying units to encipher variable-length plain-text groupings or (2) by using variable- 
length keying units to encipher constanf-length plain-text groupings. 

b. The student at once realizes also that the periodicity exhibited by repeating-key ciphers 
of the type studied in the preceding text, is of a very simple character. There, successive letters 
of the repetitive key were applied to successive letters of the text. In respect to the employment 
of the key, the cryptographic or keying procesFJ may be said to be constant orjixed in character. 
This terminology remains true even if a single keying unit servea to encipher two or more letters 

(1) 

Page 5



2 

at a time, provided only &at the groupings of plain-text lett,ers are constant, in lengt,h. For 
example, a single key letter may serve to encipher two successive plain-text letters; if the key is 
repetitive in character and the message is sufficient, in length, periodicity will still be manifested 
by the cryptogram and the latter can be solved by the methods indicated in the preceding text.l 
Naturally, those methods would hare to be modified in accordance with the specific t-ype of 
grouping involved. Tn this case the factoring process would disclose an apparent key length 
t,wice that of the real length. But study of the frequency distributions would soon show that 
the 1st and 2d distributions were similar, the 3d and 4th, the 5th and 6th, and so on, depending 
upon the length of the key. The logical step is therefore to combine the distributions in proper 
pairs and proceed as usual. 

c. In all such cases of encipherment by constant-length groupings, the apparent length of 
the period (as found by applying the factoring process to the cryptogram) is a multiple of the 
real length and the multiple corresponds to the length of the groupings, that is, the number of 
plain-text letters enciphered by the same key letter. 

d. The point t,o be noted, how-ever, is that all these cases are still periodic in character, 
because both the keying units and the plain-text groupings are constant in length. 

3. Effects of varying the length of the plain-text groupings.--e. But now consider the effects 
of making one or the other of these two elements oariable in length. Suppose that the plain-test 
groupings are made variable in length and that the keying units are kept constant in length. 
Then, even though the key may be cyclic in character and may repeat itself many times in the 
course of encipherment, external periodicity is suppressed, unless the luw governing the variation 
in plain-text groupings is itself cyclic in character, and the length of the message is at least tzco or 
more times that of the cycle applicable to this variable grouping. 

b. (1) For example, -suppose the correspondents agree to use reversed standard cipher 
alphabets with the key word SIGNAL, to encipher a message, the latter being divided up into 
groups as shown below: 

SI G N A L 
1 12 123 1234 12345 1 
C OM MAN DING GENER A 
CJ m ET KFAH UWNWJ L 

NA L S I G 
1 12 123 1234 12345 1 
C TI VET WENT YFIRS T 
L HS QHS WOFZ KDARQ E 

SI G N A L 
1 12 123 1234 12345 1 
C OM MAS WITC HROAR D 
Q m &O RF’UL TZMAJ I 

;z; TKFAH UWNWJ 
LJ==QH SWOFZ 

UWPWL EXYHT QurwG 

S I G N A 
12 123 1234 12345 1 
LF IRS TARM YHASI S 
HN ARQ NGPU PGNVF I 

N A L s I 
12 123 1234 12345 1 
AT NO0 NDIR ECTIN G 
NU NMM YIDU OQZKF C 

s I 
12 123 
SC OMM... 
AQ UWW... 

CRYPTOQEAY 

LHNAR QNGPU PGNVF 
KDARQ NNUNM MYIDU 
ORFUL TZMAJ IAQUW 

Fmvax L 

L s I G 
12 123 1234 12345 
SU ED0 RDER SEFFE 
TR OPE RFER OCBBC 

GN A L 
12 123 1234 12345 
TH ATT ELEP HONES 
NzNuuwPwLExYm 

ITROP ERFER 
OQZKF CNZNU 
1 . . . 

1 In this connection, see Section III, Military Ctyptanalysis, Port II, 
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(2) The cipher text in this example (Fig. 1) shows a tetragraphic and a pentagraphic 
repetition. The two occurrences of QUWUG ( =COhW.A) are separated by an interval of 90 
letters; the two occurrences of ARQN ( =IRST) by 39 letters. The former repetition (QUKJG) , 
it u-ill be noted, is a true periodic repetition, since the plain-text letters, their grouping, and 
the key letters are identical. The interval in this case, if counted in terms of letters, is the 
product of the keying cycle, 6, by the grouping cycle, 15. The latter repetition ( ARQN) is not 
a true periodic repetition in the sense that both cycles have been completed at the same point, 
as is the case in t,he former repetition. It is true that the cipher letters ARQN, representing 
IRST both times, are produced by the same key lett,ers, I and G, but the enciphering points in 
t,he grouping cycle are different in the two cases. Repetitions of this type may be termed 
partially periodic repetitions, to distinguish them from those of the completely periodic type. 

c. ‘&hen the intervals between the two repetitions noted above are more carefully studied, 
especially from the point of view of the interacting cycles which brought them about, it will be 
seen that counting acrording to groupings and not according to single letters, the two pentagraphs 
QU’WUG are separated by an interval of 30 groupings. Or, if one prefers to look at the matter in 
the light of the keying cycle, the two occurrences of QUWJG are separated by 30 key letters. 
Since the key is but 6 let,ters in length, this means that the key has gone through 5 cycles. Thus, 
the number 30 is the product of the number of letters in the keying cycle (6) by the number 
of different-length groupings in the grouping cycle (5). The interaction of these two cycles 
may be conceived of ns partaking of the nature of two gears which are in mesh, one driven by 
the other. One of these gears has 6 teeth, the ot,her 5, and the teeth are numbered. If the 
two gears are adjusted so that the “number 1 teeth” are adjacent to each other, and the gears 
are caused to revolve, these two teeth will not come together again until the larger gear hns 
made 5 revolutions and the smaller one 6. During this time, a total of 30 meshings of individual 
teeth will have occurred. But since one revolution of the smaller gear (=the grouping cycle) 
represents the encipherment of 15 iet,ters, when translated in terms of letters, the 6 complete 
revolutions of this gear mean the encipherment of 90 letters. This accounts for the period of 
90, when stated in terms of letters. 

d. The two occurrences of the other repetition, ARQN, are at an interval of 39 letters; but 
in terms of the number of intervening groupings, the interval is 12, which is obviously two 
times the length of the keying cycle. In other words, the key has in this case passed through 2 
cycles. 

e. In a long message enciphered according to such a scheme aa the foregoing there would 
be many repetitions of both types discussed above (the completely periodic and the partially 
periodic) so that the cryptanalyst might encounter some difticulty in his attempts to reach a 
solution, especially if he hnd no information as to the basic system. It is to be noted in this 
connection that if any one of bhe groupings exceeds say 5, 6, or 7 letters in length, the scheme 
may give itself away rather easily, since it is clear that within each grouping the encipherment is 
strictly monoalphubetic. Therefore, in the event of groupings of more than 5 or 6 letters, the 
monoalphabetic equivalents of tell-tale words such as ATTACK, BATTALION, DIVISION, 
etc., would stand out. The system is most efficacious, therefore, with short groupings. 

f. It.should also be noted that there is nothing about the scheme which requires a regularity 
in the grouping cycle such as that embodied in the example. A lengthy grouping cycle such as 
the one shown below may just as easily be employed, it being guided by a key of its own; for 
example, the number of dots and dashes contained in the International Morse signals for the 
letters composing the phrase DECLARATION OF INDEPENDENCE might be used. Thus, A (. -> 
has 2, B (-.. .> has 4, and so on. Hence: 

DECLARATIONOFINDEPENDENCE 
3144232123234223141231241 
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The grouping cycle is 3+ 1 f-4+4+2 . . ., or 60 letters in length. Suppose the same phrase 
is used as an enciphering key for determining the selection of cipher alphabets. Since the 
phrase contains 25 letters, the complete period of the system would be the least common multiple 
of 25 and 60 or 300 letters. This system might appear to yield a very high degree of crypto- 
graphic security. But the student will see as he progresses that the security is not so high as 
he may at first glance suppose it to be. 

4. Primary and secondary periods ; resultant periods.-a. It has been noted that the length 
of the complete period in a system such as the foregoing is the least common multiple of the 
length of the two component or interacting periods. In a way, therefore, since the component 
periods constitute the basic element of the scheme, they may be designated as the basic or primary 
periods. These are also hidden or latent periods. The apparent or patent period, that is, the 
complete period, may be designated as the secondary or resultant period. In certain types of 
cipher machines there may be more t,han two primary periods which interact to produce a 
resultant period; also, there are cases in which the latter may interact with anot’her primary 
period to produce a tertiary period; and so on. The final, or resultant, or apparent period is the 
one which is usually ascertained Crst as a result of the study of the intervals between repetitions. 
This may or may not be broken down into its component primary periods. 

b. Although a solution may often be obt.ained without breaking down a resultant period 
into its component primary periods, the reading of many messages pertaining to a widespread 
system of secret communication is much facilitated when the analysis is pushed to its lowest 
level, that is, to the point where the final cryptographic scheme has been reduced to its simplest 
terms. This may involve the discovery of a multiplicit,y of simple elements which interact in 
successive cryptographic strata. 
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SECTION II 

SOLUTION OF SYSTEMS USING CONSTANT-LENGTH KEYING UNITS TO ENCIPHER 
VARIABLE-LENGTH PLAIN-TEXT GROUPINGS, I 

Paragraph 
Introductory remarks _____________________ ________________________________________-----------------------------.-----.--.--.--------- 5 
Aperiodic encipherment produced by groupings according to word lengths ________________________________________---- 6 
Solution when direct standard cipher alphabets are employed ________________________________________--------------------- 7 
Solution Then reversed standard cipher alphabets are employed ________________________________________----------------- 8 
Comments on foregoing cases ________ _ ________________________________________------------------------------------------------------ 9 

5. Introductory remarks.-a. The system described in paragraph 3 abore is obriously not 
to be classified as aperiodic in nature, despite the injection of a variable factor which inthvt 
case was based upon irregularity in the length of one of the two elements involved in polyalpha- 
betic substitution. The variable factor was there subject to a law which in itself was periodic 
in character. 

b. To make such a system truly aperiodic in character, by elaborating upon the basic 
scheme for producing variable-length plain-text grouping s, would be possible, but impractical. 
For example, using the same method as is given in paragraph 3f for determining the lengths of 
the groupings, one might employ the text of a book; and if the latter is longer than the message 
to be enciphered, the cryptogram would certainly show no periodicity as regards the intervals 
between repetitions, which would be plentiful. However, as already indicated, such a scheme 
would not be very practical for regular communication between n large number of correspondents, 
for reasons which are no doubt apparent. The book would have to be safeguarded as would a 
code; enciphering and deciphering would be quite slow, cumbersome, and subject to error; 
and, unless the same key text were used for all messages, methods or indicators would have to 
be adopted to show exactly where encipherment begins in each message. A simpler method 
for producing constantly changing, aperiodic plain-text groupings therefore, is to be sought. 

6. Aperiodic encipherment produced by groupings according to word lengths.-. The 
simplest method for producing aperiodic plain-text groupings is one which hns doubtless long 
ago presented itself to the student, G., encipherment according to the actual word lengths of 
the message to be enciphered. 

b. Although the average number of letters composing the words of any alphabetical language 
is fairly constant, successive words comprising plain text vaxy a great deal in this respect, and 
this variation is subject to no law.’ In telegraphic English, for example, the mean length of 
words is 5.2 letters; the words may contain from 1 to 15 or more letters, but the su’ccessive 
words vary in length in an extremely irregular manner, no matter how long the text may be. 

c. As a consequence, the use of word lengths for dete rmining the number of letters to be 
enciphered by each key letter of a repetitive key commends itself to the inexperienced cryptog- 
rapher as soon as he comes to understand the way in ,which repeating-key ciphers are solved. 
If there is no periodicity in the cryptograms, how can the letters of the cipher text, written in 

1 It is true, of course, that the differences between two writers in respect to the lengths and characters of 
the words contained in their personal vocabularies are often marked and can be measured. These differences 
may be subject to certain laws, but the latter are not of the type in which we are interested, being psychological 
rather than mathematical in character. See Rickert, E., New Methods for the Study of Literature, University of 
Chicago Press, Chicago, 1927. 
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;3-letter groups, be distributed into their respective monoalphabets? And if t,his very first step 
is impos;sihle. how can the crypto,Tams be solved? 

7. Solution when direct standard cipher alphabets are employed.--a. Despite the foregoing 
rhetorical questions, the solution of this case is really quite simple. It merely involves a modifi- 
cation of thr mctllod given in a previous text,2 wherein solution of a monoalphabetic cipher 
employing a direct standard nlphnbet is accomplished by completing the plain-component 
sequence. There, all the words of the entire messa.ge come out on a single generatrix of the 
completion diagram. In the present case, since the individual, separate words of a message 
are enciphered by different key letters, these words will reappear on diflerent gene&rices of the 
diagram. All the cryptannlyst has to do is to pick them out. He can do this once he has found 
a good starting point, by using a little imaginat,ion and following clues afforded by the context. 

b. An example will make the method clear. The following message (note its brevity) has 
been intercepted: 

TRECS YGETI LUVWV IKMQI RXSPJ 
SVAGR XUXPW VMTUC SYXGX VHFFB LLBHG 

c. Submitting the message to routine study, the first step is to use normal alphabet strips 
and try out the possibility of direct standard alphabets having been used. The completion 
diagram for the first 10 letters of the message is shown in figure 2. 

d. Despite the fact that the text does not all reappear on the 
same generatrix, the solution is a very simple matter because the 
first three words of the message are easily found: CAN YOU GET. 
The key letters may be sought in the usual manner and are found 
to be REA. One may proceed to set up the remaining letters of 
the message on sliding normal alphabets, or one may assume 
various keywords such as READ, REAL, REAM, etc., and try to 
continue the decipherment in that way. The former method is 
easier. The completed solution is as follows: 

R E A D E R S 
CAN YOU GET FIRST REGIMENT BY RADIO 
TRE CSY GET ILWW VIKMQIRX SP JSVAG 

D I G E S T 
OUR PHONE NOW OUT OF COMMISSION 
RXU XPWVM TUC SYX GX VHFFBLLBHG 

e. Note the key in the foregoing case: It is composed of the 
successive key letters of the phrase READERS DIGEST. 

f. The only difficult part of such a solution is that of making 
the first step and getting a start on a word. If the words are 
short it is rather easy to overlook good possibilities and thus 
spend some time in fruitless searching. However, solution must 
come; if nothing good appears at the beginning of the message, 
search should be made in the interior of the cryptogram or at 
the end. 

’ Military Cryptanalysis, Part I, Par. 20. 

TRECSYGETI 
USFDTZHFUJ 
VTGEUAIGVK 
WUHFVBJHWL 
XVIGWCKIXM 
YWJHXDLJYN 
ZXKIYEMKZO 
AY’LJZFNLAP 
BZMKAGOMBQ 
CANLBHPNCR 
DBOMCIQODS 
ECPNDJRPET 
FDQOEKSQFU 
GERPFLTRGV 
HFSQGMUSHW 
IGTRHNVTIX 
JHUSIOWUJY 
KIVTJPXVKZ 
LJWUKQYWLA 
MKXVLRZXMB 
NLYWMSAYNC 
OMZXNTBZOD 
PNAYOUCAPE 
QOBZPVDBQF 
RPCAQWECRG 
SQDBRXFDSH 

nourm 2. 
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8. Solution when reversed standard cipher alphabets are employed.-It should by this time 
hardly be necessary to indicnte that the only change in the procedure set, forth in paragraph 
;c, d in the case of reTerscd standard cipher alphabets is that the letters of the cryptogram must 
be converted into their plain-component (direct standard) equivalents before the completion 
sequence is applied to the message. 

9. Comments on foreg0ir.g cases.--a. The foregoin g cases are so simple in nature that the 
detailed t,rea.tment accorded them would seem hardly to be u-arranted at this stage of study. 
However, they are necessary and valuable as an introduction to the more complicated cases to 
follow. 

b. Throughout this text, whenever encipherment processes are under discussion, the pair 
of enciphering equations commonly referred to as characterizing the so-called Vigent!re method 
will be understood, unless otherwise indicated. This method involves the pair of enciphering 
equations 0,,1=&n; 0D,1=Oe,2, that is, the index letter, which is usually the initial letter of the 
plain component, is set opposite the key letter on. the cipher component; the plain-text letter 
to be enciphered is sought on the plain component and its equivalent is the letter opposite it 
on the cipher component.3 

c. The solution of messages prepared according to the two preceding methods is particularly 
easy, for the reason that standard cipher alphabets are employed and these, of course, are derived 
from known components. The significance of this statement should by this time be quite 
obvious to the student. But what if mixed alphabets are employed, so that one or both of the 
components upon which the cipher a.lphabets are based are unknown sequences? The simple 
procedure of completing the plain component obviously cannot be used. Since the messages 
are polyalphabetic in character, and since the process of factoring cannot be applied, it would 
seem that the solution of messages enciphered in different alphabets and according to word 
lengths would be a rather difficult matter. However, it will soon be made clear that the solution 
is not nearly so difficult as first impression might lead the student to imagine. 

3 See in tti connection, Military Cryptanalysis, Part II, Section II, and Appendix 1. 
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SECTION III 

SOLUTION OF SYSTEMS USING CONSTANT-LENGTH KEYING UNITS TO ENCIPHER 
VARIABLE-LENGTH PLAIN-TEXT GROUPINGS, II 

PuynPh 
Solution when the original word lengths are retained in the cryptogram ______________________________ -__-_-__-__ 10 
Solution when other types of alphabete are employed--- ________________________________________-------------------------- 11 
Iaomorphism and its importance in cryptanalyticu ______________ ----_----_----______--------------------------------------- 12 
Illustration of the application of phenomena of isomorphism in aolving a cryptogram ______________ - _____________ 13 

10. Solution when the original word lengths are retained in the cryptogram.-a. This case 
will be discussed not because it is encountered in practical military cryptography but because it 
affords a good introduction to the case in which the original word lengths are no longer in evi- 
dence in the cryptogram, the latter appearing in the usual B-letter groups. 

b. Reference is made at this point to the phenomenon called idiomorphism, and its value in 
connection with the application of the principles of solution by the “probable-word” method, 
as explained in a previous text.’ When the original word lengths of a message are retained in 
the cryptogram, there is no difficulty in searching for and locating idiomorphs and then making 
comparisons between these idiomorphic sequences in the message and special word patterns 
set forth in lists maintained for the purpose. For example, in the following message note the 
underlined groups and study the letters within these groups: 

MESEAQE 

XIXLP EQVIB VEFHAP FVT RT XWK PWEWIWRD XM 
NTJCTYZL OAS XYQ ARVVRKFONT BH SFJDUUXFP 
OUVIGJPF ULBFZ RV DKUKW ROHROZ 

IDIOMORPHIC SEQUENCEB 

(1) P YE&WI& R D (2) A R RKFONT (3)SfJDUUX;P 

(4) &-&)&)A z 

c. Reference to lists of words commonly found in military text and arranged according to 
their idiomorphic patterns or formulae soon gives suggestions for these cipher groups. Thus: 

(1) PWEWIWRD 

D Y2-2 O N 

(2) ARVVRKFONT 
B A T. .T A L I 0 N S 

(3) SFJDUUXFP 
AETIUERY 

(4) R 0 H R.0 Z 
OCLOCK 
-- 

lhfilitaty Cryptanalyti, Patt I, Par. 33 a-d, inclueive. 
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d. PTith these assumed equivalents a reconstruction skeleton or diagram of cipher alphabets 
(forming a portion of a quadricular table) is established, on the hypothesis that the cipher 
alphabets have been derived from the slidin g of a mixed component against the normal se- 
quence. First it is noted that since O,=% both in the word DIVISION and in the word OCLOCK 
their cipher equivalents must be in the same alphabet. The reconstruction skeleton is then as 
follows: 

Division, 
o’clock----- (1) 

Battalion ----(2) 

Artillery --..--(3) 

- -_ 
1 -- 

e. Noting t,hat the interval between 0 and R in the first and second alphabets is the same, 
direct symmetry of position is assumed In a few moments the first alphabet in the skeleton 
becomes as follows: 

MNOPQRSTUVWXYZ 
--.--- .- 

DRAU I EF JK 
---- - 

N 0 T V 
.- 

F J P 

f. The key word upon which the mixed component is based is now not difllcult to find: 
HYDRAULIC. 

g. (1) To decipher the entire message, the simplest procedure is to convert the cipher 
letters into their plaincomponent equivalents (setting the HYDRJWLIC . . . Z sequence against 
the normal alphabet at any point of coincidence) and then completing the plain-component 
sequence, a8 usual. The words of the message will then reappear on Werent gene&rice-s. The 

Page 13



10 

key let,ters may then be ascertained and the solution completed. Thus, for the first three words, 
the diagram is as follows: 

Plain ._______.__...___ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher..........~.... H Y D R A U L I C B E F G J K M N 0 P Q S T V W X Z 

XIXLP EQVIB VEFHAPFVT 
YHYGS KTWHJ WKLAESLWV 
ZIZHT LUXIK XLMBFTMXW 
AJAIU MVYJL YMNCGUNYX 
BKBJV NWZKM ZNODHVOZY 
CLCKW OXALN AOPEIWPAZ 
DMDLX PYBMO BPQFJXQBA 
ENEMY QZCNP CQRGKYRCB 

A,=$ RADOQ DRSHLZSDC 
SBEPR ESTIMATED 
TCFQS A,=P, 
UDGRT 
VEHSU 
WFITV 
XGJUW 
YHKVX 
ZILWY 
AJMXZ 
BKNYA 
CLOZB 
DMPAC 
ENQBD 
FORCE 

A,=& 

(2) The key for the message is found to be SUPREME COURT and the complete message is 
as follows: 

SOLUTION 

S U P R E M E C 0 u 
ENEMY FORCE ESTIMATED AS ONE DIVISION OF INFANTRY AND TWO 
XIXLP EQVIB VEFHAPFVT RT XWK PWEWIWRD XM NTJCTYZL OAS XYQ 

R T S U P R E M 
BATTALIONS OF ARTILLERY MARCHING NORTH AT SEVEN OCLOCK 
ARVVRKFONT BH SFJDUUXFP OUVIGJPF ULBFZ RV DKUKW ROHROZ 
h. In case the plain component is the reversed normal sequence, the procedure is no different 

from the foregoing, except that in the completion diagram the reversed sequence is employed 
after the cipher letters have been converted into their plain-component equivalents. 

i. fro doubt the student realizes from his previous work that once the primary mixed 
component has been recovered the latter becomes a known sequence and that the solution of 
subsequent messages employing the same set of derived alphabets, even though the keys to 
individual messages are different, then becomes a simple matter. 
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11. Solution when other types of alphabets are employed.--+ The foregoing examples 
involve the use either of standaxd cipher alphabets or of mixed cipher alphabets produced b:- 
the sliding of a mixed component against the normal sequence. There is, however, nothing 
about the general cryptographic scheme which prevents the use of other types of derived, 
interrelated, or secondary mixed alphabets. Cipher alphabets produced by the sliding of a 
mixed component against itself (either direct or reversed) or by the sliding of two different 
mixed components are very commonly encountered in these cases. 

b. The solution of such cases involves only slight modifications in procedure, namely, those 
connected with the reconstruction of the primary components. The student should be in a 
positim to employ to good advantage and without difficulty what he has learned about the 
princi )les of indirect symmetry of position in the solution of cases of the kind described. 

c. The solution of a message prepared with mixed alplit ’ pts derived ns indicated in sub- 
parag:,aph b, may be a difIicult matter, depending upon the iongth of the message in question. 
It might, of course, be almost impossible if the message is short and there is no background for 
the application of the probable-word method. But if the message is quite long, or, what is 
more probable with respect to military communications, should the system be used for regular 
tragic, so that there axe available for study several messages enciphered by the same set of 
alphabets, then the problem becomes much easier. In addition to the usual steps in solution 
by the probable-word method, guided by a search for and identification of idiomorphs, there is 
the help that can be obtained from the use of the phenomena of isomorphism, a study of which 
forms the subject of discussion in the next paragraph. 

12. Isomorphism and its importance in cryptanalytics.--+ The term idiomorphism is 
familiar to the student. It designates the phenomena arising from the presence and positions 
of repeated letters in plain-text words, aa a result of which such words may be classified according 
to their compo&ons, ‘!patterns,” or formulae. The term isomorphism (from the Greek ‘(isos” 
meaning “equal” and “morphe” meaning “form”) designates the phenomena arising from the 
existence of two or more idiomorphs with identical formulae. Two or more sequences which 
possess identical formulae axe said to be isomorphic. 

b. Isomorphism may exist in plain text or in cipher text. For example, the three words 
WARRANT, LETTERS, and MISSION are isomorphic. If enciphered monoalphabetically, their 
cipher equivalents would also be isomorphic. In generd, isomorphism is a phenomenon of 
monoalphabeticity (either plain or cipher); but there are izstances wherein it is latent and can 
be made patent in polyalphabetic cryptograms. 

c. In practical cryptanalysis the phenomena of isomorphism afford a constantly astonishing 
source of clues and aids in solution. The alert cryptanalyst, is always on the lookout for situations 
in which he can take advantage of these phenomena, for they are among the most interesting 
and most import&t in cryptanalytics. 

13. Illustration of the use of isomorphism.--a. Let us consider the case discussed under 
paragraph 10, wherein a message was enciphered with a set of mixed cipher alphabets derived 
from sliding the key word-mixed primary component HYDRAULIC . . . XZ against the normal 
sequence. Suppose the message to be as follows (for simplicity, original word lengths are 
retained): 

CBYPTOGBAY 

VCLLKIDVSJDCI ORKD CFSTV IXHMPPFXU EVZZ 
FK NAKFORA DKOMP ISE CSPPHQKCLZKSQ LPRO 

J’ZWBCX HOQCFFAOX ROYXANO EMDMZMTS 

TZFVUEAORSL AU PADDERXPNBXAR IGHFX JXI 
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b. (1) Only a few minutes inspection discloses the following three sets of isomorphs: 

(1) 

(2) VVithout stopping to refer to word-pattern lists in an attempt to identify the very 
striking idiomorphs of the first set, let the student proceed to build up partial sequences of 
equivalents, as though he were dealing with a case of indirect symmetry of position. Thus:2 

From isomorphs (1) (a) and (1) (b): 

V+C;CeS; L+P; KeH; IcQ; DeK; S+L; JGZ; 

from which the following partial sequences are constructed: 

(a) VCSLP (b) DKH (c) IQ (d) JZ 

From isomorphs (1) (b) and (1) (c): 

C==P ; SGA; PGD ; HeE; Q+R; KGX; L+N; Z+B ; 

from which the following partial sequences are constructed: 

(e) CPD (f) SA (g) HE (h) QR (i) KX (j) LN (k) ZB 

From isomorphs (1) (a) and (1) (c): 

v+P; CeA; L+D; K+E; I+R; D+X; SCN; JcB; 

from which the following partial sequences are constructed: 

0) LDX Cm> VP (n> CA (0) KE (p) IR (q) SN (r) JB 

Noting that the data from the three isomorphs of this set may be combined (VCSLP and CPD 
make VCSLP . . D; the latter and LDX make VCSLP . . D . . . X), the following sequences are 
established: 

c. (1) The fact that the longest of these chains consists of exactly 13 letters and that no 
additions can be made from the other two cases of isomorphism, leads to the assumption that a 
“half-chain” is here disclosed and that the latter represents a decimation of the original primary 

111460789 

component at an even interval. Noting the placement of the letters V . S . P . N . K , 

I The symbol 0 b to be read ‘58 equivalent to.” 
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which gives the sequence the appearance of being the latter half of a keyword-mixed sequence 
running in the reversed direction, let the half-chain be reversed and extended to 26 places, as 
follows: 

1 2 3 4 6 6 7 8 9 10 11 l2 13 14 15 16 17 18 19 P 21 12 P 24 26 16 

E.KNPSVXHDALC 

(2) The data from the two partial chains (JZ. . B and IQ. .R) may now be used,and the 
letters inserted into their proper positions. Thus: 

1 2 3 4 6 6 7 8 9 10 11 12 13 14 16 16 17 18 19 10 21 22 23 24 25 26 

E..JK.N.PQS.V.XZH.DRA.LICB 

(3) The sequence H . D R A . L I C soon suggests HYDRAULIC as the key word. V&en 
the mixed sequence is then developed in full, complete corroboration will be found from the data 
of isomorphs 2 (a) (b) and 3 (a) (II). Thus: 

2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

I~YDRAuLICBEFGJKMN~PQ~TVW~~ 

(4) From idiomorphs (2) (a) and (2) (b), th e interval between H and I is 7; it is the same 
for 0 andX, QandH, C andM, etc. From idiomorphs (3) (a) and (3) (b) the interval between 
RandNis13;itisthesameforOandA, YandK, etc. 

a’. The message may now be solved quite readily, by the usual process of converting the 
cipher-text letters into their plain-component equivalents and then completing the plain com- 
ponent sequences. The solution is as follows: 

[Key: STRIKE WHILE THE IRON IS . . . (HOT?)] 

S T R I K 
COMMUNICATION WITH FIRST ARTILLERY WILL 
VCLLKIDVSJDCI ORKD CFSTV IXHMPPFXU EVZZ 

E W H I L E 
BE THROUGH CORPS AND COMMUNICATION WITH 
FK NAKFORA DKOMP ISE CSPPHQKCLZKSQ LPRO 

T H E I 
SECOND ARTILLERY THROUGH DIVISION 
JZWBCX HOQCFFAOX ROYXANO EMDMZMTS 

R 0 N I S 
SWITCHBOARD NO COMMUNICATION AFTER TEN 
TZFVUEAORSL AU PADDERXPNBXAR IGHFX JXI 

e. (1) In the foregoing illustration the steps are particularly simple because of the following 
circumstances: 

(a) The actual word lengths are shown. 
(b) The words are enciphered monoalphabetically by tierent alphabets belonging to a 

set of secondary alphabets. 
(c) Repetitions of plain-text words, enciphered by diflerent alphabets, produce isomorphs 

and the lengths of the isomorphs are definitely known as a result of circumstance (a). 
(2) Of these facts, the last is of most interest in the present connection. But what if the 

actual word lengths are not shown; that is, what if the text to be solved is intercepted in the 
usual 5-letter-group form? 

462661 0 - 42 - 2 
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SECTION IV 

SOLUTION OF SYSTEMS USING CONSTANT-LENGTH KEYING UNITS TO ENCIPHER 
VARIABLE-LENGTH PLAIN-TEXT GROUPINGS, III 

Paraaraph 
General remarks ________.___________.---.--------.--.. _ ..__ _ .___......_.____.._____._.__...__._.....____.____._... --..- ._... . . . . . ..__ -- 14 
Word separators .___.._.______________________________ . . . .._.._._.........-..-.........----..------...-------_.______....._..___.-....- 13 
Variations end concluding remarks on foregoing systems... ________._.__ ___._....._._________ . . ..______ ____ ._._______..._ 16 

14. Qeneral remarks.--+. The cases described thus far are particularly easy to solve because 
the cryptanalyst has before him the messages in their true or original word lengths. But in 
military cryptography this is seldom or never the case. The problem is therefore made some- 
what more difficult by reason of the fact that there is nothing to indicate definitely the limits of 
encipherment by successive keyletters. However, the solution merely necessitates more es- 
perimentation in this case than in the preceding. The cryptanalyst must take careful note of 
repetitions which may serve to “block out” or delimit words, and hope that when this is done he 
will be able to find and identify certain sequences having familiar idiomorphic features or pat- 
terns, such as those noted above. If there is plenty of text, repetitions will be sufficient in number 
to permit of employing this entering wedge. 

b. Of course, if any sort of stereotypic phraseology is employed, especially at the beginnings 
or endings of the messages, the matter of assuming values for sequences of cipher letters is easy, 
and affords a quick solution. For example, suppose that as a result, of previous work it has been 
found that many messages begin with the expression REFERRING TO YOUR NUMBER , . . . 
Having several messages for study, the selection of one which begins with such a common 
idiomorphism as that given by the word REFERRING is a relatively simple matter; and having 
found the word REFERRING, .if with a fair degree of certainty one can add the words TO YOUR 
NUMBER, the solution is probably well under way. 

c. (1) Take the case discussed in paragraph 13, but assume that word lengths are no longer 
indicated because the message is transmitted in the usual s-letter groups. The process of 
ascertaining the exact length of sequences which are isomorphic, or, as the process is briefly 
termed, “blocking out isomorphs” becomes a more difficult matter and must often rest upon 
rather tenuous threads of reasoning. For example, take the illustrative message just dealt 
with and let it be assumed that it was arranged in s-letter groups. 

VCLLK IDVSJ DCIOR KDCFS TVIXH MPPFX 
UEVZZ FKNAK FORAD KOMPI SECSP PHQKC 
LZKSQ LPROJ ZWBCX HOQCF FAOXR OYXAN 
OEMDM ZMTST ZFVUE AORSL AUPAD DERXP 
NBXAR IGHFX JXI 

(2) The detection of isomorphisms now becomes a more diflicult matter. There is no 
special trouble in picking out the following three isomorphic sequences: 

(1) V C L L K I D V S J D C I 
(2) C S P P H Q K C L Z K S Q 
(3) P A D D E R X P N B X A R 

(14) 
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&ace the first one happens to be at the beginning of the message and its left-hand boundary, or 
‘&head,” is marked by (or rather, coincides with) the beginning of the message. By a fortunate 
circumstance, the right-hand boundary, or “tail,” can be fixed just as accurately. That the 
repetition extends as far as indicated above is certain for we have a check on the last column 
I, Q, R. If an additional column were added, the letters would be 0, L, I. Since the second 
letter has previously appeared while the first and third have not, a contradiction results and the 
new column may not be included. 

If, however, none of the three letters 0, L, I had previously appeared, so that there could 
be no means of getting a check on their correctness, it would not be possible to block out or 
ascertain the extent of the isomorphism in such a case. All that could be said would be that 
it seems to include the first 13 letters, but it might continue further. 

d. (1) However, the difficulty or even the impossibility of blocking out the isomorphs to 
their full extent is not usually a serious matter. After all, the cryptanalyst uses the phenomenon 
not to identify words but to obtain cryptanalytic data for reconstructing cipher alphabets. 
For example, how many data are lost when the illustrative message of subparagraph 13~ is 
rewritt,en in &letter groups as in subparagraph 14c (I)? Suppose the latter form of message 
be studied for isomorphs: 

VCLLK IDVSJ DCIOR KDCFS TVIXH MPPFX UEVZZ 
FKNAK FORAD KOMPI SECSP PHQKC LZKSQ LPROJ 
ZWBCX HOQCF FAOXR OYXAN OEMDM ZMTST ZFWE 
AORSL AUPAD DERXP NBXAR IGHFX JXI 

(2) If the underscored sequences are compared with those in the message in subparagraph 
13a, it will be found that only a relatively small amount of information has been lost. Certainly 
not enough to cause any difficulty have been lost in this case, for all the data necessary for the 
reconstruction of the mixed cipher component came from the first set of isomorphs, and the 
latter are identical in length in both cases. Only the head and tail letters of the second pair 
of isomorphic sequences are not included in the underscored sequences in the 5-letter version 
of the message. The third pair of isomorphic sequences shown in paragraph 13b does not appear 
in the 5-lett.er version since there is only one repeated letter in this case. In long messages or 
when there are many short messages, a study of isomorphism will disclose a sufficient number of 
partial isomorphs to give data usually sufficient for purposes of alphabet reconstruction. 

e. It should be noted that there is nothing about the phenomenon of isomorphism which 
restricts its use to cases in which the cipher alphabets are secondary alphabets resulting from 
the sliding of a mixed component against the normal. It can be useful in all cases of interrelated 
secondary alphabets no matter what the basis of their derivation may be. 

j. In subsequent studies the important role which the phenomenon of isomorphism plays 
in cryptanalytics will become more apparent. When the tra%ic is stereotypic in character, 
even to a slight degree, so that isomorphism may extend over several words or phrases, the 
phenomenon becomes of highest importance to the cryptanalyst and an extremely valuable tool 
in his hands. 

15. Word sepnrators.-u. One of the practical difEiculties in employing systems in which the 
keying process shifts according to word lengths is that in handling such a message the decrypto- 
graphing clerk is often not certain exactly when the termination of a word has been reached, 
and thus time is lost by him. For instance, while decryptographing a word ‘such as INFORM 
the clerk would not know whether he now has the complete word and should shift to the next 
key letter or not: The word might be INFORMS, INFORMED, INFORMING, INFORMAL, INFOR- 
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MATION, etc. The past tense of verbs, the plural of nouns, and terminations of various sorts 
capable of being added to word roots would give rise to difliculties, and the latter would be 
especially troublesome if the messages contained a few telegraphic errors. Consequently, a 
scheme which is often adopted to circumvent this source of trouble is to indicate the end of a 
word by an infrequent letter such as Q or X, and enciphering the letter. In such usage these 
letters are called word separators. 

b. When word separators are employed and this fact, is once discovered, their presence is 
of as much aid to the cryptanalyst in his solution as it is to the clerks who are to decryptograph 
the messages. Sometimes the presence of these word separators, even when enciphered, aids 
or makes possible the blocking out of isomorphs. 

16. Variations and concluding remarks on foregoing systems-u. The systems thus far 
described are all based upon word-length encipherment using different cipher alphabets. Kords 
are markedly irregular in regard to this feature of their construction, and thus aperiodicity is 
imparted to such cryptograms. But’ variations in the method, aimed at making the latter 
somewhat, more secure, are possible. Some of these variations will now be discussed. 

b. Instead of enciphering according to natural B-ord lengths, the irregular groupings of the 
text may be regulated by other agreements. For example, suppose that the numerical value 
(in the normal sequence) of each key letter be used to control the number of letters enciphered 
by the successive cipher alphabets. Depending then upon the composition of the key word or 
key phrase, there would be a varying number of letters enciphered in each alphabet. If the 
key word were PREPARE, for instance, then the first cipher alphabet would be used for 16 
(P=16) letters, the second cipher alphabet, for 18 (=R) letters, and so on. Monoalphabetic 
encipherment would therefore allow plenty of opportunity for tell-tale word patterns to manifest 
themselves in the cipher text. Once an entering wedge is found in this manner, solution would 
be achieved rather rapidly. Of course, all types of cipher alphabets may be employed in this 
and the somewhat similar schemes described. 

c. If the key is short, and the message is long, periodicity will be manifested in the crypto- 
gram, so that it would be possible to ascertain the length of the basic cycle (in this case thelength 
of the key) despite the irregular groupings in encipherment. The determination of the length 
of the cycle might, however, present di%culties in some cases, since the basic or fundamental 
period would not be clearly evident because of the presence of repetitions which are not periodic 
in their ori,ti. For example, suppose the word PREPARE were used as a key, each key letter 
being employed to encipher a number of letters corresponding to its numerical value in the 
normal sequence. It is clear that the length of the basic period, in terms of letters, would here 
be the sum of the numerical values of P (=16)+R (=18) + E (=5), and so on, totalling 79 
letters. But because the key itself contains repeated letters and because encipherment by each 
key letter is monoalphabetic there would be plenty of cases in which the first letter P would 
encipher the same or part of the same word as the second letter P, producing repetitions in the 
cryptogram. The same would be true as regards encipherments by the two R’s and the two 
E l a in this key word. Consequently, the basic period of 79 would be distorted or masked by 
aperiodic repetitions, the intervals between which would not be a function of, nor bear any 
relation to, the length of the key. The student will encounter more cases of this kind, in which 
a fundamental periodicity is masked or obscured by the presence of cipher-text repetitions not 
attributable to the fundamental cycle. The experienced cryptanalyst is on the lookout for 
phenomena of this type, when he finds in a polyalphabetic cipher plent,y of repetitions but with 
no factorable constancy which leads to the disclosure of a short period. He may conclude, then, 
either that the cryptogram involves several primary periods which interact to produce a long 
resultant period, or that it involves a fairly long fundamental cycle within which repetitions of a 
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nonperiodic origin are present. and obscure the phenomena manifested by repetitions of a periodic 
Ol-i,giD. 

d. (1) -1 loricnl est,enaion of the principle of polyalphabetic encipherment of variable-length 
plain-text groupings is the case in which these plain-text groupings rarely exceed 4 letters, so 
that a given cipher alphabet is in play for only a very short time, thus breaking up what might 
otherwise appear as fairly long repetitions in the cipher text. For example, suppose the letters 
of the alphabet, arranged in their normal-frequency order, were set off into four groups, as 
follows: 

ETRIN OASDLC HFUPMYG WVBXKQJZ 
Group 1 Group 2 Group 3 Group 4 

(2) Suppose that a letter in group 1 means that one letter will be enciphered; a letter in 
group 2, that two letters will be enciphered; and so on. Suppose, next, that a rather lengthy 
phrase were used as a key, for example, PREPARED UNDER THE DIRECTION OF THE CHIEF 
SIGNAL OFFICER FOR USE WITH ARMY EXTENSION COURSES. Suppose, iinal.ly, that each 
letter of the key were used not only to select the particular cipher alphabet to be used, but also 
to control the number of letters to be enciphered by the selected alphabet, according to the 
scheme outlined above. Such an enciphering scheme, using the HYDRAULIC. . .XZ primary 
cipher component sliding against the normal plain component, would yield the following 
groupings: 

Grouping ____________________ 3 1~1 3 2112 3 121113 12 
Key ___________________________ P R E P ARED U NDERT H ED 
Plain _________________________ FIR S T DIV IS I 0 NW ILL A DV A N C EAT F IV 
Cipher ________________________ WHB T R THJ GV F X MX JNN N UW E N W AHQ M EIR 

Grouping ___..-..____________ 1 1 1 2 1 1 2 1 2 31312 31 
lie? ___________________________ I R E C T I 0 N 0 F T H E C H I . . . 
Plain ._________________________ E F I FT E E NA M AS SEC 0 NDD I VI SIO N . . . 
Cipher ________________________ F C P JY Z F A0 D OB RMJ B JRR P RN PCK 2 . . . 

(3) Here it will be seen that any tendency for the formation of lengthy repetitions would 
be counteracted by the short groupings and quick shifting of alphabets. The first time the 
word DIVISION occurs it is enciphered as THJGVFXM; the second time it occurs it is enciphered 
as RPRNPCKS . Before DIVISION can be twice enciphered by ezuctly the same sequence of key 
letters, an interval of at least 140 letters must intervene between the two occurrences of the 
word (the sum of the values of the letters of the key phrase=l40); and then the chances that 
the key letter P would begin the encipherment, of DIV are but one in three. Only one of these 
three possible encipherments will yield era&y the same sequence of cipher equivalents the 
second time as was obtained the first time. For example, if the text were such as to place two 
occurrences of the word DIVISION in the positions shown below, their encipherments would 
be as follows: 

; Ii; iJ i;;; ; Ii ; Ii; ; d;iE ; ;J 
FIRSTDIVISION... . . . . . . .DIVISION... . 
,.. . . THJGVFXM... . . . . . . .THZGTPNb!... . 
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Although the word DIVISION, on its second appearance, begins but one letter beyond the place 
where it begins on its first appenrance, the cipher equivalents now agree only in the lirst two 
letters, the fourth, and the last letters. Thus: 

(1) 
(2) 

DIVISION 
EJCVFXM 
UZGTPNM 

e. Attention is directed to the characteristics of the foregoing two encipherments of the 
same word. When they are superimposed, the first two cipher equivalents are the same in the 
two encipherments; t,hen there is a single interval where the cipher equivalents are different; 
the next cipher equivalent is the same; then follow three intervals uitb dissimilar cipher equiva- 
lents; finally, the last cipher equivalent is the same in both cases. The repetitions here extend 
only to one or two letters; longer repetitions can occur only exceptionally. The two encipher- 
ments yield only occasional coincidences, that is, places where the cipher letters are identical; 
moreover, the distrib&on of the coincidences is quit,e irregular and of an intermittent character. 

f. This phenomenon of intermittent coincidences, involving coincidences of single letters, 
pairs of letters, or short sequences (rarely ever exceeding pentagraphs) is one of the character- 
istics of this general class of polyelphabetic substitution, wherein the cryptograms commonly 
manifest what appears to be a disturbed or distorted periodicitp. 

g. From a technical standpoint, the cryptographic principle upon which the foregoing 
system is based has much merit, but for practical usage it is entirely too slow and too subject 
to error. However, if the encipherment were mechanized by machinery, and if the enciphering 
key were quite lengthy, such a system and mechanism becomes of practical importance. Cipher 
machines for accomplishing this type of substitution will be treated in a subsequent text. 
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SOLUTION OF SYSTEMS USING VARIABLE-LENGTH KEYING UNITS TO ENCIPHER 
CONSTANT-LENGTH PLAIN-TEXT GROUPINGS 

mph 
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17. Variable-length groupings of the keying sequence.-The preceding cases deal with 
simple methods of eliminat,ing or avoiding periodicity by enciphering variable-length groupings 
of the plain text, using constant-length keying units. In paragraph 2a, however, it was pointed 
out that periodicity can also be suppressed by applying variable-length key groupings to con- 
stant-length plain-text groups. One such method consists in irregularly interrupting the keying 
sequence, if the latter is of a limited or fixed length, and recommencing it (from its initial point) 
after such interruption, so that the keying sequence becomes equivalent to a series of keys of 
different lengths. Thus, the key phrase BUSINESS MACHINES may be expanded to a series of 
irregular-length keying sequences, such as BUSI/BUSINE/BU/BUSINFSSM/BUSINESSMAC, etc. 
Various schemes or prearrangements for indicating or determining the interruptions may be 
adopted. Three methods will be mentioned in the next paragraph. 

18. Methods of interrupting a cyclic keying sequence.-a. There are many methods of 
interrupting a keying sequence which is basically cyclic, and which therefore would give rise 
to periodicity if not interfered with in some way. These methods may, however, be classified 
into three categories as regards what happens after the interruption occurs: 

(1) The keying sequence merely stops and begins again at the initial point of the cycle. 
(2) One or more of the elements in the keying sequence may be omitted from time to time 

irregularly. 
(3) The keying sequence irregularly &ernates in its direct,ion of progression, wit.h or 

without omission of some of its elements. 
b. These methods may, for clarity, be represented graphically as follows. Suppose the 

key consists of a cyclic sequence of 10 elements represented symbolically by the series of numbers 
1, 2, 3, . . . , 10. Using an asterisk to indicate an interruption, the following may then represent 
the relation between the letter number of the message and the element number of the keying 
sequences in the three types mentioned above: 

I 

Letter No ____._.___________ 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 

(‘) 
Key element No _________ 1-2-3-4-*-l-2-3-4-5- 6-*- l- 2- 3-*- l- 2- 3- 4- 5- 6- 7-+ 
Letter h’o _____________.____ 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 
Key element No _________ l- 2-‘3- 4- 5- 6- 7- 8- g-10-*- l- 2- 3-*- l- 2- etc. 

Letter No ____.___._________ 1 2 3 4567 89 10 11 12 13 14 15 16 17 18 19 20 
(2) Key element No _________ l-2-3-*-7-8-9-10-1-2-+- 4- 5- 6-*- 3- 4- 6- 6- 7- 8- 9-10- 

Letter No ______________ -___ 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 
Key element No-.---_--- l-*- S- g-10- l- 2-*- 5- 6- 7-*- g-10- l-*- 5- 6- 7- etc. 

(19) 
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r tter So _________________ 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 
Key element No--------_ l-2-34-5-*4-3-*4-5- 6- 7- 8- g-10- l-*-10- 9- 8- 7-•- 8 

(3) Letter Xo __________________ 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 
Key element NO-.-~---- g-10- l- 2- 3-*-2- l-lo- 9- 8-*- g-10- l- 2- 3 etc. 

As regards the third method, which involves only an alternation in the direction of progression 
of the keying sequence, if there were no interruptions in the key it would mean merely that a 
lo-element keying sequence, for example, could be treated as though it were an 18-element 
sequence and the matter could then be handled as though it were a special form of the second 
method. But if the principles of the second and third method are combined in one system, 
the matter may become quite complex. 

c. If one knows when the interruptions take place in each cycle, then successive sections of 
the basic keying cycle in the three cases may be superimposed. Thus: 

METHOD (1) 

Keying element No- _ 1 2 3 4 5 6 7 8 9 10 
Letter No ________________ 1 2 3 4 1 
Letter No _________________ 5 6 7 8 9 10 I 
Letter No _________________ 11 12 13 1 
Letter No _________________ 14 15 16 17 18 19 20 1 
Letter No _________________ 21 22 23 24 25 26 27 28 29 30 1 
Letter No _________________ 31 32 33 1 
Letter No _________________ 34 35 etc. 

METHOD (2) 

Keying element No, _ 1 2 3 4 5 6 7 8 9 10 
Letter No ______ - ________ 1 2 3 I - - - 4 5 6 7 
Letter No _________________ 8 9 1 1 10 11 12 1 
Letter No _________________ - - 13 14 15 16 17 18 19 20 
Letter No _________________ 21 1 - - - - - - 22 23 24 
Letter No _________________ 25 26 1 - - 27 28 29 1 - 30 31 
Letter No _________________ 32 1 - - - 33 34 35 etc. 

METHOD (3) 
Keying element No- _ 1 2 3 4 5 6 7 8 9 10 
Letter No--- ____-_ 1 2 3 4 5 1 - - - - - 

- Letter No _________________ - - I 7 6 - - - - - - 
Letter No _________________ - - - 8 9 10 11 12 13 14 
Letter No _________________ 15 1 - - - - - I 19 18 17 16 
Letter No _________________ 23 24 25 1 - - - - 20 21 22 
Letter No _________________ 27 26 - - - - - 1 30 29 28 
Letter No _________________ 33 34 35 etc. 31 32 

Obviously if one does not know when or how the interruptions take place, then the successive 
sections of keying elements cannot be superimposed as indicated above. 

d. The interruption of the cyclic keying sequence usually takes place according to some 
prearranged plan, and the three basic methods of interruption will be taken up in turn, using 
a short mnemonic key as an example. 
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e. Suppose the correspondents agree that the interruption in the keying sequence will take 
place after the occurrence of a specified letter called an inferruptor,l which may be a letter of the 
plain text, or one of the cipher text, as agreed upon in advance. Then, since in either case 
there is nothing fixed about the time the interruption will occur-it will take place at no fixed 
mtervals-not only does the interruption become quite irregular, following no pattern, but also 
the method never reverts to one having periodicity. hlethods of this type will now be discussed 
in detail. 

19. Interruptor is a plain-text letter.-u. Suppose the correspondents agree that the inter- 
ruption in the key will take place immediately after a previously agreed-upon letter, say R, 
occur: in the plain text. The key would then be interrupted as shown in the following example 
(using the mnemonic key BUSINESS MACHINES and the HYDRAULIC . . . XZ sequenoe): 

Key __-___________ B U S I N E S S M A C H I B U S B U S I B U S I N E 
Plain --------_____ A M M U N I T I 0 N F 0 R F I R S T A R T I L L E R 
Cipher ___________ II I BOLYRPJDROJKXKJFYXSXDJUPSY I 
Key ______________ BUSINESSMACHINESBUBUSINESSMACHI 
Plain _____________ YWILLBELOADEDAFTERAMMUNITIONFOR 
Cipher ----------_ I Y D P Y F X U R A F A E N M J J V B 0 L Y R P J D R 0 J K X 

BOLYR PJDRO JKXKJ FYXSX DJUPS YIYDP 
YFXUR’ AFAEN MJJVB OLYRP JDROJ KXDGD 
XGUFD JUPSY IXXXX 

b. Instead of employing an ordinary plain-text letter as the interruptor, one might reserve 
the letter J for this purpose (and use the letter I whenever this letter appears as part of a plain- 
text word). This is a quite simple variation of the basic method. The letter J acts merely 
as though it were a plain-text letter, except that in this case it also serves as the interruptor. 
The interruptor is then inserted ai random, at the whim of the enciphering clerk. Thus: 

Key--------- BUSINESSMAC BUSINESSM BUSINESSMACHINESBUSIN 
Plain-------- TROOPSWILLJ BEHALTEDJ ATROADIUNCTIONFIVESIX 

c. It is obvious that repetitions would be plentiful in cryptograms of this construction, 
regardless of whether a letter of high, medium, or low frequency is selected as the signal for key 
interruption. If a let.ter of bigh frequency is chosen, repetitions will occur quite often, not 
only because that letter will certainly be a part of many common words, but also because it will 
be followed by words that are frequently repeated; and since the key starts again with each 
such interruption, these frequently repeated words will be enciphered by the same sequence of 
alphabets. This is the case in the first,of the two foregoing examples. It is clear, for instance, 
that every time the word ARTILLERY appear in the cryptogram the cipher equivalents of 
TILLERY must be the same. If the intarruptor letter were AD instead of %, the repetition 

* Al80 tied at times U “influence” letter because it influenced or modi& normal procedure. In some 
caaea no influence or interruptor letter ie used, the interruption or break in the keying eequence occurring after 
a previously-agreed-upon number of lettfsn haa been enciphered. 
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would include the cipher equivalents of RTILLERY; if it were T,, ILLERY, and so on. On the 
other hancl, if a letter of low frequency were selected as the interruptor letter, then the encipher- 
ment would tend to approsimate that of normal repeat,ing-key substitution, and repetitions 
would be plentiful on that basis alone. 

d. Of coljrse. the lengths of the intervals between the repetitions, in any of the foregoing 
cases, would l,e irregular, so that periodicity would not be manifested. The student may 
inquire, therefore, how one would proceed to solve such messages, for it is obvious that, an 
attempt to allocate the letters of a single message into separate monoalphabetic distributions 
cannot be successful unless the exact locations of the interruptions are known-and they do 
not become known to t,he cryptanalyst until he has solved the message, or at least a part of it. 
Thus it would appear as though the would-be solver is here confronted with a more or less insoluble 
dilemma. This s)rt of reasoning, however, makes more of an appeal to the novice in cryptog- 
raphy thnn to the experienced cryptanalyst, who specializes in methods of solving cryptographic 
dilemmas. 

e. (1) The pro!)lem here will be attacked upon the usual two hypotheses, and the easier 
one \s-ill be disc usqec! first. Suppose the system has been in use for some time, that an original 
solution has been reached b- means t.o be discussed under the second hypothesis, and that, the 
cipher alphabets are known. There remains unknown only the specific key to messages. Exam- 
ining whatever repetitions are found, an attack is made on the basis of searching for a probable 
word. Thus. taking the illustrative message in subparagraph a, suppose the presence of the 
word ARTILLERY is suspectell. ;It:empts nre made to locate this word, basing the search 
upon the construction of an intelligible key. Beginning with the very first letter of the message, 
the word ARTILLERY is juxtaposed against the cipher test, and the key letters ascertained, 
using the known alphabets, which we will assume in this case are based upon the HYDRAULIC 

. . XZ sequence sliding against the normal. Thus: 

Cipher ~_-..-___ B 0 L Y R P J D R 
Plain __..._ _.__...... .__ A R T I L L E R Y 
“Key” .______._._____.__ B H J Q P I B F U 

(2) Since this “key” is certainly not intelligible text, the assumed word is moved one letter 
to the right and the test repeated, and so on until the following place in t&e test is reached: 

- Cipher .____....._..._.__ S X D J U P S Y I 
Plain---- .__._____ -__-___ A R T I L L E R Y 
Key _________.______ --..- S I B U S I N E B 

(3) The seqllence BUSINE suggests BUSINESS; moreover, it is noted that the key is in- 
terrupted both times by the letter R,. Now the key may be applied to the beginning of the 
messace, to see if the whole key or only a portion of it has been recovered. Thus: 

Key ___..__.... _________ B U S I N E S S B U S 
Cipher .__________ _ ______ B 0 L Y R P J D R 0 J 
Plain- ___________________ A M M U N I T I U M T 

(4) It is obvious that BUSINESS is only a part of Lhe key. But the deciphered sequence 
certainly seems to be the word AMMUNITION. When this is tried, the key is extended to 
BUSINESS MA. . . . Enough has been shown to clarify the procedure. 
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f. The foregoing solution is predicated upon the hypothesis that the cipher alphabetv are 
knoun. But what if this is not the case? What of the steps necessary to arrive at the -first 
solution, before even the presence of an interrupccr is suspected? The answer to this question 
leads to the presentation of a method of attack which is one of the most important and powerful 
means the crypt,analpst has at his command for unraveling many knotty problems. It is called 
solution by superimposition, and warrants detailed treatment,. 

20. Solution by superimposition.- a. Basig principles. -- (1) In solving an ordinary 
repeating-key cipher the firs: step, that of ascertaining the length of the period, is of no signifi- 
cance in itself. It merely paves the way for and makes possible the second step, which consists 
in allocating the letters of the cryptogram into individual monoalphabetic dist’ributions. The 
third step then consists in solving these distributions. Usually, the text of the message is trans- 
cribed into its periods and is written out in successive lines corresponding in length with that 
of the period. The diagram then consists of a series of columns of letters and the letters in each 
column belong to the same monoalphabet. Another way of looking at the matter is to conceive 
of the text as having thus been transcribed into superimposed periods: in such case the letters in 
each column have undergone the same kind of treatment by the same elements (plain and cipher 
components of the cipher alphabet). 

(2) Suppose, however, that the repetitive key is very long and that the message is short, so 
that there are only a very few cycles in the text. Then the solution of the message becomes 
difficult, if not impossible, because there is not a sufficient number of superimposable periods to 
yield monoalphabetic distributions which can be solved by frequency principles. But suppose 
also that there are many short cryptograms all enciphered by the same key. Then it is clear 
that if these messages are superimposed: 

(a) The letters in the respective columns will all belong to individual alphabets; and 
(b) If there is a sufficient number of such superimposable messages (say 25-30, for English), 

then the frequency distributions applicable to the successive columns of text can be solved- 
without knowing the length of the key. In other words, any difficulties that may have arisen on 
account of failure or inability to ascertain the length of the period have been circumvented. 
The second step in normal solution is thus “by-passed.” 

(3) Furthermore, and this is a very important point, in case an extremely long key is em- 
ployed and a series of messages beginning at different initial pointsare enciphered by such a key, 
this method of solution by superimposition can be employed, provided the messages can be super- 
imposed correctly, that is, so that the letters which fall in one column really belong to one cipher 
alphabet. Just how this can be done will be demonstrated in subsequent paragraphs, but a 
clue has already been given in paragraph 1%. At this point, however, a simple illustration of 
the method wiIl be given, using the substitution system discussed in paragraph 19. 

b. Example.-(l) A set of 35 messages has been intercepted on the same day. Presumablp 
they are all in the same key, and the presence of repetitions betm-een messages corroborates this 
assumption. But the intervals between repetitions wit.hin the same message do not show any 
common factor and the messages appear to be aperiodic in nature. The probable-word method 
has been applied, using standard alphabets, with no success. The messages are then super- 
imposed (Fig. 5) ; the frequency distributions for the first 10 columns are as shown in Figure 6. 
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1 ZCTPZWZPEPZQX 
2 WTEQMXZSYSPRC 
3 TCRWCXTBHH 
4 EFKCSZRIHA 
5 YANCIHZNUW 
6 VZIETIRRGX 
7 HCQICKGUON 
8 ZCFCLXRKQW 
9 HWWPTEWCIMJS 

10 EPDOZCLIKSJ 
11 WTSSQZPZIET 
12 ZCGGYFCSBG 
13 CWZAOOEMHWTP 
14 CIYGIFBDTVX 
15 EAQDRDNSRCAPDT 
16 YFWCQQBZCWC 
17 WTEZQSKUHC 
18 ZCVXQZKZYDWLK 

24 

19 AFEOJTDTIT 
20 KPVFQWPKTEV 
21 ZABGRTXPUQX 
22 YH.EOCUHMDT 
23 CLCPZIKOTH 
24 AFLWWZQMDT 
25 ZCWAPMBSAWL 
26 HFLMHRZNAPE 
27 CLZGEMKZTO 
28 TPYFKOTIZUH 
29 ZCCPSNEOPHD 
30 CIYGIFTSYTL 

'31 YTSVWVDGHPG 
32 NOCAIFBJBLG 
33 ZXXFLFEGJL 
34 ZCTMMBZJOO 
35 HCQIWSYSBPH 

CE 

YL 
E 

uz 

HY 

czv 

Page 28



25 

(2) The 1st and 2d distribut.ions are certainly monoalphabetic. There are very marked 
crests and troughs, and the number of blanks (14) is more than satisfactory in both cases. (Let 
the student at this point refer to Par. 14 and Chart 5 of Military Cryptanalysis, Part I.) But 
the 3d, 4th, and remaining distributions appear no longer to be monoalphabetic. Note particu- 
larly the distribution for the 6th column. From this fact the conclusion is drawn that some 
disturbance in periodicity has been introduced in the cryptograms. In other words, although 
they all start out with the same alphabet, some sort of interruption takes place so as to suppress 
periodicity. 

(3) However, a start on solution may be made by attacking the first tw-o distributions, 
frequency studies being aided by considerations based upon probable words. In this case, since 
the text comprises only the be ,mgs of messages, assumptions for probable words are more 
easily made than when words are sought in the interiors of messages. Such common intro- 
ductory words as REQUEST, REFER, ENEMY, WHAT, WHEN, IN, SEND, etc., are good ones 
to assume. Furthermore, high-frequency digraphs used as the initial digraphs of common 
words will, of course, manifest themselves in the first two columns. Tine greatest aid in this 
process is, as usual, a familiarity with the “word habits” of the enemy. 

(4) Let the student try to solve the messages. In so doing he will more or less quickly find 
the cause of the rapid falling off in monoalphabeticity as the columns progress to the right from 
the initial point of the messages. 

21. Interruptor is a cipher-text letter.--a. In the preceding case a plain-test letter serves 
as the interruptor. But now suppose the correspondents agree that the interruption in the key 
will take place immediately after a previously-weed-upon letter, say Q, occurs in the cipher 
text. The key would then-be interrupted as shown in the following edample: 

Key___..-.-.__-_-~___ B U S I N E S S M A C H I N E S B U S I N E S S M 
Plain _________________ A h! M U N I T I 0 N F 0 R F I R S T A R T I L L E 
Cipher~~~~~~~~~~~~~~~ B 0 L Y R P J D R 0 J K X T P F Y X S X B P U U Q 

Key--_.___-._-_______ B U S I N E S S M A C H I N B U S I N E S S M A C H 
Plain _________________ R Y W I L L B E L 0 A D E D A F T E R A M M U N I T 
Cipher~~~~~~~~~~~~-~~ H R N M Y T T X H P C R F Q B E J F I E L L B 0 N Q 

K.ey~~_-~.~~___~_~__-- B U S I N E S S M A C H B U S I N E 
Plain_-______.---~-___ N F 0 R T H I R D A R T I L L E R Y 
Cipher _______________ V E C X B 0 D F P A Z Q 0 N U F I C 

CBYPTOGBAM 

ULYR PJDRO JKXTP FYXSX BPUUQ HR NMY 
TTXHP CRFQB EJFIE LLBON QOQVE CX UD 
FPAZQ QNUFI cxxxx 

b. In the foregoing example, there are no significant repetitions. Such as do occur comprise 
only digraphs, one of which is purely accidental. But the absence of sign&ant, long repetitions 
is itself purely accidental; for had the interruptor letter been a letter other than Q,, then the 
phrase AMMUNITION FOR, which occurs twice, might have been enciphered identically both 
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times. If a short key is employed, repetitions may be plentiful. For example, note the fol- 
lowing, in which S, is the interruptor letter: 

Key .___....._......_____ B A N D S B A N D S B A N D S B A N D S B A N B A N D S B A N D S B 
Plain~...~..~------~-~.~~ F R 0 M F 0 U R F I V E T 0 F 0 U R F I F T E E N A h4 B A R R A G E 
Cipher . . . .._ ------_- ____ K T A K 7 W X I I D ACBNZWXIIDKWSJONKTBTIDHJ 

c. This last example gives a clue to one method of attacking this t.ype of system. There 
will be repetitions within short sections, and the interval between them will sometimes permit 
of ascertaining the length of the keg. In such short sections, the letters which intervene between 
the repeated sequences may be eliminated as possible interruptor letters. Thus, the letters 
A, C, B, and N may be eliminated, in the foregoing example, as interruptor letters. By extension 
of &is principle to the letters intervening between other repetitions, one may more or less 
quickly ascertain what letter serves as the interruptor. 

d. Onre the interruptor letter has been found, the next step is to break up the message 
into “uninterrupted” sequences and then attempt a solution by superimposition. The prin- 
ciples explained in paragraph 20 need only be modified in minor respects. In the first place, in 
this case the columns of text fcrmed by the superimposition of uninterrupted sequences will 
be purely monoalphabetic, whereas in the case of the example in paragraph 20, only the very 
first column is purely monoalphabetic, the monoalphabeticity falling off very rapidly with the 
2d, 3d, . . . columns. Hence, in this case the analysis of the individual alphabets should be 
an easier task. But this would be counterbalanced by the fact that whereas in the former case 
the cryptanalyst, is dealing with the initial words of messages, in this case he is dealing with 
interior portions of the text and h&no way of knowing where a word begins. The latter remarks 
naturally do not apply to the case where a whole set, of messages in this system, all in the same 
key, can be subjected to simultaneous study. In such a case the cryptanalyst would also have 
the initial words to work upon. 

22. Concluding remarks.--a. The preceding two paragraphs both deal with the first and 
simplest of the three basic cases referred to under paragraph 18. The second of those cases 
involves considerably more work in solution for the reason that when the interruption takes 
place and t,he keying sequence recommences, the latter is not invariably the initial point of the 
sequence, as in the first case. 

b. In the second of those cases the interruptor causes a break in the keying se,quence and 
a recommencement at any one of the 10 keying elements. Consequently, it is impossible now 
merely to superimpose sections of the text by shifting them so that their initial letters fall in 
the same column. But a superimposition is nevertheless possible, provided the interruptions 
do not occur so frequently 2 that sections of only a very few letters are enciphered by sequent 
keyletters. In order to accomplish a proper superimposition in this case, a statistical test 
is essential, and for this a good many letters are required. The nature of this test will be 
explained in Section XI. 

c. The same thing is true of the last of the three cases mentioned under paragraph 18. 
The solut,ion of a case of this sort is admittedly a rather difficult matter which will be taken up 
in its proper place later. 

d. (1) In the cases thus far studied, either the plain-text groupings were variable in length 
and were enciphered by a constant-length key, or the plain-text groupings were constant in 

2 When no inierruptor or “influence letter” is used, the ir#erruption or break in the keying sequence occurs 
after the encipherment of a definite number of letters. Once this number has been ascertained, solution of 
subsequent messages is very simple. 
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length and R-ere enciphered by a variable-length key. It is possible, however, to combine both 
principles and to apply a variable-length key to variable-length groupings of the plain text, 

(2) Suppose the correspondents agree to encipher a message according to word lengths, but 
at irregular intervals, to add at the end of a word an interruptor letter which will serve to inter- 
rupt the key. Note the following, in which the key is BUSINESS MACHINES and the interruptor 
letter is X: 

Key- __._ -.--__ B U S B 
Plain .____.___ A h4 M U N I T I 0 N F 0 R F I R S T X A R T I L L E R Y etc. 
Cipher _______ _ B T T R V 0 D 0 W V E Q V Z D F G J 0 B H D 0 S S J H I 

CRYPTOGRAM 

BTTRV ODOWV EQVZD FGJOB HDOSS J H I . . . etc. 

(3) The foregoing system is only a minor modification of the simple case of ordinary word 
length encipherment as explained in Section II. If standard cipher alphabets are used, the 
spasmodic interruption and the presence of the interruptor letter would cause no difficulty 
whatever, since the solution can be achieved mechanically, by completing the plain-component 
sequence. If mixed cipher alphabets are used, and the primary components are unknown, 
solution may be reached by following the procedure outlined in Sections II and III, with such 
modifications as are suitable to the case. 

e. It is hardly necessary to point out that, the foregoing types of aperiodic substitution are 
rather unsuitable for practicai military usage. Encipherment is slow and subject to error. In 
some cases encipherment can be accomplished only by single-letter operation. For if the 
interruptor is a cipher letter the key is interrupted by a letter which cannot be known in advance; 
if the interruptor is a plain-text letter, while the interruptions can be indicated before encipher- 
ment is begun, the irregularities occasioned by the interruptions in keying cause confusion and 
quite materially retard the enciphering process. In deciphering, the rate of speed wol!ld be 
just as slow in either method. It is obvious that one of the principal disadvantages in all these 
methods is that if an error in transmission is made, if some letters are omitted, or if anything 
happens to the interruptor letter, the message becomes difficult or impossible to derryptograph 
by the ordinary code clerk. Finally, the degree of cryptographic security attainable by most 
of these methods is not sufficient for military purposes. 
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SECTION VI 

REVIEW OF AUTO-KEY SYSTE?vlS 

The two basic methods of auto-key encipherment ______________________ - ____________________________ 23 

23. The two basic methods of auto-key encipherment.--a. In auto-key encipherment there 
are two possible sources for successive key letters: the plain text or the cipher text of the message 
itself. In either case, the initial key letter or key letters are supplied by preagreement between 
the correspondents; after that the text letters that are to serve as the key are displaced 1, 2, 3, 
. . . intervals to the right, depending upon the length of the prearranged key. 

b. (1) dn example of plain-text keying will 6rst be shown, to refresh the student’s recollec- 
tion. Let the previously agreed upon key consist of a single letter, say X, and let the cipher 
alphabets be direct, standard alphabets. 

Key _____________________ X N 0 T I F Y Q U A R T E R M A S T E R . . 
Plain ___________________ N 0 T I F Y Q U A R T E R M-A S T E R . . . 
Cipher __________________ K B H B N D 0 K U R K X V D M S L X V . . . 

(2) Instead of having a single letter serve as the initial key, a word or even a long phrase 
may be used. Thus (using TYPEWRITER as the initial key): 

Key _____________________ T Y P E W R I T E RI N 0 T I F Y Q U A R . . 
Plain _________ - _________ N 0 T I F Y Q U A R T E R M A S T E R . . . 
Cipher __________________ G M I M B P Y N E I G S K U F Q J Y R . . . 

c. (1) In cipher text auto keying the procedure is quite similar. If a single initial key letter 
is used: 

Kc- _____________________ Xl K Y R Z E C S M M D W A R D D V 0 S . . . 
Plain ___________________ N 0 T I F Y Q U A R T E R M A S T E R . . . 
Cipher __________________ K Y R Z E C S M M D W A R D D V 0 S J . . . 

(2) If a key word is used: 

Key _____________________ T Y P E W R I T E R] G M I M B P Y N E I . . 
Plain ___________________ N 0 T I F Y Q U A R T E R M A S T E R . . . 
Cipher __________________ G M I M B P Y N E I Z Q Z Y B H R R V . . . 

(3) Sometimes only the last cipher letter resulting from the use of the prearranged key 
word is used as the key letter for enciphering the auto-keyed portion of the text. Thus, in the 
last esample, the plain text beginning TEPMASTER would be enciphered as follows: 

Key _____________________ T Y P E W R I T E RI I B F W I I A T X . . . 
Plain ___________________ N 0 T I F Y Q U A R T E R M A S T E R . . . 
Cipher __________________ G M I M B P Y N E I B F W I I A T X 0 . . . 

(28) 
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d. In the foregoing examples, direct standard alphabets are employed; but mixed alphabets, 
either interrelated or independent, may be used just as readily. Also, instead of the ordinary 
type of cipher alphabets, one may employ a mathematical process of addition (see par. 40j of 
Special Text Ko. 166, Advanced Military Cryptography) but the difference between the latter 
process and the ordinary one using sliding alphabets is more apparent than real. 

e. Since the analysis of the case in which the cipher text constitutes the auto key is usually 
easier than that in which the plain text serves this function, the former will be the first to be 
discussed. 

4828610-u-3 
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SECTION VII 

SOLUTION OF CIPHER-TEXT AUTO-KEY SYSTEMS 

Paragraph 

Solution of cipher-text auto-keyed cryptograms x-hen known alphabets are employed _____________________________ 24 
General principles underlying solution of cipher-text auto-keyed cryptograms by frequency analysis..----.--- 25 
Frequency distributions required for solution ________________________________________------------------------------------------ 26 
Example of solution by frequency analysis ________________________________________--------------------------------------------- 27 
Example of solution by analysis of isomorphisms ________________________________________------------------------------------- 28 
Bpecial case of solution of cipher-text auto-keyed cryptograms ________________________________________------------------- 29 

24. Solution of cipher-text auto-keyed cryptograms when known alphabets are employed.- 
a. (1) First of all it is to be noted that if the cryptanalyst knows the cipher alphabets which 
were employed in encipherment, the solution presents hardly any problem at all. It is only 
necessary to decipher the message beyond the key letter or key-word portion and the initial part 
of the plain text enciphered by this key letter or key word can be f?lled in from the context. 
An example, using standard cipher alphabets, follows herewith: 

CRYPTOGRAM 

WSGQV OHVMQ WEQUH AALNB NZZMP ESKD 

(2) writing the cipher text as key letters (displaced one interval to the right) and deciphering 
by direct standard alphabets yields the following: 

Key--- _._ ___ ___ _ _ WSGQVOHVMQWEQUHAALNBNZZMPESK 
Cipher ___________ W S G Q V 0 H V M Q W E Q U H A A L N B N Z Z M P E S K D 
Plain _____________ WOKFTTOREGIMENTALCOMMANDPOST 

(3) Trial of the word REPORT as the initial word of the message yields an intelligible word 
as the initial key: FORCE, so that the message reads: 

Key _____________________ F 0 R C E V 0 H V M Q . . 
Cipher __________________ W S G Q V 0 H V M Q . . . 
Plain ____________________ R E P 0 R T T 0 R E . . . 

(4) A semiautomatic met,hod of solving such a message is to use sliding normal alphabets 
and align the strips so that, as one progresses from left to right, each cipher letter is set opposite 
the letter A on the preceding strip. Taking the letters VMQWEQUHA in the foregoing example, 
note in Figure 7 the series of placements of the successive strips. Then not.e how the successive 
plain-text letters of the word REGIMENT reappear to the left of the successive cipher letters 
MQWEQUHA . 

WI 
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AVHXTXUO 
BWIYUYOIP 
CXJZVZPJQ 
DYKAWAQKR 
EZLBXBRLS 
FAMCYCSMT 
GBNDZDTNU 
HCOEAMOV 
IDPFBFVPW 
JEQGCGWQX 
KFRHDHXRY 
LGSUIYSZ 
MHTJFJZTA 
NIUKGKAG 
OJVLHLBVC 
PKWMIMCWD 
QLXNJNDXE 
UYOKOEYF 
SNZPLPFZE 
TOAQMQGAH 
UPBRNRHBI 
VQCSOSICJ 
WRDT.PTJDK 
XSEUQUKEL 
YTFVRVLFM 
ZUUSWMGN 

FIGWL 7. 

b. If, as a result of the analysis of several messages (as described in par. 25), mixed 
primary components have been reconstructed, the soIution of subsequent messages may readily 
be accomplished by following t,he procedure outlined in a above, since in that case the cipher 
alphabets have become known alphabets. 

25. General principles und’erlying solution of cipher-text auto-keyed cryptograms by 
frequency analysis-o. First of all, it is to be noted in connection with cipher-text auto-keying 
that repetitions will not be nearly as plentiful in the cipher text as they are in the plain text, 
because in this system before a repetition can appear two things must happen simultaneously. 
First, of course, the plain-text sequence must be repeated, and second, one or more cipher-text 
letters (depending upon the length of the introductory key) immediately before the second appear- 
ance of the plain-text repetition must be identical with one or more cipher-text letters immediately 
before the first appearance of the group. This can happen only as the result of chance. In 
the following example the introductory key is a single letter, X, and d&t standard components 
are used in the usual Vigenere manner: 

Key _______ _ __ _ _______ XCKBTMDHNVHLY....KDKSJMDHNVHLY 
Plain _________________ FIRSTREG-IMENT....THIRDREGIMENT 
Cipher _______________ CKBTMDHNVHLYR...KDKSJMDHNVHLYR 
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The repeated plain-text word, REGIMENT, has only 8 letters but the repeated cipher-text group 
contains 9, of which only the last 8 letters actually represent the plain-text repetition. In 
order that the word REGIMENT be enciphered by D H N V H L Y R the second time this 
word appeared in the test it was necessary that the key letter for its first letter, R, be M both 
times; no other key letter will produce the same cipher sequence for the word REGIMENT in this 
case. Each different key letter for enciphering the first letter of REGIMENT will produce a 
different encipherment for the word, so that the chances 1 for a repetition in this case are roughly 
about 1 in 26. This is the principal cause for the reduction in repetitions in this system. If 
an introductory key of two letters were used, it would be necessary that the two cipher letters 
immediately before the second appearance of the repeated word REGIMENT be identical with 
the two cipher letters immediately before the first appearance of the word. In general, then, 
an n-letter repetition in the cipher text, in this case, represents an (n-k)-letter repetition in the 
plain text, where n is the length of the cipher-text repetition and k is the length of the introductory 
key. 

b. There is a second phenomenon of interest in connection with the cipher-text auto-key 
method. Let the letter opposite which the key letter is placed (when using sliding components 
for encipherment) be termed, for convenience in reference, “the base letter.” normally the 
base let,ter is the initial letter of the plain component, but it has been seen in preceding tests 
that this is only a convention. Kow when the introductory key is a single letter, if the base 
letter occurs as a plain-text letter its cipher equivalent is identical with the immediately pre- 
ceding cipher letter; that is, there is produced a double letter in the cipher text, no matter what 
the cjpher component is and no matter what the key letter happens to be for that encipherment. 
For example, using the H Y D R A U L I C . . . X Z sequence for both primary com- 
ponents, with H, the initial letter of the plain component as the base letter, and using the 
introductory key letter X, the following encipherment is produced: 

Key ________________________ XJOIIFLYUTTDKKYCXG 
Plain ______________________ M A N H A T T A N H I G H J I N K S 
Cipher ____________________ J 0 5 F L Y U TT D KK Y C X G L 

Note the doublets II, TT, KK. Each time such a doublet occurs it means that the second letter 
represents H,, which is the base letter in this case (initial letter of plain.component). xow if 
the base letter happens to be a high-frequency letter in normal plain text, for example the letter 
E, or T, then the cipher text will show a large number of doublets; if it happens to be a low-fre- 
quency letter the cipher text will show very few doublets. In fact, the number of doublets 
will be directly proportional to the frequency of the base letter in normal plain text. Thus, 
if the cryptogram contains 1,000 letters t,here should be about 72 occurrences of doublets if 
the base letter is A, since in 1,000 letters of plain text there should be about 72 A’s. Conversely, 
if a cryptogram of 1,000 letters shows about 72 doublets, the base letter is likely to be A; if it 
shows about 90, it is likely to be T, and so on. Furthermore when a clue to the identity of the 
base letter has been obtained in this manner, it is possible immediately to insert the corresponding 
plain-text letter througho?!t the text of the message. The distribution of this letter may not 
only serve as a check (if no inconsistencies develop) but also may lead to the assumption of 
values for other cipher letters. 

c. When the introductory key is 2 letters, then this same phenomenon will produce groups 
of the formula ABA, where A and B may be any letters, but the first and third must be identical. 
The occurrence of patterns of this type in this case indicates the encipherment of the base lett.er. 

1 If all the cipher letters appeared with equal frequency the chances would be exactly 1 in 26. But certain 
letters appear with greater frequency because some plain-text letters are much more frequent than others. 
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d. The phenomena noted above can be used to considerable advantage in the solution of 
cryptograms of this type. For instance, if it is hewn that the ordinary Vigenere method of 
encipherment is used (0, ,? = 6, ,1 ; 0pll=0e12), then the initial letter of the plain component is 
the base letter. If, further, it is known that the plain component is the normal direct sequence, 
then the base letter is A and a word such as BATTALION 4l be enciphered by a group having 
the formula AABCCDEFG. -- If the plain component is a mixed sequence and happens to start 
with the letter E, then a word such as ENmY would be enciphered by a sequence having the 
formula @JCD.2 Sequences such as these are, of course, idiomorphic and if words yielding 
such idiomorphisms are frequent in the text there will be produced in the latter several or many 
cases of isomorphism. When these are analyzed by the principles of indirect symmetry of 
position, a quick solution may follow. 

e. A final principle underlying the solution of cipher-text auto-keyed cryptograms remains 
to be discussed. It concerns the nature of the frequency distributions required for the analysis 
of such cryptograms. This principle will be set, forth in the next paragraph. 

26. Frequency distributions required for solutiom-u. Consider the message given in 
paragraph 23c (1). It happens thnt the letter R, occurs twice in this short message and, because 
of the nature of the cipher-text auto-keving method, this letter must also appear twice in the 
key. Kow it is obvious that all plain-text letters enciphered by key lett,er Rh will be in the same 
cipher alphabet; in other words, if the key text is “offset” one letter to the right of the cipher 
text, then every cipher letter which immediately follows an R, in the cryptogram will belong to the 
same cipher alphabet, and this alphabet may be designated conveniently as the R cipher alphabet. 
Now if there were sufhcient text, so t,hat there were, say, 30 t’o 40 RO’s in it, then a frequency 
distribution of the letters immediately following the Rc’s will exhibit monoalphabeticity. 
Vi%at has been said of the letters following the Rc’s applies equally well to the letters following 
all the other letters of the cipher text, the AC’s, Be’s, Cc’s, and so 0x1. In short, if 26 distributions 
are made, one for each letter of the alphabet, showing the cipher letter immediately succeeding 
each different letter of the cipher text, then the text of the cryptogram can be allocated into 26 
uniliteral, monoalphabetic frequency distributions which can be solved by frequency analysis, 
providing there are sufficient data for this purpose. 

b. The foregoing principle has been described as pertaining to the case when the introductory 
key is a single letter, that is, when the key text is “offset” or displaced but one interval to the 
right, of the cipher text. But it applies equally to cases wherein the key text is offset more than 
one interval, provided the frequency distributions are based upon the proper interval, as deter- 
mined by the displacement due to the length of the introductory key. For instance, suppose 
the introductory key consists of two letters, as in the following example: 

Key text _______________ -_ UIMRHFHGFNQRXOMRMVWEE 
Plain text ________________ RELIABLEINFORMATION.. 
Cipher text ______________ MRHFHGFNQRXOMRMVWEE.. 

The key text in this case is offset two intervals to the right of the cipher text and, therefore, fre- 
quency distributions made by taking the cipher letters one interval to the right of a given cipher 
letter, each time that lett,er occurs, will not be monoalphabetic because some letter not related 
at all to the given cipher letter is the key letter for enciphering the letter one interval to the 
right of the latter. For example, note the three R,‘s in the foregoing illustration. The first 
R, is followed by H,, representing the encipherment of L, by Mr; the second R, is followed by X,, 
representing the encipherment of FD by Qr; the third R, is followed by M,, representing the en- 
cipherment of A, by M&. The three cipher letters H, X, and M are here entirely unrelated and do 

1 Six letters are shown because the idiomcrphism in this case extends over that many letters. 
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not belong to the same cipher alphabet because they represent encipherments by three diffrrcnt 
key letters. On the other band, the cipher letters two intervals to the right of the Rl’s, viz, 
F, 0, and V, are in the same cipher alphabet because these cipher letters are the results of en- 
ciphering plain-text letters I, 0, and T, respectively, by the same key letter, R. It is obvious, 
then, that when the introductory key consists of two letters and the key test is displaced two 
intervals to the right of the cipher text, the proper frequency distributions for mononlphabeticitp 
will be based upon the letter at the second interval to the right of each cipher letter. Likewise, 
if the introductory key consists of three letters and the key text is displaced three intervals to 
the right of the cipher text, the distributions must be based upon the third interval, and so on! 
in each case the interval used correspondin g to t.he amount of displacement between key text 
and cipher text. 

c. Conversely, in solving a problem of this type, when the length of the introductory key 
and therefore the amount of displacement are not known, the a.ppearance of the frequency dis- 
tributions based upon various intervals after each different cipher letter will disclose this un- 
known factor, since only one set of distributions will exhibit monoalphabeticity and the interval 
corresponding to that set will be the correct interval. 

d. Application of these principles will now be made, using a specific example. 
27. Example of solution by frequency analysis.--a. It will be assumed that previous studies 

have disclosed that the enemy is using the cipher-text auto-key system described. It will be 
further assumed that these studies have also disclosed t,hat (1) the introductory key is usually a 
single letter, (2) the usual Vigenbre method of employing sliding primary components is used, 
(3) the plain component is usually the normal direct sequence, the cipher component a mixed 
sequence which changes daily. The following crypt.ograms, all of the same date, have been 
intercepted: 

IJXWX 
QZSXD 
EHHLM 
CARPH 
TDIQK 
OKNTB 

GRVRM 
RTNJU 
FHIJA 
FFNFI 
AOOXD 

RWKAO 
MWTQO 
LAQYU 

EECDA 
HIFEL 
RVCUR 
MGLDY 
KMLTU 
TZJOQ 

ZWKXG 
AKOBL 
QBMLT 
BWNYS 
BUYNK 

LTCJM 
HQVGX 

MESSAGE 1 

CNQET 
NNJJI 
GDIEQ 
FYTCD 
RQGGN 
YSCDI 

MESSAGE 11 

WPCKK 
NLMWK 
PURRS 
TCETP 
LBWCD 

MESSAGE III 

ZDKVU 
CHOLM 

UKNMV 
DIVEY 
SGTAR 
GYFKR 
KMKIX 
DGETX 

RMXAN 
YYZJU 
UEQEV 
DGTTZ 
GGKXX 

JCDDY 
WVGRK 

DIWPP 
GTCZM 
JJQQY 
FKSET 
JXWKA 
GXXXX 

JCCXU 
CSUHF 
ZEYGC 
RRQHQ 

BZELM 
IBRXD 

KIROZ TQYUX 
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XJJPM 
TUTCV 
SUMUJ 

GISUH 
XCTBS 
HAGIE 
PSFAJ 
WPVIB 
MUZEL 
FORSA 

TBJPA 
BDAQY 
CECZM 

TBJPA 
SFTQT 
XUKTX 
FXXXX 

LTZKX 
GRJPF 
CSLGX 

WZHST 
FKIRH 
WMEHH 
UQZHZ 
OBCCX 
YOOVU 
JLNQM 

ARYYP 
MMTTF 
MWOHC 

QAAZT 
CJJGJ 
GGBOX 

35 

DRESSAGE IV 

ECAQZ 
FDIPP 
HXMOZ 

AIEsS.~GE V 

TZOID 
MMVYM 
LMWKY 
MTFHZ 
NNDGI 
JWKIE 
BQXXX 

&~ESSAGE VI 

VHIDI 
UUNMG 
FOBHV 

RXALX 
OVMRG 
MXDID 

NTTOC 
DIXCE 
EKAQI 

DHOOV 
IIVUU 
PPDQZ 
MLACZ 
ESJOC 
IBBCZ 

TUXNJ 
QPUXM 
NKAZC 

FKKME 
LVWTT 
SPBSF 

ONDUC 
SETWW 
SUAOX 

NBTJG 
CZMJE 
GBOIW 
ROVDI 
KBJHQ 
AJIEF 

MXGSS 
OVUYE 
KMXXX 

IAABD 
JUAWL 
LYZKC 

b. A distribution table of the type described in paragraph 256 is compiled and is shown as 
Figure 8 below. In making these distributions it is simple to insert a tally in the appropriate 
cell in the pertinent horizontal line of the table, to indicate the cipher letter which immediately 
follows each occurrence of the letter to which that line applies. Obviously, the best method of 
compiling the data is to handle the text digraphicnlly, taking the first and second letters, the 
second and third, the third and fourth, and so on, and distributing the final letters of the digraphs 
in a quadricular table. The distribution merely takes the form of tally marks, the fiffth being a 
diagonal stroke so as to totalize the occurrences visibly. 
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A 
B 
C 
D 
E 
F 
G 
H 
I 
J 

e:K w 
BL 
Z;M 
dN 
$0 
CP 
hQ 

R 
S 
T 
U 
V 
W 
X 
Y 
Z 

C. 
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SECOND LETTER 

ABCDEFGHI JKLMNOPQRSTUVWXYZ 

I __---_ 
I /I .----_ 
I i Ill .----- 

l/ .---_- 
I I /I .----- 

/ I 

I / l//l IN/ I 
----- 
l/l I I I I Iii I 
----- 

/ // I 

I/ II .-w-e--_ 
/I //I 'ii 

-------- 
//I / I .------_ 

Ml I 

I Ill/ / II --b---e- 
/I II 

I II _---- 
I I _-_-_ 
I II ----- 
II / I/// .---- 
llil II _-_-- 
il / / I/ 

l/l I w .---- 
I /l/l I 

----- 
I .--__ 

I /I .---- 

.---_ 
II I 

l//l / II _---_-- 
.!!---‘i!!- 

/I// I / .----- 
I I ii _----- 

l/ II .----- 
ii I// 

Fxowr 8. 

The individual frequency distributions give every appearance of being‘monoalphabetic, 
which checks the assumption that the enemy is still employing the same system. The total 
number of letters of text (excluding the final X’s) is 680. If the base letter is A then there should 
be approximately 680X7.2%=49 cases of double letters in the text. There are actually 52 
such cases, which checks quite well with expectancy. The letter A is substituted throughout 
the text for the second letter of each doublet. 

d. The following sequence is noted: 

Message V, line l_________ G I S U H W Z H S ?? Z 0 I fi H 00 V N B T J G 
. . . A.... A..A. . . 

Assume that the sequence DDHOOVNBT represents BATTALION. Then the frequency of H, in the 
D cipher alphabet should be high, since H,=T,. The H has only 2 occurrences. Likewise, the 
frequency of 0, in the H alphabet (=T,) should be high; it is also only 2. The frequency of V 
in the 0 alphabet should be medium or low, since it would equal L,; it is 5, which is too high. 
The rest of the letters of the assumed word are simil~ly checked against the appropriate fre- 
quency distributions, with the result that, on the whole, the assumption that the DDHOOVNBT 
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sequence represents BATTALION does not appear to be warranted. Similar attempts are made 
at other points in the text, with the same or other probable words. Some of these attempts 
may hare to be carried to the point where the placement of values in the tenktire cipher com- 
ponent leads to serious inconsistencies. Finally, attention is fixed upon the following sequence: 

-- 
Message VI, line 2-_..--.--.. B D A Q Y M M T T F fi N M G . . . 

. . . A.A. .A... 
The m.ord MMTTFUUNMG . 

AVAILABLE Is assumed. The appropriate frequency distributions are consulted 

to see how well the actual individual frequencies correspond to the espected ones. 

I ASSUDXld I Fmuency I 
Alpha- 

bet 
e. % Expected Actual 

LOW 

High 
Medium 
Lon 
Medium 
High 

Approri- 
Dlfi!iOU 

I. 
Fair 

Fair 
Good 
Good 
Fair 
Fair 

The assumption cannot be discarded just yet. Let the values derivable from the assumption 
be inserted in their proper places in a cipher component, and, using the latter in conjunction 
with a normal direct sequence as the plain component, let an attempt be made to find corrobora- 
tion for these values. The following placements may be made: 

Plain__-__-_-_________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y 2 
Cipher _______________ M F G UN T 

The letter M, appears twice in the cipher sequence and when this partinlly reconstructed cipher 
component is tested it is found that the value L,(N,)=M, is corroborated. Having the letters 
M, F, G, U, N, and T tentatively placed in the cipher component, it is possible to insert certain 
plain-text values in the text. For example, in the M alphabet, Fc==DD, G,=&, Uc=Op, N,-P,, 
T,=V,. In the F alphabet, Go=Bp, U,=L,, Nc=Mp, T,=S,, M,=X,. The other letters yield 
additional values in the appropriate alphabets. The plain-text values thus obtainable are 
inserted in the cipher text. No inconsistencies appear and, moreover, certain “good” digraphs 
are brought to light. For instance, note what happens here: 

Key ____________ . UQZH ZMTFH ZMLAC Z 
Message V, line 4 __________________ Cipher _________ U Q Z H Z M T F H Z M L A C Z . 

Plain ________--- VI 

Now if the letter H can be placed in the cipher component, several values might be added to this 
partial decipherment. Noting that F and G are sequent in the cipher component, suppose H 
follows G therein. Then the following is obtained: 

Key ____________ . UQZH ZMTFH ZMLAC Z 
Message V, line 4 __________________ Cipher _________ U Q Z H Z M T F H Z M L A C Z . 

Plain ___________ VIC 
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Suppose the VIC is the beginning of VICINITY. This assumption permits the placement of 
A, C, L, and Z in the cipher component, as follows: 

Plain- ._______________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher _______________ M A FGH L ZUN T C 

These additional rnlues check in very nicely and presently the entire cipher component is 
reconstructed. It is found to be as follows: 

Plain.. _______________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher _______________ M A B F G H J K L Q S V X Z U N D E R W 0 T Y P I C 

The key phrase is obviously UNDERV;OOD TYPEWRITER COMPANY. All the messages now may 
be deciphered with ease. The following gives the letter-for-letter decipherment of the first 
three groups of each message: 

I (Introductory key: K) 

Key __________.____________ fl I J X W XEECD 
Cipher ____________________ T J X W X EECDA 
Plain _____ _ ________________ R I G H T FAIRL 

II (Introductory key: E) 

ACNCQ 
CNQET 
YQUIE 

Key _______________________ g G R V R MZWKX 
Cipher ____________________ G R V R M ZWKXG 
Plain ______________________ N 0 T H I NGOFS 

III (Introductory key: R) 

GWPCK 
WPCKK 
PECIA 

Key _______________________ Fj R W K A OLTCJ 
Cipher ____________________ R W K A 0 L T C J hl 
Plain _______.______________ A B 0 U T ONEHU 

IV (Introductory key: J) 

MZDKV 
ZDKVU 
NDRED 

Key _______________________ 4 X J J P MLTZK 
Cipher __________._________ X J J P M LTZKX 
Plain ______________________ G U A R D INSUF 

V (Introductory key: E) 

XECAQ 
ECAQZ 
FICIE 

Key _______________________ fl G I S U HWZHS 
Cipher ____________________ G I S U H WZHST 
Plain ______________________ N U M E R OUSFL 

VI (Introductory key: B) 

TTZOI 
TZOID 
ASHES 

Key _______________________ BI T B J P AARYY 
Cipher ____________________ T B J P A ARYYP 
Plain ______________________ T H E R E AREAB 

VII (Introductory key: B) 

PVHID 
VHIDI 
OUTS1 

Key _______________________ a T B J P AQAAZ TRXAL 
Cipher ____________________ T B J P A QAAZT RXALX 
Plain ______________________ T H E R E ISAMI XUPHE 

. . . 

. . . 
* . . 

. * . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 
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e. In the foregoing example the plain component was the normal direct sequence, so that 
with the 1~igenPre method of encipherment the base letter is A. If the plain component is a 
mixed sequence, the base letter may no longer be A, but in accordance with the principle set 
forth in paragraph 23, the frequency- of doublets in the cipher t,ext w-ill correspond with the 
frequent\- of the base letter as a lettw of normal plein test. If a good clue as to the identity 
of this letter is afforded by the frequency of doublets in the cipher text, the insertion of the 
corresponding base letter in the plain test, will lead to further clues. The solution from there 
on can be handled along the lines indicated above. 

28. Example of solution by analysis of isomorphisms.--a. It u-as stated in paragraph 23 
that, in cipher-text auto-keying the production of isomorphs is 
that analysis of these isomorphs may yield a quick solution. i I1 1 
be studied. 

a frequent phenomenon and 
example of this sort, u-ill now 

b. Suppose the following cryptograms hare been intercepted: 

USYPW 
BtiKVB 
PMYUC 
TCVNI 
EFAAG 
ATNNB 
NXQWH 
TNKKU 

BIIBF 
X R S C T 
KTTCF 
JOEYM 

HALOZ 

1 

TRXDI M L E X R KVDBD 
MAMMO TXXBW ENAXM 
NEVVJ LKZEK URCNI 

EKKLR VRFRF XDDQQ 
ZRLFD 
OUPIT 
UVEVY 
XLODL 

NDSCD MPBBV 
JLXTC VAOVE 
PLQGW UPVKU 
WTHCZ R 

GRXLG 
KVBWK 
KVKRO 
RPEEW 

JRRVM 
KZEKU RFRFX 
XAGXD MCUNX 
BJNNB ITMLJ 

2 

HOUZO LLZNA 
OTGUQ QFJOC 
BOEPL QIGNR 
HOTJO CRIIX 

3 

MHCVB YUHAO 
YBHAL ZOFHM 
XLXGZ JPWUI 
OOSEA ATKPB 

DQGSU 
QLZIX 
FQFNN 
XROCS 
DEWRR 
YJJLK 
BMMLB 

MHCTY 
YYBVK 
IQOVJ 
OZETZ 

EOVAC 
RSJYL 
FDBBY 
Y 

NSFBO 
DIXGZ 
YGSIJ 
SJTBV 
NQICH 
DMLEG 
OAEOT 

SCAAT 
IXDMT 
YKIPH 
NK 

QVVJL 
APGRS 
PVFZN 

c. Frequency distributions are made, based upon the 2d letters of pairs, as in the preceding 
example. The result is shown in the t,able in figure 9. The data in each distribution are rela- 
tively scanty and it would appear that the solution is going to be a rather dif5cult matter. 
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SECOND LETTER 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 

) / ) i-i-~-i-l’i-l-l-l--,---I--i--‘------ - 
1 I/ i ::/ I; 1 1 Iii 1 1; 1 / / 1 / 1 1 1 D 

/ 1: 11 I: .-!------- 
i ’ ii ___------ 

i! I/ ,i .-------- 
li .---_----- i / I 

_------ 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
FIGURE 3. 

d. However, before becoming discouraged too quickly, a search is made throughout the 
text to see if any isomorphs are present. Fortunately there appear to be several of them. 
Note the following: 

i 

(1) * DBDDQGSUNSFBOBEK... 
Message lo--- (2) . NEGJLKZEKURCNIF... 

(3) - T N Q U X k 0 D L W T H C Z R 1 end of message 

Yiessage 2 _._________ (4) . C R u X 0 z E T z N K 1 end of message 

Message 3.~-~--~-~~-(5) . CQEJLKZEKURFRFX... 

First, it is necessary to delimit the length of the isomorphs. Isomorph (2) shows that the iso- 
morphism begins with the doubled letters. For there is an E before the V V in that case and also 
an E within the isomorph; if the phenomenon included the E, then the letter immediately before 
the D D in the case of isomorph (1) would have to be an N, to match its homolog, E, in isomorph 
(2), which it is not. Corroborating data are given by isomorphs (3), (4), and (5) in this respect. 
Hence, we may take it as established that the isomorphism begins with the doubled letters. 
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As for the end of the isomorphism, the fact that isomorphs (2) and (5’1 are the same for 10 letters 
seems to indicate that that is the length of the isomorphism. The fact that message 2 ends 2 
letter.. after the last “tie-in” letter, Z, corroborates this assumption. It is at least certain that 
the isomorphism does not extend beyond 11 letters because the recurrence of R in isomorph (5) 
is not matched by the recurrence of R in isomorph (2), nor by the recurrence of T in isomorph (3). 
Hence it may be assumed that the isomorphic sequence is probably 10 letters in length, possibly 
11. But to be on safe ground it is best to proceed on the lo-letter basis. 

e. Applying the principles of indirect symmetry to the superimposed isomorphs, partial 
chains of equivalents may be constructed and it happens in this case that practically the entire 
primary component may be established. Let the student confirm the fact that the following 
sequence may be derived from the data given: 

1 2 3 4 6 6 7 8 9 10 11 12 13 14 15 16 17 18 IQ 20 21 22 23 ?A 2.5 2a 

TEZKR.IVF...Q.WG.NUSBXJDOL 

The only missing letters are A, C, H, h!, P, and Y. By use of the nearly complete sequence on the 
text it will be possible to place these 6 letters in their positions in the cipher component. Or, if a 
keyword-mixed sequence is suspected, then the sequence which was reconstructed may be merely 
a decimation of the original primary sequence. By testing the partial sequence for various 
intervals, when the seventh is selected the following result is obtained: 

1 2 3 4 6 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 U 25 26 

TVWXZ..DR.ULI.BEFGJK.NO.QS 

The sequence is obviously based on the keyword HYDRAULIC, and the complete primary cipher 
component is now available. The plain component is then to be reconstructed. A word must 
be assumed in the text. 

j. A good probable word to assume for the lo-letter repetition found in messages 1 and 3 
is ARTILLERY. This single assumption is sticient to place 7 letters in the plain component. 
Thus: 

Key ________________ . . . VVJLKZEKUR... 
Plain ______________ . . . A R T I L L E R Y . . . . 
Cipher _____________ . . VVJLKZEKUR.... 

2346678 9 10 11 12 13 14 16 16 17 I3 10 20 21 22 23 24’ 2d 26 

;...E.. .I..L . . . . . R.T . . . . Y. 

These few letters are sticient to indicate that the plain component is probably the normal 
direct sequence. A few minutes testing proves this to be true. The two components are there- 
fore: 

Plain ______________ A B C D E F G H I J K L M N 0 P Cl R S T U V W X Y Z 
Cipher ____________ HYDRAULICBEFGJKMNOPQSTVWXZ 

With these two components at hand, the decipherment of the messages now becomes a relatively 
simple matter. Assuming a single-letter introductory key, and trying the first five groups of 
message 1 the results are M follows: 

Key ________________ ? U S Y P W T R X D I M L E X R K V D B D D Q G S . . . 
Cipher _____________ U S Y P W T R X D I M L E X R K V D B D D Q G S U . . . 
Plain _______________ ? P H R F Y I V E F I R E 0 F L I G H T A R T I L . . . 
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It is obvious that an introductory key of more than one letter was used, since the first few letters 
yield unint,elligible text; but it also appears that t,he last cipher letter of the introductory key 
u-as used as the introductory key letter for enciphering the subsequent auto-keyed portion of 
the text (see par. 23c(3)). However, assuming that t.he IVE before the word FIRE is the ending 
of the first word of the plain text, and that this word is INTENSIVE, the introductory key word 
is found to be WICKER. Thus: 

Key -_________ WICKER[TRXDIMLEXRKVDBDDQGS... 
. Plain __________ INTENSIVEFIREOFLIGHTARTIL... 
Cipher ________ USYPWTRXDIMLEXRKVDBDDQGSU... 

The beginnings of the other two messages are recoverable in the same way and are found to be 
as follows: 

Key _________________ P R 0 M I S El R X L G H 0 U Z 0 . . 
Plain _________________ R E Q U E S T V I G 0 R 0 U S . . . 
Cipher ______________ B I I B F G R X L G H 0 U Z 0 . . . 

Key __________________ C H A R G EDI R R V M M H C V B . . . 
Plain _________________ S E C 0 N D B A T T A L I 0 N . . . . 
Cipher ______________ H A L 0 Z J R R V ,M M H C V B . . . . 

g. The example solved in the foregoing subparagraphs offers an important lesson to the 
student, insofar as it teaches him that he should not immediately feel discouraged when con-fronted 
with a problem presenting only a small quantity of text and therefore affording what seems at first 
glance to be an insuficient quantity of data for solution. For in this example, while it is true that 
there are insufficient data for analysis by simple principles of frequency, it turned out that 
solution ws achieved without any recourse to the principles of frequency oj occuvence. Here, 
then, is one of those interesting cases of substitution ciphers of rather complex construction 
which are solvable without any study whatsoever of frequency distributions. Indeed, it will 
be found to be true that in more than a few instances the solution of quite complicated cipher 
systems mny be accomplished not, by the application of the principles of frequency, but by 
recourse to inductive and deductive reasoning based upon other considerations, even though 
the latter may often appear to be very tenuous and to rest upon quite flimsy supports. 

29. Special case of solution of cipher-text auto-keyed cryptograms-u. Two messages with 
identical plain tests enciphered according to the method of paragraph 23 c (3) by initial key 
words of different lengths and compositions can be solved very rapidly by reconstructing the 
primary components. The cryptographic tezts of such messages will be isomorphic ajter the initial 
key-word portions. ,hote the two following superimposed messages, in which isomorphism be- 
tween the two cryptograms is obvious nfter their 6th letters: 

-VI I I 
1. T S B J S KBNLO CFHAZ LWJAM BN%S MVJRE 
2. B K K M J XYCXB HRPVO XMUVI YCRCG IKUTD 

-L--------l1 - I 

1. H F P R X C% R% EHFMU HRAXC NFDUB ATFQR 

2. P R E T N HEHTT DPRIW PTVNH CRSWY VJRFT 
W- 
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Starting with any pair of superimposed letters (beginning with the 7th pair), chains of cquira- 
lents are constructed: 

1 a 3 4 s 3 7 8 3 10 11 12 13 14 

l_________________ Z 0 B Y . . . 
2 _________________ L X N C H P E D S G . . , . 
3 -________________ Q F R T J U W M I . . . 
4 _________________ A V K . , . 

By intorpolat,ion, these partial sequences may be united into the key-word sequence: 

HYDRAULICBEFGJKMNOPQSTVWXZ 

b. The initial key words and the plain texts may now be ascertnined quite easily by 
deciphc ring the messages, using this primary component slid against itself. It will be found that 
the initial key word for the 1st message is PENCE, that for the 2d is LATERAL. The reason that 
the cryptographic texts are isomorphic beyond the initial key word portions is, of course, that 
since the text beyond the key word is enciphered auto-key fashion by the preceding cipher letter 
the letters before the last letter of the key have no effect upon the encipherment at all. Hence 
two messages of identical text cannot be other than isomorphic after the initial key-word portions. 

c. The foregoing solution affords a clue to the solution of cases in which the texts of two 
or more messages are not completely identical but are in part ident.ical because they happen to 
have similar begiigs or endings, or contain nearly similar information or instructions. The 
progress in such cases is not so rapid as in the case of messages with wholly identical texts because 
much care must be esercised in blocking out the isomorphic sequences upon which the recon- 
struction of the primary components will be based. 

d. (1) In the foregoing cases, the primary components used to encipher the illustrative 
messages were identical mixed sequences. If nonidentical components are employed, the 
cryptograms present an interesting case for the application of a principle pointed out in a 
preceding text.’ 

(2) Suppose that the three messages of paragraph 27b had been enciphered by using a 
plain component different from the mixed component. The encipherments of the word 
ARTILLERY would still yield isomorphic sequences, from which, as has hen noted, the recon- 
struction of the cipher component can be accomplished. 

(3) Having reconstructed the cipher component (or an equivalent) the latter may be 
applied to the cipher text and a “decipherment” obtained. In this process any sequence of 26 
letters may be used as the plain component and even the normal sequence A . . . Z may be 
employed for this purpose. The word decipherment in the next to the last sentence is enclosed 
by quotation marks because the letters thus obtained would not yield plain text, since the real 
or an equivalent plain component has not yet been found. Such “deciphered” text may be 
termed spurious plain text. But the important thing to note is that this text is now monoalphabetic 
and may be solved by the simple procedure usually employed in solving a monoalphabetic cipher 
produced by a single mired alphabet. Thus, a polyalphabetic cipher may be converted to mono- 
alphabetic terms and the problem much simplified. In other words, here is another example 
of the situations in which the principle of conversion into monoalphabetic terms may be applied 
with gratifying success. It is also an example of the dictum that the use of two differently 
mixed primary components does not really give much more security than does a mixed component 
sliding against itself or against the normal sequence. 

b Military CryplanaJyrir, Part ZZ, p6r. 469. 
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e. (1) If the auto-key method shown in paragraph 23~ (2) had been employed in enciphering 
the two ic!entictl tests ab:J,re, the solution would, of course, have been a bit more difficult.. To 
ili:!5tr:lte such a ra-e. let the two texts be enciphered by key words of the same lengths but 
diflerent compositions: PENCE and LATER. Thus: 

No. 1 

&y------_-PENCE TSBJS MMNRU LPUIH JBTXF INNRM 
Plain--.---REQUE STINF ORMAT IONOF SITUA TIONI 
Cipher...-- TSBJS MMNRU LPUIH JBTXF INNRM DWIQV 

Iiey--- _____ D W I Q V P C K A 0 D P A Z 0 B C M R I A F N W 0 G L I H T 
Plain _______ NF I FT E E NTH I NFAN TRY SE CT OR A TON C E 
Cipher----- P C K A 0 D P A Z 0 B C M R I A F N W 0 G L I H T I W W C U 

No. 2 

Key ________ L 1. T E R B K K M J R B T U X S G E B Q Y R H H A T E T U C 
Plain _______ R E QUE STINF ORMAT IONOF SITUA TIONI 
Cipher----- B K K M J R B T U X S G E B Q Y R H H A T E T U C N 0 G T M 
Key-_--.---- NOGTM LDQLE NGBYE WDSUH PUTZE HHGDK 
Plain _______ N F I FT EE NTH I NFAN TRY SE CT OR A T 0 NC E 
Cipher----.LDQLE NGBYE WDSUH PUTZE HHGDK TODEX 

(2) Sow let the two cryptograms be superimposed and isomorphisms be sought. They are 
shown underlined below: 
l_____________ T S B J S M M N R U L P U I H J B T X F I N N R M D W I Q V 
3 . _-___---- ---” BKKMJ RBTUX SGEBQ YRHHA TEUC NgGTM 
I_____________ P C K A 0 D P A Z 0 B C M R I A F N W 0 G L I H T I W W C U 
9 e _ _ _ _ _ _ - _ - - - - - LD_QLE NGBYE WDSUH PUTZE HHGDK TQDEX 

It will be noted that the intervals between isomorphic superimposed pairs show a constant 
factor of 5, indicating a j-letter intial key word. 

(3) A reconstruct&n diagram for the pairs beyond the first five letters is established, based 
upon this interval of 5, and is as follows: 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 

HBE G W 

__----------------------- 
L F E A DB NC P STU W _--------------------e-v- 
WD T AUQH I CBEFG KXMNO 

The equivalent sequence A W N B D T K I H Q G U X 0 E R V M C Y S J L Z P F is 
established by indirect symmetry; from this, by decimation on the eleventh interval, the 
HYDRAULIC . . . XZ component is recovered. 

(4) It will be noted that the foregoing case, in which the initial key words for the two crypto- 
grams are of the same length, is only a special application of the method set forth in paragraph 
44 of Slilitary Cryptanalysis, Part II. But if the key words were of different lengths, the method 
set forth in paragraph 45 of the text referred to would be applicable. No example is deemed 
necessary, since no new principles are involved. 
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SOLUTION OF PLAIN-TEXT AUTO-KEY SYSTEMS 

Preliminary remarks on plain-text auto-keying ________________________________________---------------------------------------- 30 
Solution of plain-text auto-keyed cryptograms when the introductory key is a single letter..-............------ 31 
Example of solution by the probable-word method ________________________________________-.---------.----------------------- 32 
Concluding remarks on the solution of auto-key systems... ________________________________________-------------- ._____ ___ 33 

30. Preliminary remarks on plain-text auto-keying.--a. If the cipher alphabets are unknown 
sequences, plain-text auto-keying gives rise to cryptograms of more intricate character than 
does cipher-text auto-keying, as has already been stated. As a cryptographic principle it is 
very commonly encountered as a new and remarkable “invention” of tyros in the cryptographic 
art. It apparently gives rise to the type of reasoning to which attention has been directed 
once before and tc-hich was then shown to be a popular delusion of the uninitiated. The novice 
to whom the auto-key principle comes as a brilliant flash of the imagination sees only the apparent 
impossibility of penetrating a secret which enfolds another secret. His reasoning runs about 
as follows: “In order to read the cryptogram, the would-be solver must, of course, fl.rst know 
the key; but the key does not become known to the would-be solver until he has read the crypto- 
gram and has thus found the plain text. Since this is reasoning around a circle, the system is 
indecipherable.” How unwarranted such reasoning really is in this case, and how readily the 
problem is solved, will be demonstrated in the next few paragraphs. 

b. A consideration of the mechanics of t.he plain-text auto-key method discloses that a 
repetition of n letters in the plain text will produce a repetition of (n-k) letters in the cipher 
text, where n represents the length of the repetition and k the length of the introductory key. 
Therefore, when the introductory key consists of a single letter there will be as many repetitions 
in the cipher text as there are in the plain text, except for true digraphic repetitions, which of 
course disappear. But on the other hand some “accidental” digraphic repetitions are to be 
fairly expected, since it can happen that two Merent plain-text pairs, enciphered by different 
key letters, will produce identical cipher equivalents. Such accidental repetitions will happen 
less frequently, of course, in the case of longer polygraphs, so that when repetitions of 4 or more 
letters are found in the cipher text they may be taken to be true or causal repetitions. It is 
obvious that in studying repetitions in a cryptogram of this type, when the introductory key 
is a single letter, a 5-letter repetition in the cipher text, for example, represents a 6-letter word, 
or sequence repeated in the plain text. When the introductory key is k letters in length then 
nn n-letter repetition represents an (n+k)-letter repetition in the plain text. 

c. The discussion will, as usual, be divided into two principal cases: (1) when the cipher 
alphabets are known and (2) when they are unknown. Under each case there may be an intro- 
ductory key consisting of a single letter, a word, or a short phrase. The single-letter initial 
key will be treated first,. : 

31. Solution of plain-text auto-keyed cryptograms when the introductory key is a single 
letters--a. Note the following plain-text auto-keyed encipherment of such commonly encountered 
plain-text words as COMMANDING, BATTALION, and DIVISION, using two identical primary 
components, in this case direct standard alphabets: 

462861 0 - 42 - 4 (46) 
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(1) Plain test __________ B A T T A L I 0 N . 
1 

Key text ___________ . BATTALION Key text ___________ . DIVISION 
Plain text ___...____ D I V I S I 0 N . 

Cipher ________._..__ . BTMTLTWB. Cipher ______________ . L D D A A W B . 

1 

Key text ___________ . C 0 M M A N D I N G Key text ___________ . C A P T A I N 
(3) Plain text __________ C 0 M M A N *D I N G . Plain text __________ C A P T A I N . 

Cipher ______________ . Q A Y M N Q L V T . Cipher ______________ . C P I T I V . 

These characteristics may be noted:’ 
(1) The cipher equivalent of A, is the plain-text letter which immediately precedes 

(See the two A’s in BATTALION, in example 1 above.) . _ 

(3) 

(4) 

A,. 

(2) B plain-text sequence of the general formula ABA yields a doublet as the cipher equivalent 
of the fmnl two letters. (See IV1 or IS1 in DIVISION, example 2 above,) 

(3) Every plain-text trigraph having A, as its central letter yields a cipher equivalent the 
last two letters of wlich are identical with the initial and final letters of the plain-text trigraph. 
(See MAN in COMMANLING, example 3 above.) 

(4) Every plain-text tetragraph having A, as the initial and the final letter yields a cipher 
equivalent the second and fourth letters of which are identical with the second and third letters 
of the plain-test, tetragraph, respectively. (See APTA in CAPTAIN, example 4 above; also ATTA 
in BATTALION, example 1.) 

b. (1) From the foregoing characteristics and the fact that a repetition of a sequence of n 
plain-text letters will yield, in the case of a l-letter introductory key, a repetition of a sequence 
of n-l cipher letters, it is obvious that the simplest method of solving this type of cipher is 
that of the probable word. Indeed, if the system were used for regular traffic it would not be 
long before the solution would consist merely in referring to lists of cipher equivalents of com- 
monly used words (as found from previous messages) and searching through the messages for 
these cipher equivalents. 

(2) Note how easily the following message can be solved: 

BECJI BTMTL TWBPQ AYMNQ HVNET WAALC... 
1 ww 1 

Seeing the sequence BTMTLTWB, which is on the list of equivalents in Q above (see example l), 
the word BATTALION is inserted in proper position. Thus: 

BECJI BTMTL TWBPQ... 
. . . . B ATTAL ION..... 

Kith this as a start, the decipherment may proceed forward or backward with ease. Thus: 

BECJI BTMTL TWBPQ AYMNQ HVNET WAALC . . . 
EACHB ATTAL IONCO MMAND ERWIL LPLAC . . . 

c. The foregoing example is based upon the so-called Vigenke method of encipherment 
eha=%1; eD,,=eaP1). If in encipherment the plain-text letter is sought in the cipher com- 
ponent, its equivalent taken in the plain component (0 rn=8,,,; @,/2=@cll), the steps in solution 
are identical, except that the list of cipher equivalents of probable words must be modified 
accordingly. For instance, BATTALION will now be enciphered 
by the sequence _________________ ZTAHLXGZ. 

* The student is cautioned that the characteristics noted apply only to the case where tFo identical COD 
ponents are used, with the base letter A. 
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d. If reversed standard cipher alphabets are used, the word BATTALION 
will be enciphered by the sequence .______________________________________ BHATPDUB, 
which also presents idiomor$ic characteristics leading to the easy recognition of the word. 

e. All the foregoing phenomena are based upon standard alphabets, but when mixed cipher 
components are used and these have been reconstructed, similar observations may be recorded 
and the results employed in the solution of additional messages enciphered by the same com- 
ponents. 

32. Example of solution by the probable-word method.*. The solution of messages 
enciphered by unknown mixed components will now be discussed by example. ‘&‘hcn t,he pri- 
mary components are unknown, the observations noted under the preceding subparagraphs are, 
of course, not applicable; nevertheless solution is not difficult. Given the following three crypto- 
grams, all intercepted on the same day, and therefore suspected of being related: 

HUFII 
UEWHU 
GJPGH 
PHDPR 
WUAVW 
CIFGZ 
ROQOJ 

JUFII 
SPKTS 
GOVVV 
GOVZS 

FJUHF 
EUBDD 
RHUJU 
TVHNS 
UNMHH 
ZQXAP 
zuvcc 
XMHFF 
UHCBM 

OCQJJ 
UQHUM 
AYJDR 
SVKZP 
YUEZQ 
UVCCP 
DRUWN 

OCQJJ 
RZVXT 
KWUHE 
ENDBD 

FKDEN 
RHWUM 
FZPQP 
VCCEJ 
WKCVG 
QYGPA 
PDKCO 
KMYHS 
THOFH 

MESSAGE I 

IVZOZ 
RZVQR 
UWNGR 
PPKGS 
XAPQY 
DKCWV 
GRYSK 

MESSAGE II 

IVZOZ 
WFMRF 
NDBDD 
DRHWU 

MESSAGE111 

ALUPZ 
RHVGP 
YQCYH 
PEAMP 
DSWJA 
RPZVX 
GJWZH 
TBSKC 

VPDGO 
UAKVD 
YSKBL 
LLPRV 
GPSVS 
XTWFM 
BL 

IBFEJ 
QHHFO 
RHWUN 
NPPKP 

KQMVB 
DNCUJ 
OEQZV 
APOEP 
EQZBU 
CFNRA 
APUFZ 
VRQIJ 

VVVKW 
NNEZV 
QVUXN 
RBHAK 
FNRAK 
RFKBV 

SUBRJ 
RFJPD 
KCMPD 
EQOY 

JWVPK 
CDZCY 
XKCQF 
BHMVJ 
FFYUE 
KCIFG 
FVHAV 
YCPZH 

b. (1) There are many repetitions, their intervals show no common factor, and a uniliteral 
frequency distribution does not appear to be monoalphabetic. Plain-text auto-keying is sus- 
pected. The simplest assumption to make at the start is that single-letter introductory keys 
are being used, with the normal Vigenere method of encipherment, and that t,he plain component 
is the normal sequence. Attempts to solve any of the messages on the assumption that the 
cipher component is also the normal sequence being unsuccessful, it is next assumed that the 
cipher component is a mixed sequence. The 13-letter repetition J D R U W N G R Y S 
K B L and the l&letter repetition P D G 0 V V V K W U are studied intensively. If a 
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single-letter introductory key is being used, then these repetitions involve 14-letter and 11-letter 
plain-text sequences or words; if the normal Vigenere method of encipherment is in effect. 
(ek/?=e/il; &,:l=@c/2), then the base letter is A. If the latter is true then a good word which 
would fit the 134etter repetition is: 

Key __________________ . RECONNAISSANCE 
Plain text __________ R E C 0 N N A I S S A N C E . 
Cipher _______________ JDRUGGRYSKBL. 5 

and a good word which would fit the lo-letter repetition is: 

Key _____________________ . OBSERVATION 
Plain text ------------_- OBSERVATION. 
Cipher __________________ LL PDGOVVVKWU. 

(2) Inserting, in a mixed component, the values given by these two assumptions yields 
the following: 

Plain ____________ A B C D E F G H I J K L b! N 0 P Q R S T U V W X Y Z 

1 
R Cipher __________ E ‘k i STINGBC KL VW Y 

OP 
(3) It is a srmple matter to combine these two partial cipher components into a single 

sequence, and the two components are as follows: 

Plain ___________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher _________ R E A D J U S T I N G B C F H K L M 0 P Q V W X Y Z 

(4) with the primary components at hand, solution of the messages is now an easy matter. 
c. The foregoing example uses an unknown mixed cipher component sliding against what 

was first assumed (and later proved) to be the normal direct sequence. When both primary com- 
ponents are unknown mixed sequences but are identical, solution is more difbcult, naturally, 
because the results of assuming values for repeated sequences cannot be proved and established 
so quickly as in the foregoing example. Nevertheless, the general method indicated, and the 
application of the principles of indirect symmetry will lead to solution, if there is a fair amount 
of text available for study. When an introductory key of several letters is used, repetitions 
are much reduced and the problem becomes still more difficult but by no means insurmountable. 
Space forbids a detailed treatment of the method of solving these cases but it is believed that 
the student is in a position to develop these methods and to experiment with them at his leisure. 

33. Concluding remarks on the solution of auto-key systems.-u. The type of solution 
elucidated in the preceding paragraph is based upon the successful application of the probable- 
word method. But sometimes the latter method fails because the commonly expected words 
may not be present after all. Hence, other principles and methods may be useful. Some of 
these methods, useful in special cases, are almost mechanical in their nature. Extension of the 
basic principles involved may lead to rather far-reaching complexities. However, because these 
methods are applicable only to somewhat special situations, and because they are somewhat 
involved they will be omitted from the text proper and placed in Appendix 1. The student 
who is especially interested in these cases may consult that appendix at his leisure. 

b. It is thought that sticient attention has been devoted to the solution of both cipher-text 
and plain-text auto-key systems to have demonstrated to the student that these cryptographic 
methods have serious weaknesses which exclude them from practical usage in military cryptog- 
raphy. Besides being comparatively slow and subject to error, they are rather easily solvable, 
even when unknown cipher alphabets are employed. 
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c. In both systems there are characteristics which permit of identifying a cryptogram as 
belon,tig to this class of substitution. Both cases will show repetitions in the cipher text. In 
cipher-test auto-keying there will be far fewer repetitions than in the original plain text, especially 
when introductory keys of more than l-letter in length are employed. In plain-text auto-keying 
there n-ill be nearly as many repetitions in the cipher text as in the original plain text unless 
long introductory keys are used. In either system the repetitions Gil show no constancy as 
regards interrals between them, and a uniliteral frequency distribution will show such messages 
to be polyalphabetic in nature. Cipher-text auto-keying may be distinguished from plain-test 
auto-keying by the appearance of the frequency distribution of the second member of sets of 
two Irttcrs dt~paratc31 t)y the lellgtll of tirr i~~troductor; key (we par. 266. c!. In thr ~215~ of cipher- 
test auto-keyirl;l t hew frt~qrlc~uc,~ clistribi~tiorls will be monoalphahrtic~ ill II:I~IIW: it1 plaits-trst 
auto-ktlying sllvtl frc~quency distributions will not show monoalphahrtic (~haractrri5;tic’s 
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METHODS OF LENGTHENING OR EXTENDING THE KEY 

Preliminary remarks ________________________________________----------------------------------------------------------------- _ ______-- 34 
Extended and nonrepeating keys; the so-called “running-key eystem” ________________________________________---------- 35 
Other systems employing lengthy keying sequences ________________________________________--------------------------------- 36 

34. Preliminary remarks.-In paragraph lb of this text it was stated that two procedures 
suggest themselves for eliminating the weaknesses introduced by periodicity of the type pro- 
duced by simple, repeating-key methods. The Crst of these, when studied, embraced some of 
the very simple methods of suppressing or destroying periodicity, by : .,ch devices as interrupting 
the key and using variable-length groupings of plain text. It was demonstrated that subter- 
fuges of this simple nature are inadequate to eliminate the weaknesses referred to, and must be 
discarded in any system intended to afford real security. The other alternative suggested in 
paragraph lb therefore remains now to be investigated, viz, that of lengthening the keys to a 
point where there would seem to be an insufficient amount of text to enable the cryptanalyst to 
solve the traffic. Attempts toward this end usually consist in extending the key to such a length 
that the enemy cryptanalysts will have only a very limited number of periods to work with. 
The key may, indeed, be lengthened to a point where it becomes as long as, or longer than, the 
text to be enciphered, so that the key is used only once. 

35. Extended and nonrepeating keys.-a. It is obvious that one of the simplest methods of 
lengthening the key to a message is to use a long phrase or even a complete sentence, provided 
it is not too long to remember. In addition to the di ‘Lzulties that would be encountered in 
practical military cryptography ti selecting long mnemonic phrases and sentences which xould 
have to be imparted to many clerks, there is t,he fact that the probable-word method of solution 
still remains as a powerful tool in the hands of enemy cryptanalysts. And if only a word or 
two of the key can be reconstructed as a result of a fortunate assumption, it is obvious that the 
enemy cryptanalysts could readily guess the entire key from a fragment thereof, since any long 
phrase or sentence which is selected because it can easily be remembered is likely to be well 
known to many people. 

b. There are, however, more or less simple methods of employing a short mnemonic key in 
order to produce a much longer key. Basically, any method of transposition applied to a single 
alphabetic sequence repeated several times will yield a fairly long key, which, moreover, has the 
advantage of being unintelligible and thus approaching a random selection of letters. For 
example, a numerical key may be derived from a word or a short phrase; this numerical key may 
then be applied as a columnar-transposition key for a rectangle within which the normal alphabet, 
has been repeated a previously agreed upon number of times in a normal (left to right) or pre- 
arranged manner. The letters when transcribed from the transposition rectangle then become 
the successive letters for enciphering the plain text, using any desired type of primary com- 
ponents. Or, if a single transposition is not thought to be sufficiently secure, a double trans- 
position will yield a still more mixed up sequence of key letters. Other types of transposition 
may be employed for the purpose, including various kinds of geometric figures. Also, a non- 
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transposition method of lengthening the keying sequence and at the same time introducing an 
irregularity-, such as aperiodic interruption has already been described (see par. 13). 

c. Another method of developing a long key from a short mnemonic one is that shown below. 
Given the keyword CHRISTNZ3, a numerical sequence is first derived and then one writes down 
successive sections of this numerical key, these sections terminating with the successive num- 
bers 1, 2, 3, . . . of the numerical key. Thus: 

Llnemonic key _______ C H R I S T M A S 
Numerical key---.-- 2-3-6-4-7-9-5-l-8 

I121 31 4l 5l 7 Extended key _______ C H R I S T M A C C H C H R I C H R I S T M C H R 
7 8 9 

CHRISCHRISTMASCHRIST 

Thus the original key of only 9 lettersis expanded to one of 45 letters (l-+3+3$ . . . $-9=45). 
The longer key is also an interrupted key of the type noted under paragraph 17, but if the mes- 
sage is long enough to require several repetitions of the espanded key the encipherment becomes 
periodic and can be handled by the usual methods emp!oyed in solving repeating-key ciphers. 
If the basic key is fairly long, so that the expanded key becomes a quite lengthy sequence, then 
the message or messages may be handled in the manner explained in paragraph 20. 

d. Another method of producing a rather long sequence of digits for keying purposes from a 
single kev number is to select a number whose reciprocal when converted by actual division into 
its equivalent decimal yields a long series of digits. For example the reciprccal of 49, or lj49, 
yields a sequence of 42 digits beginning .02040815 . . . . Such a number, coupled with a 
key word like CHRISTMAS, could be used for interrupted keying, the successive cipher alphabets 
being used for enciphering as many letters as are indicated by the successive digits. In the case 
of the example cited, the first digit is 0; hence the C alphabet would not be used. The nest 
digit is 2; the H alphabet would be used for enciphering the first and second letters. The third 
digit is again 0; t.he R alphabet would not be used. The fourth digit is 4; the I alphabet would 
be used for enciphering the third, fourth, fifth, and sixth letters, and so on. 

36. Other systems employing lengthy keying sequences.-+. Th.e so-called “running-key” 
system.-To be mentioned in connection with this subject of extensive or lengthy keys is the 
cipher system known as the running-key, continuous-key, or nonrepeating-key system, in which 
the key consists of a sequence of elements which never repeats no matter how long the message 
to be enciphered happens to be. The most common and most practical source of such a key is 
that in which the plain text of a previously agreed-upon book serves as the source for successive 
key letters for encipherment. r The solution of this type of cipher, an accomplishment which was 
once thought impossible, presents some interesting phases and will be considered shortly. * At this 
point it is merely desired to indicate that according to the running-key system the key for an 
individual message may be as long as the message and never repeat; but if a large group of 
correspondents employ the same key sequence, it may happen that there will be several messages 
in the same key and they will all begin with the same initial key letter; or, there will be several 
which will “overlap” one another v-ith respect to the key, that is, they begin at different initial 
points in the keying sequence but one message soon overtakes the other, so that from that point 
forward all subsequent letters in both messages are enciphered by the same sequence of key 
letters. 

1 Sec. IX, Advanced Military Cryptography. See also footnote 8, page 71 of this text. 
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b. The so-called progtessicealphubet system .-In the so-called progressive-alphabet system 
the basic principle is quite simple. Two or more primary elements are arranged or provided 
for according to a key which may be varied from time to time; the interaction of the primary 
elements results in making available for cryptographic purposes a set of cipher alphabets; all 
the latter are employed in a fixed sequence or progression; hence the designation progressive- 
alphabet system. If the number of alphabets available for such use is rather small, and if the 
text to be enciphered is much longer than the sequence of alphabets, then the system reduces 
to a periodic method. But if the number of alphabets is large, so that the sequence is not 
repeated, then of course, the cryptographic text will exhibit no periodic phenomena. 

c. The series of cipher alphabets in such a system constitutes a keying sequence. Once set 
up, often the only remaining element in the key for a specific message is the starting point in the 
sequence, that is, the initial cipher alphabet employed in enciphering a given message. If this 
keying sequence must be employed by a large group of correspondents, and if all messages 
employ the same starting point in the ke-ying sequence, obviously the cryptograms may simply 
be superimposed without any preliminary testing to ascertain proper points for superimposition. 
The student has already been shown how cases of this sort may be solved. However, if messages 
are enciphered tith varying starting points, the matter of superimposing them properly takes 
on a different aspect. This will soon be treated in detail. 

d. The respective cipher alphabets constituting the entire complement of alphabets may 
be employed in a simple progression, that is, consecutively from a preselected initial point; or, 
they may be employed according to other types of progression. For example, if the system 
comprises 100 alphabets one might use t,hem in the sequence 1,3,5,7, . . . ; or 1,4,7, 10, . . . ; 
or irregular types of skipping ma.y be employed. 

e. In addition to the foregoing, there are, of course, a great many mechanical methods of 
producing a long key, such as those employed in mechanical or electrical cipher machines. In 
most cases these methods depend upon the interaction of two or more short, primary keys which 
jointly produce a single, much longer, secondary or resultant key. (See par. 4.) Only brief 
reference can be made at, this point in the cryptanalytic studies to cases of this kind. ,4 detailed 
treatment of complex esamples would require much time and space so that it will be reserved 
for subsequent texts. 

f. Finally, there must be mentioned certain devices in which, as in encipherment by the 
auto-key method, the text itself serves to produce the variation in cipher equivaIents, by con- 
trolling the selection of secondary alphabets, or by influencing or determining the sequence with 
which they will be employed. Naturally, in such cases the key is automatically extended to a 
point where it coincides in length with that of the text. An excellent example of such a device 
is that known as the Wheat&me, the solution of which will be described in its proper place.2 
Some writers classify and treat this method as well aa auto-key methods as forms of the running- 
key system but the present author prefers to consider the latter aa being radically different in 
principle from the former types, because in the true running-key system the key is wholly external 
to and independent of text being enciphered. This is hardly true of auto-key systems oi of 
systems such as the Wheatstone mentioned herein. 

2 See Sec. XII, Advanced Military Ctyptogsaphy. 
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GENERAL PRINCIPLES UNDERLYING SOLUTION OF SYSTEMS EMPLOYING LONG 
OR CONTINUOUS KEYS 

Solution when the primary components are known sequences ________________________________________---..-----------.---- 37 
Solutic o of a running-key cipher when an unknot-n but intelligible key sequence is used and the primary 

corn;; onents are known.~-~~~-~~~~~-~~~~~~~~~~~~~~~~-~~~~~-~~~~~~~~~~~~~~-~-~~~~~-~~~~~~~~~-.-~ 38 
Solutio.1 of a progressive-alphabet cipher when the primary components are known __________ __________________.__ 39 
General solution for ciphers involving a long keying sequence of fixed length and composition..-..-...--------- 40 

37. Solution when the primary components are known sequences.-+. -ti usual, the solution 
of cases involving long or continuous keys will be treated under two headings: First, when the 
primary components are known sequences; second, when these elements are wholly unknown 
or partially unknown. 

b. Since t.he essentia1 purpose in using long keys is to prevent the formation of repetitive 
cycles within the text, it is obvious that in the case of very long keying sequences the crypt- 
analyst is not going to be able to take the text and break it up into FL number of small cycles 
which will permit the establishment of monoalphabetic frequency distributions that can readily 
be solved, an end which he can attain all the more readily if to begin with he knows the primary 
sequences. But, there nearly always remains the cryptanalyst’s last resort: the probable-w-ord 
method. Inasmuch as this method is applicable to most of these cases, even to that of the 
running-key system, which perhaps represents the furthest extension of the principle of long 
keying sequences, an example using a cryptogram of the latter type will be studied. 

38. Solution of a running-key cipher when an unknown but intelligible key sequence 
is used and the primary components are known.-. In paragraph 36~ mention was made of 
the so-called running-key, continuous-key, or nonrepeating-key system, in which the plain t6xt 
of a previously agreed-upon book serves as the source for successive key letters for encipherment. 
Since the running-key system is entirely aperiodic, and the cipher text can therefore not be 
arranged in superimposed short cycles, as in the case of the repeating-key system, it would 
appear on first consideration to be “indecipherable” without the key.’ But if the student 
will bear in mind that one of the practical methods of solving a repeating-key cipher is that of 
the probable word,’ he will immediately see that the latter method can also be applied in 
solving this type of nonrepeating-key system. The essence of the matter is this: The 
cryptanalyst may assume the-presence of a probable word in the text of the message; if he 
knows the primary components involved, and if the assumed word actually exists in the message, 
he can locate it by checking against the key, sin.4~ the latter is intelligible ted Or, he may 
assume the presence of a probable word or even of a phrase such as “to the,” “of the,” etc., 
in the key text and check his assumption against the text of the message. Once he has forced 

1 At one time, indeed, this view was current among certain cryptographers, who thought that the principle 
of factoring the intervals between repetitions in the c&e of the r&eating-key cipher formed the basis for the 
only possible method of solving the latter type of system. Since, according to this erroneous idea, factoring 
cannot be applied in the case of the running-key system cueing a book aa the key), therefore solution was con- 
eidered to be impossible. How far this ides is from the truth will presently be seen. In this same connection 
see &JO footnote 8, page 71. 

8 See Mililary Crypfunulysis, Part II, par. 25. 
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such an entering wedge into either the message or the key, he may build upon this foundation 
by extending his assumptions for text alternately in the key and in the message, thus gradu- 
ally reconstructing both. For esample, given a cr”yptogmm containing the sequence . . . 
HVGGLOWBESLTR . . . , suppose he assumes the presence of the phrase THAT THE in the key text 
and finds a place in the plain text where this yields MMUNITI . Thus, using reversed standard 
cipher alphabets: 

Assumed key text _______..___________ . . . T H A T T H E . . . 
Cipher text ____________.___.._.________ . . . H V G G L 0 W B E S L T R . . . 
Resultant plain text _________________ . . . M M U N I T I . . . 

This suggests the word AMMUNITION. The ON in the cipher text then yields PR as the begin- 
ning of the word after THE in the key text. Thus: 

A; sumed I+- test. ___________________ . . . T H A T T H E P R . . . 
Cipher t,est. __________________________ . . . H V G G L 0 W B E S L T R . . . 
Resultant pl :in test----_.--- ________ . . . M M U N I T I 0 N . . . 

PR must be followeJ bp a vowel, with 0 the most likely candidate. He finds that, 0 yields PI 
in the plain text, which suggests the word WILL. The latter then yields OTEC in the key, 
making the latter read THAT THE PROTEC . . . . Thus: 

,4ssumed key text ____________________ . . . T H A T T H E P R 0 T E C . . . 
Cipher text ____________________________ . . . H V G G L 0 W B E S L T R . . . 
Resultant plain text _________________ . . . M M U N I T I 0 N W I L L . . . 

This suggests the words PROTECTION, PROTECTIVE, PROTECTING, etc. Thus extending one 
text a few letters serves to “coerce” a few more letters out of the other, somewhat as in the case 
of two boys who are running approximately abreast in a race; as soon as one boy gets a bit ahead 
the spirit of competit,ion causes the other to overtake and pass the first one; then the latter puts 
forth a little more effort, overtakes and ‘passes the second boy. Thus the boys alternate in 
overtaking and passing each other until the race is run. The only point in which the simile 
fails is that while the boys usually run forward all the time, that is, in a single direction, the 
cryptanalyst is free to work in two directions-forward and backward from an internal point 
in the message. He may, in the case of the example cited above, continue his building-up 
process by adding A to the front of MMUNITI as well as ON to the rear. If he reaches the end of 
his resources on one end, there remains the other end for experimentation. He is certainly 
unlucky if both ends terminate in complete words both for the mesaage and for the key, leaving 
him without a single clue to the next word in either, and forcing him to a more intensive use 
of his imaginntion, guided only by the context. 

b. In the foregoing illustration the cryptanalyst is assued to have only one message 
available for his experimentation. But if he has two or more messages which either begin at 
identical initial points with reference to the key, or overlap one another with respect to the key, 
the reconstruction process described above is, of course, much easier and is accomplished much 
more quickly. For ij the messages have been correctly superimposed with reference to the key ted, 
the addition of one OF two letters to the key yields stLggestions for the assumption of zoo& in several 
messages. The latter lead to the addition of several letters to the key, and so on, in an ever- 
widening circle of ideas for further assumptions, since as the process continues the context 
affords more and more of a basis for the work. 
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C. Of course, if sufficient of the key text is reconstructed, the cryptanalyst might identify 
the book that is being used for the key, and if available, his subsequent labors are very much 
simplified. 

d. -ill the foregoing is, however, dependent not only upon the use of an intelligible test as 
the keying text but also upon having a kno\x:ledge of the primary components or cipher alpha- 
bets employed in the encipherment. Even if the primary components are differently miser1 
sequences, so long as they are known sequences, the procedure is quite obvious in view of 
the foregoing explanation. The training the student has already had is believed sufficient to 
indicate to him the procedure he may follow in that solution, and no further details will here be 
given in respect, to such cases. But what if the primary components are not known sequences? 
This contingency will be treated present’ly. 

39. Solution of a progressive-alphabet cipher when the cipher alphabets are known-u. 
Taking a very simple case, suppose the interacting elements referred to in paragraph 36b consist 
merely of two primary cipher components which slide against each other to produce a set of 26 
secondary cipher alphabets, and suppose that the simplest type of progression is used, viz, the 
cipher alphabets are employed ne after the other consecutively. Beginning at an initial 
juxtaposition, producing say, alphabet 1, the subsequent secondary alphabets are in the sequence 
2, 3, . . . 26, 1, 2, 3, . . ., and so on. If a difTerent initial juxtaposition is used, say alphabet 10 
is the first one, the sequence is exactly the same as before, only beginning at a different point. 

b. Suppose the two primary components are based upon the keyword HYDRAULIC. A 
message is to be enciphered, beginning with alphabet 1. Thus: 

Plain component __________ H Y D R A U L I C B E F G J K M N 0 P Q S T V W X Z H Y D , , . 
Cipher component ________ H Y D R A U L I C B E F G J K M N 0 P Q S T V W X Z 

Letter x;o ___________________ 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 
Alphabet No _____.________ 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 
Plain text _______...._________ E N E M Y H A S P L A C E D H E A V Y I N 
Cipher test ._.._.___._______ E 0 G P U U E Y H M K Q V M K Z S J Q H E 

Letter No ._.________________ 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 
Alphabet No ______________ 22 23 24 25 26 1 2 3 4 5 6 7 8 9 10 11 12 13 
Plain text ___________________ T E R D I C T I 0 N F I R E U P 0 N 
Cipher t,ext _________________ N L H H L C V B S S N J E F’ K D D D 
Letter No ___________________ 40 41 42 43 44 45 46 47 48 49 50 51 52 53 
Alphabet No _____________._ 14 15 16 17 18 19 20 21 22 23 24 25 26 1 
P!ain text ___________________ Z A N E S V I L L E R 0 A D 
Cipher text _________________ G PUHFKHHYLHMRD 

c. This method reduces to a periodic system involving 26 secondary cipher alphabet,s and 
the latter are used in simple progression. It is obvious therefore that the lst, 27th, 53d, . . . 
letters are in the 1st alphabet; the 2d, 28th, 54th, . . . letters are in the 2d alphabet, and so on. 

d. To solve such a cryptogram, knowing the two primary components, is hardly a problem 
at all. The only element lacking is a knowledge of the starting point. But this is not neces- 
sary, for merely by completing the plain-component sequences and examining the diagonals of 
the diagram, the plain text becomes evident. For example, given the following: HI DC T 
E H U X I. Completing the plain-component sequences initiated by the successive cipher letters, the 
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plain test, E N E M Y M A C H I . . . is seen to come out in successive steps upward in Figure 
10. Had the cipher component been shifted in the opposite direction in encipherment, the steps 
would have been downlv-nrd inst.ead of upward. If the sliding strips had been set up according to 
the sequence of cipher letters but on a diagonal, then, of course, the plain-text letters would 
have reappeared on one generatrix. 

e. The student u-ill understand what simple modifications in 
procedure would be required in case the two primary components 

HIDCTEHUXL 

were different mixed sequences. But what if the primary com- 
YCRBVFYLZI 
DBAEWGDIHC 

ponents are not known sequences? How does the cryptanalyst REUFXJRCYB 
proceed in that case? AFLGZKABDE 

40. General solution for ciphers involving a long-keying UGIJHMUERF 
sequence of fixed length and composition.--a. It is obvious, as LJCKYNLFAG 
stated at a previous point, that no matter how the keying sequence IKBMDOIGUJ 
is derived, ijall the correspondents employ the same key, or ij this key ie 

/ 

CMENRPCJLK 
used many times by a single ofice, and ij it always begins at the same BNFOAQBKIM 

point, the carious messages may simply be superimposed. Thus, their EOGPUSEMCN 

respective lst,, 2d, 3rd, . . . letters will all fall within columns PPJQLTFNBO 

which have been enc.iphered by the lst, 2d, 3rd, . . . key letters. 
GQKSIVGOEP 

If there is a sticient number of messages, solution then becomes FIODPL 10. 

possible by frequency analysis of the successive columns-no matter 
how long the keying sequence may be, and regardless of whether the keying sequence constitutes 
intelligible text or is a purely random sequence of letters. This method of solution by superimposi- 
tion has already been outlined in paragraph 20 and no further reference to it need here be made. 

b. But now suppose that the keying sequence does not always begin at the same point for 
all messages. Suppose the several correspondents are able to select at will any point in the 
keying sequence as the point of departure in encipherment. Thus, such a keying sequence, if re- 
garded as partaking of the nature of a circle, will afford aa many possible starting points aa there 
are letters or characters in that sequence. Now if there are no external indications or indicators a 
in the cryptograms pertaining to such a system, such as would afford enemy cryptanalysts direct 
and detite information with regard to the initial keying element for each cryptogram, then it 
would seem as though the superimposition of messages (to bring letters enciphered by the same 
cipher alphabets within the same columns) would be difficult or impossible, and therefore that 
attempts at solution are blocked at their very beginning. This, however, is not the end of the 
story. For suppose two of the messages have in common only one polygraph, say of 5 letters; 
these two messages may be juxtaposed so as to bring these repetitions into superimposition. 
Thus, the possession of this long polygraph in common serves to “tie” these two m-ages to- 
gethcr or to “interlock” them. Then, suppose a shorter polygraph, say of 4 letters, is possessed 
in common by one of these two messages and a third message; this will serve to tie in the latter 
with the first two. Extension of this procew, including the data from shorter repetitions of 
trigraphs and digraphs, will serve to assemble a whole set of such messages in proper super- 
imposition. Therefore, the first step is to examine all the messages for repetitions. 

1 Indicators play an important r61e in practical cryptography. An indicator ie a symbol (coneiating of a 
letter, group of letters, a figure or a group of figures) which indicates the epecXa key used under the general 
cryptographic system, or it may indicate which one of a number of geneml systems hae been used, or it may indi- 
cate both. 
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c. Khen such repetitions are found, and if there are plenty of them so that assumptions for 
probable words are easy to make, it is clear t,hat, the correct assumptions will enable the crypt- 
analyst to set up plain-cipher equiralencies which will make it possible to reconstruct the pri- 
mary components. Depending upon the type used, the principles of direct or indirect sym- 
met,ry of position will be very useful in this process. 

d. But if it happens that there are no polygraphs by means of which two or more messages 
may be tied together and properly superimposed, the simple methods mentioned in subparagraphs 
a-c cannot here be applied. However, although the road toward a solution seems to be blocked 
rather effectively, there is a detour which presents rather interesting vistas. The latter are 
really of such importance in cryptanalysis as to warrant detailed treatment. 
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SECTION XI 

THE “COISCIDEXCE” OR “K” TEST 

The basic theory of the coincidence or x (kappa) test _______________________________ -___- ____.____ _____________.__________ 41 
General procedure to be followed in making the I( test ________ ._______________________________________-----.------------- 42 
Example of application of the x test ______________._.._...------------.-. _ _________._ _______.________________________________--- 43 
Subsequent steps _______. _____________.__ -- ___________________ ____ _ ____________________________ _ ______________ _ ___________.__________ 44 

41. The basic theory of the coincidence or K (kappa) test---a. In Appendix 2 of the pre- 
ceding text L certam simple applications of the theory of probability were presented for the 
student’s consideration, by u-ay of pointing out to him the important role which certain phases 
of that branch of mathematics play in cryptanalysis. Reference was there made to the subject 
of coincidences and its significance in connection with the study of repetitions in cryptograms. 
In this section the matter will be pursued a fe\t- steps further. 

b. In the appendix referred t,o, it was shown that the probability of monographic coincidence 
(1) in random text employing a Z-letter alphabet is .0385; (2) in English telegraphic plain text, 
.OG67. These two parameters were represented by the symbols K, and IQ,, respectively. The 
important role which these values play in a certain cryptanalytic test Cl1 now be explained. 

c. One of the most import.ant techniques in cryptanalytics is that know-n as applying the 
coincidence or “kappa test.” This test is useful for several cryptanalytic purposes and one of 
the most important of t,hem is to ascertain when two or more sequences of let’ters are correctly 
superimposed. By the word “correct” in this case is merely meant that the sequences are so 
arranged relative to one another as to facilitate or make possible a solution. The test has for 
its theoretical basis the following circumstances: 

(1) If any two rather lengthy sequences of characters are superimposed, it will be found, 
on exa mining both members of the successive pairs of letters brought into vertical juxtaposition, 
that in a certain number of caSes the two superimposed letters will coincide. 

(2) If both sequences of letters constitute random text (of a 26-letter alphabet), there will 
be about 38 or 39 such cases of coincidenc,e per thousand pairs examined. This, of course, is 
because K~= .0385. 

(3) If both sequences of let,ters constitute plain text, there will be about 66 or 67 such cases 
of coincidence per thousand pairs examined. This is because KD is .0667. 

(4) If the superimposed sequences are wholly monoalphabetic encipherment’s of plain 
text by the same cipher alphabet, there will still be about 66 or 67 cases of coincidence in each 
1,000 cases examined, because in monoalphabetic substitution there is a fixed or unvarying 
relation between plain-text letters nnd cipher letters so that for statistical purposes monoalpha- 
betic cipher text behaves just the same as if it were normal plain text. 

(5) Even if the two superimposed sequences are not monoalphabetically enciphered texts, 
but are polyalphabetic in character, there will still be about 66 or 67 cases of identity between 
superimposed lett,ers per thousand cases examined, provided the two sequences really belong to the 
same cryptographic system and are superimposed at the proper point with respect to the keying 
sequence. The reasons for this will be set forth in the succeeding subparagraphs. 

’ Military Cryptanalysti, Part II. It is recommended that the student refresh his memory by reviewing 
that appendix. 
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(6) Consider the two messages below. They hare been enciphered polyalphabetically by 
the same two primary components sliding against each other. The two messages use the same 
keying sequence, beginning at the same initial point in that sequence. Consequent.ly, the two 
messages are identically enciphered, letter for letter, and the only differences between them nre 
those occasioned by differences in plain text. 

No. 1 Plain text ____________ W H E N I N T H E C 0 U R S E L 0 N G hI . . . 
I 

Alphabets ____________ 16 21 13 5 6 4 1: 19 21 21 2 II 3 6 13 13 I 7 12 e 

Cipher ________________ E _Q B T F Y R C X X L Q J N Z 0 Y A W . . . 

I 

Alphabets ____ _ _______ 16 21 13 5 6 4 17 10 21 21 2 6 3 6 13 13 I : IZ c 

No. 2 Plain text ____________ T H E G E N E R A L A B S 0 L U T E L Y . . . 
Cipher ________________ P u T U E B W D J L Q H Y Z P T M Q I . . . 

Kate, now, that (a) in every case in which two superimposed cipher letters are the same, the 
plain-text let,ters are identical and (b) in every case in which two superimposed cipher letters 
are different, the plain-text letters are different. In such a system, even though the cipher 
alphabet changes from letter to letter, the number of cases of identity or coincidence in the two 
members of a pnir of superimposed cipher lett,ers will still be about 66 or 67 per thousand cases 
examined, because the two members of each pair of superimposed letters are in the sume cipher 
alphabet and it has been seen in (4) that in monoalphabetic cipher text K is the same as *for plain 
tezt,2 Viz, .0667. The two messages may here be said to be superimposed ‘Lcorrectly,” that is, 
brought into proper juxtaposition wit’h respect to the keying sequence. 

(7) But now suppose the same two messages are superimposed “incorrectly,” that is, they 
are no longer in proper juxtaposition with respect to the keying sequence. Thus: 

No. 1 Plain text __________ W H E N I N T H E C 0 U R S E L 0 N G . . . 
1 

Alphabets __________ 16 21 13 5 6 4 17 19 21 21 2 6 3 5 13 13 1 7 12 

Cipher ______________ EQNB~FYRCXX~JNNOYA... 

/ 

Alphabets __________ 16 21 13 5 6 4 17 19 21 21 2 6 3 6 13 13 1 7 

No. 2 Plain text’__________ T H E G E N E R A L A B S 0 L U T E... 
Cipher ______________ P Q N T U F B W D J u H Y z P T M... 

It is evident that the two members of every pair of superimposed letters are no longer in the 
same cipher alphabet, and therefore, if two superimposed cipher letters are identical this is 
merely an “accident,” for now there is no basic or general cause for the similarity, such as is 
true in the case of a correct superimposition. The similarity, if present, is, as already stated, 
due to chance and the number of such cases of similarity should be about the same as though 
the two cipher letters were drawn at random from random text, in which ~,=.0385. It is no 
longer true that (a) in every case in which two superimposed cipher letters are the same, the 
plain-text letters are identical, or (b) in every case in which two superimposed cipher let.ters are 
different, the plain-text letters are different. Note, for example, that the superimposed T,‘s repre- 
sent two different plain-text letters and that the S, of the word COURSE in the first message gives 
J, while the S of the word ABSOLUTELY in the second message gives H,. Thus, it becomes clear 
that in an incorrect superimposition two different plain-text letters enciphered by two different 
alphabets may “by chance” produce identical cipher letters, which on superimposition yield a 

( The fact that in thie case each monoalphabet contains but two letters does not affect the theoretical value 
of r; and whether the actual number of coincidences agrees closely with the expected number based upon I= 
.0667 depends upon the lengths of the two superimposed sequences. 
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coincidence having no external indications as to dissimilarity in plain-text equivalents. Hence, 
if there are no other factors which enter into the matter and which might operate to distort 
the results to be expected from the operation of the basic factor, the expected number of cases of 
identical cipher letters brought together by an incorrect superimposition will be determined by 
the value ~,=.0385. 

(8) But now note also that in the foregoing incorrect superimposition there are two ZO’s and 
that they represent the same plain-text letter L. This is occasioned by the fact that the plain- 
text mess,ages happened to have L’s in just those two places and that the cipher alphabet hap- 
pened to be the same both times. Hence, it becomes clear t.hat the same cipher alphabet brought 
into play twice may “by chance” happen to encipher the same plain-text letter both times, thus 
producing identical cipher letters. In some systems this source of identity in superimposed 
cipher letters is of little importance, in other systems, it may materially affect the actual number 
of coincidences. For instance, if a system is such that it produces a long secondary keying cycle 
composed of repetitions of short primary keying cycles, an incorrect superimposition of two 
cryptograms may bring into juxtaposition many of these short cycles, with the result that the 
actual number of cases of identical superimposed cipher letters is much greater than the ex- 
pected number based upon +=.0385. Thus, this source for the production of identical cipher 
letters in an incorrect superimposition operates to increase the number of cases to be expected 
from the fundamental constant Kc=.0385. 

(9) In some systems, where nonrelated cipher alphabets are employed, it may happen 
that two identical plain-text letters may be enciphered by two difIerent cipher alphabets which, 
“by chance,” have the same equivalent for the plain-text letter concerned. This is, however, 
a function of the particular cryptographic system and can be taken into account when the 
nature of the system is known. 

(10) In general, then, it may be said that in the case of a correct superimposition the 
probability of identity or coincidence in superimposed cipher letters is .0667; in the case of an 
incorrect superimposition, the probability is at least .0385 and may be somewhat greater, de- 
pending upon special circumstances. The foregoing situation and facts make possible what 
has been referred to as the “coincidence test.” Since this test uses the constant K, it is also 
called the “kappa test.” 

d. The way in which the coincidence test may be applied will now be explained. The 
statement that ~,=.0667 means that in 1,000 cases where two letters are drawn-at random 
from a large volume of plain text, there will be about 66 or 67 cases in which the two letters 
coincide, that is, are identical. Nothing is specsed as to what the two letters shall be; they 
may be two Z’s or they may be two E’s. This constant, .0667, really denotes a percentage: 
If many comparisons of single letters are made, the letters being drawn at random from among 
those constituting a large volume of plain text, 6.67 percent of these comparisons made will 
yield coincidences. So, if 2,000 such comparisons are made, the theory indicates that there 
should be about .0667X2,009=133 coincidences; if there is sufhcient text to permit of making 
20,000 comparisons, there should be about 1,334 coincidences, and so on. 

< e. Another way of handling the matter is to find the ratio of the observed number of co- 
incidences to the total number of cases in which the event in question might possibly occur, i. e., 
the total number of comparisons of superimposed letters. When this ratio is closer to .0667 
than it is to .0385 the correct superimposition has been ascerta&ed. This is true because in 
the case of a correct superimposition both members of each pair of superimposed letters actually 
belong to the same monoalphabet and therefore the probability of their coinciding is .0667; 
whereas in the case of an incorrect superimposition the members of each pair of superimposed 

Page 64



61 

letters belong, as a general rule, to diEerent monoalphabets ), and therefore the probability of 
their coinciding is nearer .0385 than .0667. 

j. From the foregoing, it becomes clear that the kappa test involves ascertaining the total 
number of comparisons that can be made in a given case, as well as ascertaining the actual number 
of coincidences in the case under consideration. When only two messages are superimposed, 
this is easy: The total number of comparisons that can be made is the same as the number of 
superimposed pairs of letters. But when more than two messages are superimposed in a szLpet- 
imposition diagram it is necessary to make a simple calculation, based upon the fact that n 

4-J) letters yield 2 pairs or comparisons, where n is the number of letters in the column.’ For 

example, in the case of a column of 3 letters, there are 
3X2 -=3 comparisons. This can be 2 

checked by noting that the 1st letter in the column may be compared with the 2d, the 2d with 
‘the 3d, and the 1st with the 3d, making 3 comparisons in all. The number of comparisons per 
column times the number of columns in the superimposition diagram of letters gives the total 
number of comparisons. The extension of this reasoning to the case where a superimposition 
diagram has columns of various lengths is quite obvious: one merely adds together the number of 
comparisons for columns of different lengths to obtain a grand total. For convenience, the 
following brief table is given: 

L 

Number of 
letters in 
column 

2 
3 
4 
5 
6 
7 
8 
9 

10 

T 

-- 

- 

1 
3 
6 

10 
15 
21 
28 
36 
45 

- 

_- 

- 

Sumber of 
letters in 
column 

11 
l:! 
13 
14 
15 
16 
17 
18 
19 
20 

- 

.- 

- 

55 
66 
78 
91 

105 
130 
136 
153 
171 
190 

- 

.- 

- 

21 210 
2" 231 
23 253 
28 "76 
25 300 
26 325 
27 351 
28 378 
29 406 
30 435 

- 

g. In ascertaining the number of coincidences in the case of a column containing several 
n(n-1) letters,.it is again necessary to use the formula 2, only in this case n is the number 01 

identical letters in the column. The reasoning, of course, is the same as before. The total 
* The qualifying phrase “yl a general rule” ia intended to cover any distortion in results occasioned by the 

presence of an unusual number of those cssea of coincidence described under subpar. c (8) and (9). 
4 This has already been encountered (footnote 3, Appendix 2, Military Cryptanalysis, Pari II). It &I merely a 

special caee under the general formula for ascertaining the number of combinations that may be made of R 
n! different things taken r at a time, which is ,C,= ___. r!(n-I)! In studying coincidences by the method indicated. 

since only two lettera are compared at a time, r is always 2; hence the expresion n! -, which ia the Bame aa rl(7a-r) I 

n(n- 1)(n-2)1, becomea by cancellation of (n-2)1, reduced to w* 
2(n--211 

461861 0 - 45 - 5 
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number of coincidences is the sum of the number of coincidences for each case of identity. For 
example, in the column sho~-n at the side, containing 10 letters, there are 3 B’s, 2 C’s, 4 K’s, and 

1 Z. The 3 B’s -yield 3 coincidences, the 2 C’s yield 1 coincidence, and the 4 K’s yield 6 
C coincidences. The sum of 3+1+6 makes a total of 10 coincidences in 45 comparisons. 
K 42. General procedure to be followed in making the K test--a. The steps in applying 
B the foregoing principles to an actual case will now be described. Suppose several messages 
K enciphered by the same keying sequence but each beginning at a different point in that 
z sequence are to be solved. The indicated method of solution is that of superimposition, 
K the problem being to determine just where the respective messages are to be superimposed 
C so that the cipher text within the respective columns formed by the superimposed messages 
B will be monoalphabetic. From what has been indicated above, it will be understood that 
B the various messages mnv be shifted relative to one another t,o many different points of 
K superimposition, there being but one correct superimposition for each message with respect 

to all the others. First, all the messages are numbered according to their lengths, the long- 
est being assigned the number 1. Commencing with messages 1 and 2, and keeping number 1 in 
a fixed position, message 2 is placed under it so that the initial lett.ers of the two messages coincide. 
Then the tsvo letters forming the successive pairs of superimposed letters are examined and the 
total number of cases in which the superimposed letters are identical is noted, this giving the 
observed number of coincidences. Next, the total number of superimposed pairs is ascertained, 
and the latter is multiplied by .0667 to find the expected number of coincidences. If the observed 
number of coincidences is considerably below the expected number, or if the ratio of the observed 
number of coincidences to the total number of comparisons is nearer .0385 than .0667, the 
superimposition is incorrect and message 2 is shifted to the next superimposition, that is, so 
that its first letter is under the second of message 1. Again the observed number of coincidences 
is ascertained and is compared with the expected number. Thus, by shifting message 2 one 
space at a time (to the right or left relative to message 1) the coincidence test finally should 
indicate the proper relative positions of the two messages. When the correct point of super- 
imposition is reached the cryptanalyst is rarely left in doubt, for the results are sometimes quite 
startling. After messages 1 and 2 have been properly superimposed, message 3 is tested first 
against messages 1 and 2 separately, and then against the same two messages combined at their 
correct superimposition.b Thus message 3 is shifted a step each time until its correct position 
with respect to messages 1 and 2 has been found. Then message 4 is taken and its proper point 
of superimposition with respect to messages 1, 2, and 3 is ascertained. The process is continued 
in this manner until the correct points of superimposition for all the messages have been found. 
It is obvious that as messages are added to the superimposition diagram, the determination of 
correct points of superimposition for subsequent messages becomes progressively more certain 
and therefore easier. 

b. In the foregoing procedure it is noted that there is necessity for repeated displacement 
of one message against another or other messages. Therefore, it is advisable to transcribe the 
messages on long strips of cross-section paper, joining sections accurately if several such strips 
are necessary to accommodate a long message. Thus, a message once so transcribed can be 
shifted to various points of superimposition relative to another such message, without repeatedly 
rewriting the messages. 

c. Machinery for automatically comparing letters in applying the coincidence test has been 
devised. Such machines greatly facilitate and speed up the procedure. 

6 At first thought the student might wonder why it is advisable or necessary to test message 3 against message 
1 and message 2 separately before testing it against the combination of messages 1 and 2. The first two tests, 
it seems to him, might be omitted and time saved thereby. The matter will be explained in par. 43f (3). 
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43. Example of application of the K test-u. 1%th the foregoing in mind, a practical example 
will now be given. The following messages, assumed to be the first 4 of a series of 30 messages, 
supposedly enciphered by a long keying sequence, but each message commencing at a different 
point in that sequence, are to be arranged so as to bring them into correct superimposition: 

PGLPN 
PRKOV 
MGCDS 
LTFYZ 

CWHPK 
OKZTL 
NGUZK 
HSGGO 

WFWTD 
HRZWC 
THDXL 
CNYEH 

TULDH 
NYLQQ 
CNJKS 
VSHIE 

HUFRK 
HYEIU 
LEAGC 
LGSOG 

KXFLU 
AWRDF 
PRCDK 
PYAOY 

NHTGM 
ZSRTE 
HYIGK 
TSCT 

NQEZZ 
VQGCD 
ANGUI 
P 

>IESSAGE 1 

SAUQQ AQYUO 
YNBON NFDMW 
JPIVJ WVAUD 
K 

;?rfESS.4GE 2 

MKURY XCOPH 
GDDEZ DLBOT 
YOOBV DDXCD 
X 

MESSAGE 3 

RAAZG PJDSQ 
EEVPX OATDQ 
VYZWX BKOQO 

DRESSAGE 4 

UTYGD UEDUP 
UTUBQ XSOSK 
FTOWO MSNBQ 

ZAKGA 
ZLUKQ 
BAHMI 

W N J U W 
FUZNA 
OGRGI 

AUPFR 
LDOQZ 
AZQND 

SDLIO 
NOXUV 
DBAIV 

b. Superimposing o messages 1 and 2, beginning with their 1st letters, 
5 10 15 20 25 

EOQCN 
AQAHZ 
H K-0 R M 

K W I H L 
SRHHJ 
RMICN 

OXJRO 
HAWNX 
TNALT 

LNNBO 
KCYJX 
IKNWG 

30 35 

Ko. l-. ---_- PGLPNHU~RKSA~QQAQYUOZAKGAEOQCNPRKOV 
No.2 _______ CWHPKKXELUMKPRYXCOPHW N J U W K W I H L 0 K Z T L 

hTo.1~---..-JPIV:WVAU:BAHM:HKOR:LTFY;LGSO:K 
No.2~.---YOOBVDDXC’OGRGiRMICNHSGGOPYA~YX 

the number of coincidences is found to be 8. Since the total number of comparisons is 101, the 
expected number, if the superimposition were correct, should be 101X.0667=6.7367, or about 
7 coincidences. The fact that the observed number of coincidences matches and is even greater 
than the expected number on the very first trial creates an element of suspicion: such good 
fortune is rarely the lot of the practical cryptanalyst. It is very unwise to stop at the first trial, 
even ij the results are javorabb, for this close agreement between theoretical and actual numbers 

6 The student will have to imagine the messages written out as continuous sequences on cross-section paper. 
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of coincidences might just be “one of those accidents.” Therefore message 2 is shifted one 
space to the right, placing its 1st letter beneath the 2d letter of message 1. Again the number 
of coincidences is noted and this time it is found to be only 4. The total number of comparisons 
is now 100; the expected number is still about 7. Here the observed number of coincidences is 
considerably less than the expected number, and when the relatively small number of com- 
parisons is borne in mind, the discrepancy between the theoretical and actual results is all the 
more striking. The hasty cryptanalyst might therefore jump to the conclusion that the 1st 
superimposition is actually the correct one. But only two trials have been made thus far and 
a few more are still advisable, for in this scheme of superimposing a series of messages it is 
absolutely essential that the very first superimpositions rest upon a perfectly sound foundation- 
otherwise subsequent work will be very difficult, if not entirely fruitless. Additional trials will 
therefore be made. 

c. Message 2 is shifted one more space to the right and the number of coincidences is now 
found to be only 3. Once again message 2 is shifted, to the position shown below, and the 
observed number of coincidences jumps suddenly to 9. 

No.1.~~~~.~PGLP~H”FR~SAUPhSAQYU~ZAKG~EOQC~PRKO~ 
No. 2 _---- -- CW;PKKXFLEMKURiXCOPHWNJUWKWIHLcK 

I\r’o.l-~--.-.HYEI:YNBO:NFDM:ZLUK;A~AH;MGCD:LEAG: 
x0.2-d-----ZTLAWRDFGDDEZDtBOTFUZN^SRHHJNGUZKPR 

~o.~..-_.-~JPIV;~WVAU~BAHM~HKOR~LTFY~LGSO~K 
h’o.2~~~~~CDKYOOBVD~XCDOGRGI~~ICNHSG”OPYAOYX -- 

The total number of comparisons is now 9S, so that the expect&l number of coincidences is 98X 
.0667’=6.5366, or still about 7. The 2d and 3d superimpositions are definitely incorrect; as to 
the 1st and 4th, the latter gives almost 30 percent more coincidences than the former. Again 
considering the relatively small number of comparisons, this 30 percent difEerence in favor of 
the 4th superimposition as against the 1st is important. Burther detailed explanation is unneces- 
sary, and the student may now be told that it happens that the 4th superimposition is really 
correct; if the messages were longer, all doubt would be dispelled. The relatively large number 
of coincidences found at the 1st superimposition is purely accidental in this case. 

d. The phenomenon noted above, wherein the observed number of coincidences shows a 
sudden increase in moving from an incorrect to 8 correct superimposition is not at all unusual, 
nor should it be unexpected, because there is only m correct superimposition, while aU other 
superimpositions are entirely incorrect. In other words, a superimposition is either 100 percent 
correct or 100 percent wrong-and there are no gradations between these two extremes. 
Theoretically, therefore, the difference between the correct superimposition and any one of the 
many incorrect superimpositions should be very marked, since it follows from what has been 
noted above, that one cannot expect that the discrepancy between the actual and the theoretical 
number of coincidences should get smaller and smaller as one approaches closer and closer to 
the correct superimposition.’ For if letters belonging to the same cipher alphabet are regarded 

7 The importance of this remark will be appreciated when the student cornea to study longer examples, in 
which statistical expectations have a better opportunity to materialize. 
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as being members of the same family, so to speak, then the two letters forming the successive 
pairs of letters brought into superimposition by au incorrect placement of one message relative 
to another are totnl strangers to each other, brought together by pure chance. This happens 
time and again, as one message is slid against the other-until the correct superimposition is 
reached, whereupon in ecery case the two superimposed letters belong to the same family. There 
may be many different families (cipher alphabets) but the fact that in every case two members 
of the same family are present causes the marked jump in number of coincidences. 

e. In shifting one message against another, the cryptanalyst may move to the right con- 
stantly, or he may move to the left constantly, or he may move alternately to the left and right 
from a selected initial point. Perhaps the latter is the best plan. 

f. (1) Having properly superimposed messages I and 2, message 3 is next. to be studied. 
Xom it is.of course possible to test the latter message against the combination of the former, 
without further ado. That is, ascertaining merely the total number of coincidences given by the 
superimposition of the 3 messages might be thought suflicient. But for reasons Fvhich wiil 
soon become apparent it is better, even though muc.h more work is involved, first to test message 
3 against message 1 alone and against message 2 alone. This will really not involve much addi- 
tional work after all, since the two tests can be conducted simultaneously, because the proper 
superimposition of messages 1 and 2 is already known. If the tests against messages 1 and 2 
separately at a given superimposition give good results, then message 3 can be tested, at that 
superimposition, against messages 1 and 2 combined. That is, all 3 messages are tested as a 
single set. Since, according to the scheme outlined, a set of three closely related tests is involved, 
one might as well systematize the work so as to save time and effort, if possible. With this in 
view a diagram such as that shown in Figure lla is made and in it the coincidences are recorded 
in the appropriate cells, to show separately the coincidences between messages 1 and 2, 1 and 3, 
2 and 3, for each superimposition tested. The number of tallies in the cell l-2 is the same at 
the beginning of all the tests; it has already been found to be 9. Therefore, 9 tallies are inserted 
in cell 1-2 to’begin with. A column which shows identicnl letters in messages 1 and 3 yields a 
single tally for cell 1-3; a column which shows identical letters in messages 2 and 3 yields a single 
tally for cell 2-3. Only when a superimposition yields 3 identicsl letters in a column, is a tally 
to be recorded simultaneously in cells l-3 and 2-3, since the presence of 3 identical letters in the 
column yields 3 coincidences. 

Page 69



66 

(2)~ Let message 3 be placed beneat,h messages 1 and 2 combined, SO that the 1st letter of 
message 3 falls under the 1st let,ter of message 1. (It is advisable to fasten the latter in place 
so that they cannot easily be disturbed.) Thus: 

; ; ; ; 
b R 7 8 9 10 11 12 13 14 15 10 17 18 19 ?o 21 22 ?3 24 25 ‘26 ?7 

1.m. ____.__ N H U F R K S A U Q Q A Q x U 0 Z A K G A E 0 
3 I _ _ _ _ _ _ _ _ _ _ _ CWcPKKXF::MKURYXCOPHWNJU 
3 ___________ W F W T D i H T G M R A x Z G P J 5 S Q A U P F R 0 X 

28 29 30 31 32 33 34 35 36 37 P 39 40 41 42 43 44 46 46 47 48 49 50 51 62 53 64 

l-----~-~~~~ Q C N P 5 K 0 V H Y E I U Y N B 0 N N F D M W Z L U K 
2 ___________ W K W I H L 0 K z T L A W R D F G D D E Z D L V 0 T F 
3-, _________ J R 0 H B Z W C z S R T E E E V P X 0 A T D Q L D 0 Q 

55 b6 67 56 59 80 61 62 63 64 65 66 67 68 69 70 71 72 73 74 75 76 77 78 79 &I 81 

l___________ Q A Q A H Z M G C D S L E A 5 C J P I V J W V A U g B 
2 ___________ U Z N A S R H H J N G U Z w P R C D K Y 0 0 B V D D X 
3 ___________ Z H A W N X T H D X L H Y i g K V Y Z W X B K 0 Q -0 A 

62 8.3 84 x.5 86 8: 88 89 w 91 92 93 94 93 96 97 9s 99 im InI 102 103 104 

l___________ A H M I H K 0 R M L T F Y Z L G S 0 G K 
3 I _ _ _ _ _ _ _ _ _ - - CDOGRGIi6kCNHSGGOPYAOYX 
3 ___________ Z Q N D T N A 1 ? C N Y E H T S C T 

1 2 3 

1 
II// 

1 x SW! 
Ill 

-- 
2 x x :I; 

--- 
3 x x x 

FIGUB~ llb. 

The successive columns are now esamined and the coincidences are recorded, remembering that 
only coincidences between messages 1 and 3, and between messages 2 and 3 are now to be tabu- 
lated in the diagram. The results for this first test are shown in Figure lib. This superim- 
position yields but 3 coincidences between messages 1 and 3, and the same number between 
messages 2 and 3. The total numbers of comparisons are then noted and the following table 
is drawn up: 

Number nl mincidencns 

C’omhlnntlnn Total number DiSCRp- 
of comparwons ancy 

Expected Observed 

Percent 
Messages 1 and 3 ______________ 99 About 7 3 -*57 
Messages 2 and 3 __________ ___ _ 96 About 6 3 -50 
Messages 1, 2, and 3 ________.. 293 About 20 15 -21 

I 
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(3’) The reason for the separate tabulation of coincidences between messages 1 and 3, 
2 and 3. and 1. 2. and 3 should now be apparent. 1Vhereas the observed number of coincidences 
is 57 percent heinw the espected number of coincidences in the case of messages 1 and 3 alone, 
and 50 percent below in the case of messages 2 and 3 alone, the discrepancy between the expected 
and observed numbers is not quite so marked (-21 percent) when all three messages are con- 
sidered togethtr. becallse the relatirelv high number of comcidences betlveen messages 1 and 2, 
which are correctly superimposed. serres to counterbalance the low numbers of coincidences 
between 1 and 3. and 2 and 3. Thus. a correct superimposition for one of the three combino tiona 
may yield such good results a.9 to mask the bad results jot the other taco combinations. 

(qj Aressage 3 is then shifted one space to the nght, and the same procedure is followed as 
before. The results are shorn belox: 

so.l.e--.._ PGLPiiHuFR:sAuQ1;AQYu~z A K GTE 0 Q c: P R K 0 Y 
so. 2. __..-- CW~PKKXFL~MKUR~XCO?HWNJ~WKWI~L~K 
so. 3 -_----- WFWTDNHTGMRAAZGPJDSQAUPFRQXJROHRZW 

~0.1..--.--HYEI:YNBO:NFDM;ZLUK;AQAH;MGCD:LEAG; 
To. 2 ____..- ZTLAWRDFGDDEZDLB;TFUZNiSRHHJNG:ZKPR 
so. 3 ____..- CZSRTEEEVPXOATDQLDOq~H~WNXTH~X~HYIG 

75 

So.1~-.~-.~JPIVJWVAU~B~HM5;HKOR~LTF~~LGSOGG~ -- -- 
SO.~~~~~~~.CDKYOO~VD~XCDOGRGI~~I~~HSG~~PYAOYX 
so. 3 _ _ _ _. . - KVYZWX~KOQO~ZQNDTNALT~~~EHT~CT 

1 2 3 I 
(‘ombmatwn 

Messages 1 and 3 _____ _ _____. 
bfeaseges 2 and 3 _____ _ ______ 
Messages 1, 2, and 3.- ____ 

Total num- 
her of 

cornprIsons 

99 
97 

29-1 

Number of co:ncidences 
Discrep. 

&“CY 
Expected 0 bsrrved 

,-- 

PtTCCn( 

About 7 10 $43 
About 6 6 0 
Abotit 20 25 $25 
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Note how well the obsemed and expected numbers of coincidencea agree in all three combina- 
tions. Indeed, the results of this test are so good that the cryptanalyst might well hesitate to 
make any more tests. 

(5) Having ascertained the relatire positions of 3 messages, the fourth message is now 
studied. Here are the results tar the correct superimposition. 

No.l----- PGLPiHUFRkSAUQ:AQYU:ZA K G:E 0 Q C: P R K 0; 
No. 2 _______ CW;PKKXFLiMKURjXCOijHWNJiWKiIHLiK 
No. 3 ------- WFWTDNHTGMRAAZGPJDSQAUPFROXJROHRZW 
No. 4 _______ TULDHNQEZZYTYGDUEDUPSDLIQLNUBONYL 

No.1.w._..-HYEI:YNBO:NFDM;ZLUKSj;AQAH;MGCD:LEAG: 
No.~.------ZTLAWR~FGDDEZDLB~TFUZN~SRHH;~~G~Z?PR 
No.3..-..wCZSRTEEEVPXOATDQ4DO4zHAWNXTHDXI,HYIG 
No.4wvQQVQGCDUTUBQXSOSKN~XUVKCYJXCNJKSANG -- 

No.l------- JPIV?WVAU;BAHM:HKOR;L T F Y; L G S 0 G’: 
No.~.~---..CDKY~~~VD~~~~OGRGI~~~CN~SG~~PYAOYX 
No.3 _______ KVYZWXgKOQO~ZQNDT~~<T~~~EH?~CT 
No. 4 _______ U I F T 0 W 0 M S N B Q p B A I V I K N W G V S H I E P 

1 2 3 4 
Combination 

Number of coincidences 
D’snrp- 

ancy 
Expected Observed 

l Messages I and 4 ____________ 1 96 / About 6 ) 7 / 7% 
Messages 2 and 4 ____________ 95 About 6 7 +I6 
Messages 3 and 4 ____________ 96 About 6 5 -16 
Messages 1, 2, 3, and 4 _____ 581 About 39 44 $10 

The results for an incorrect superimposition (1st letter of message 4 under 4th letter of message 1) 
are also shown for comparison: 
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No.~.....~PGLP~HUFR~SAUQ;AQYU~ZAKG~EOQC~PRKO~ 
so. 2--- CWfiPKKXFL;MKUR=COj;HWNJ;WKWIHLzK 
so. 3..--.-- WFWT~NHTGMR~AZGP~DSQ&UPFR~XJROHRZW 
No. 4----. TULDHNQEZZUTYGDYEDUPSDLIOLENBONY 

No.l~-.-..HyEI;OUYNBO:NFDM;ZLUK5;AQAH: MGC&E 
70 

No.l-wJP&WVAU;BAHM:HKOR;LT FY;LGS OG? 
No.2.-.~..CDKYOOBVDFjX~DOGRGI~I~H~G~~~YAOYX 
No.X--wKVYZW%“KO5O&ZQNDTNATCNYEyTSC T 
~o.~~-~~GU~FT~WOMSNBQDBAIVIKNWGV~~IE~ 

12 3 4 

1 x t$ fi i/l 
----- 

2 x x '$7 !I/ 

'1 

-_- 

3 x x x’ 
--- 

4 x x x x 

T”k’rYIYm- 
Number of mincidences 

Combloatioa 
Diwrrp 

COIIlpB~lvJ~S 
RnC? 

Expected Observrd 
~~ 

PCVC7ll 

Messages 1 and 4 ____________ 96 About 6 3 -50 
Messages 2 and 4 ____________ 96 About 6 3 -50 
Messages 3 and 4 ____________ 96 About 6 2 -83 
Messages 1, 2, 3 and 4 __--- 582 About 39 33 -18 

PlwJFz ll# I I I I I 

(6) It is believedthattheprocedure hasbeen explained with sufficient detail tomake further 
examples unnecessary. The student should bear in mind always that as he adds messages to 
the superimposition diagram it is necessary that he recalculate the number of comparisons so 
that the correct expected or theoretical number of coincidences will be before him to compare 
with the observed number. In adding messages he should see that the results of the separate 
teats are consistent, as well ns those for the combined tests, otherwise he may be led astray at 
times by the overbalancing effect of the large number of coincidences for the already ascertained, 
correct superimpositions. 

44. Subsequent steps.-a. In paragraph 43a four messages were given of a series supposedly 
enciphered by a long keying sequence, and the succeeding pa.ragraphs were devoted to an ex- 
planation of the preparatory steps in the solution. The messages have now been properly 
euperimposed, so that the text has been reduced to monoalphabetic columnar form, and the 
matter is now to be pursued to ita ultimati stagea.’ 
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b. The four messages employed in the demonstration of the principles of the K test have 
served their purpose. The information that they are messages enciphered by an intelligible 
running key, by reversed standard cipher alphabets, was withheld from the student, for peda- 
gogical reasons. ‘i’iere the key a random sequence of letters instead of intelligible text, the 
esplanation of the coincidence test would have been unchanged in the slightest particular, so 
far as concerns the mechanics of the test itself. Kere the cipher alphabets unknown, mixed 
alphabets, the explanation of the K test would also have been unchanged in the slightest par- 
ticular. But, as stated before, the four messages actually represent encipherments by means of 
an intelligible running key, by reversed standard alphabets; they will now be used to illustrate 
the solution of cases of this sort. 

c. Assuming now that the cryptanalyst is fully aware that the enemy is using the running- 
key system with reversed standard alphabets (obsolete U. S. Army cipher disk), the method of 
solution outlined in paragraph 38 will be illustrated, employing the first of the four messages 
referred to above, that beginning PGLPN HUFRK SAUQQ. The word DIVISION will be taken as 
a probable word and tested against the key, beginning with the very first letter of the message. 
Thus: 

Cipher text _________________________ PGLPNHUFRKSAUQQ.. 
-4ssumed plain test ______________ D I V I S I 0 N . . . . . . . . . 
Resultant key text _______________ S 0 G X F . . . . . . . . . . . . 

The resultant key text is unintelligible and the word DIVISION is shifted one letter to the right. 

Cipher text _________________________ PGLPNHUFRKSAUQQ.. 
Assumed plain text ______________ . D I V I S I 0 N . . . . . . . . 
Resultant key text _______________ . J T K . . . . . . . . . . . . . 

Again the resultant key text, is unintelligible and the hypothetical word DIVISION is shifted 
once more. Continuation of this process to the end of the message proves that the word is not 
present. Another probable word is assumed: REGIMENT. When the point shown below is 
reached, note the results: 

Cipher text _________________________ P G L P N H U F R K S A U Q Q . . 
Assumed plain text ______________ . . . . R E G I M E N T . . . . . 
Resultant key text _______________ . . . . E L A N D 0 F T . . . . . 

It certainly looks as though intelligible text were being obtained as key text. The words 
LAND OF T . . . suggest that THE be tried. The key letters HE give NO, making the plain text 
read . . ..REGIMENT NO... . The four spaces, preceding REGIMENT suggest such words 
as HAVE, SEND, MOVE, THIS, etc. A clue may be found by assuming that the E before LAND 
in the key is part of the word THE. Testing it on the cipher text gives IS for the plain text, 
which certainly indicates that the message begins with the word THIS. The latter yields IN 
for the tist two key letters. And so on, the process of checking one text against the other con- 
tinuing until the entire message and the key text have been reconstructed. 

d. Thus far the demonstration has employed but one of the four messages available for 
solution. When the reconstruction process is applied to all four simultaneously it naturally 
goes much faster, with reduced necessity for assuming words after an initial entering wedge has 
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been driven into one message. For example, note what happens in this case just as soon as the 
word REGIMENT is tried in the proper place: 

Key test .._______ --- __________ 
i ! 

. 

, 
y. 1 iw ‘1 1cr test ._.. -_-_- _________ 1 P - * [Plain test-. ________ _________ . 

so 
’ i 

2 Cipher text-.. ________._.____ . 
Plain test- _______ ___________ . 

Cipher text- _________________ 
Plain text _..__________________ 

EiL/A/N 

; i , 

D/O;F T . 
’ I I 

N’H~U 
R/E,G 
i I W,H,P 

IiEIL 

T DIN 
L I’N 

XIF L!U 
R!A;I . 

G’M’R A 
! I I T C’. 

r\;. 
. I 
4 Cipher text-. ________________ 

Plain test ____________________ 
LDH 
TIIIT 

EZZU 
KGU. 

It is obvious that 30. 2 begins with FIELD TRAIN; SO. 3, with ROLLING _ _ 
with ANTITANK GUN. These words yield additional key letters, the latter suggest additional 
plain test, and thus the process goes on until the solution is completed. 

Q/. . . 
. . 

. . 
. . . 

. . . 

. . . 

. . . 

. . . 

KITCHEN; No. 4 

e. But now suppose that the key text that has been actually employed in encipherment is 
not intelligible text. The process is still somewhat the same, only in this case one must %ave at 
least two messages in the same key. For instead of checking a hypothetical word (assumed to 
be present in one message) against the key, the same kind of a check is made against the other 
message or messages. Assume, for instance, that in the case just described the key test, instead 
of being intelligible text, were a series of letters produced by applying a rather complex transpo- 
sition to an originally intelligible key text. Then if the word REGIMENT were assumed to be 
present in the proper place in message So. 1 the resultant key letters would yield an unintelligible 
sequence. But these key letters when applied to message No. 2 would nevertheless yield 
IELDTRAI; when applied to message No. 3, LINGKITC, and so on. In short, the text of on.e mes- 
sage is checked against the text of another message OT messages; if the originally assumed word is 
correct, then plain text till be found in the other messages.* 

* Perhaps this is as good a place as any to make some observations which are of general interest in connection 
with the running-key principle, and which have no doubt been the subject of speculation on the part of som- 
students. Suppose a basic, unintelligible, random sequence of keying characters which is not derived from the 
interaction of two or more shorter keys and which never repeats is employed bul once as a key for encipherment. 
Can a cryptogram enciphered in such a system be solved? The answer to this question must unqualifiedly be 
this: even if the cipher alphabets are known sequences, cryptanalytic science is certainly powerless to attack 
such a cryptogram. Furthermore, so far ss can now be discerned, no method of attack is likely ever to he devised. 
Short of methods based upon the alleged phenomena of telepathy-the very objective existence of which is 
denied by most “sane” investigators today-it is impossible for the present author to conceive of any way of 
att,acking such a cryptogram. 

This is a case (and perhaps the only caye) in which the impossibility of cryptanalysis is mathematically 
demonst,rable. Two things are involved in a complete solution in mathematics: not only must a satisfact,nry 
(logical) answer to the problem be offered, but also it must be demonstrated that the answer offered is ljniqxe, 
that is, t,he only possible one. (The mistake is often made that the latter phase of what constitutes a valid 
solution is overlooked-and this is the basic error which numerous alleged Bacon4hakespeare “cryptographers” 
commit.) To attempt to solve a cryptogram enciphered in the manner indicated is analogous to an attempt to 
find a unique solution for a single equation containing two unknowns, with absolutely no data available for 
solution other than those given by that equation itself. It is obvious that no unique solution is possible in such 
a case, since nny one quantily whatsoever may be chosen for one of the unknowns and the other will folldw as a 
conseouence. Therefore an infinite number of Werent apswers, all equally valid, is possible. In the case of a 
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f. All the foregoing work is, of course, based upon a knowledge of the cipher alphabets 
employed in the encipherment. -What if the latter are unknown sequences? It may be stated 
at once that not much could be done with but four messages, even after they had been super- 
imposed correctly, for the most that one would have in the Ray of data for the solution of the 
individual columns of text would be four letters per alphabet-which is not nearly enough. 
Data for solution by indirect symmetry by the detection of isomorphs cannot be expected, for 
no isomorphs are produced in this system. Solution can be reached only if there is sufficient 
text to permit of the analysis of the columns of the superimposition diagram. When there is 
this amount of text there are also repetitions which afford bases for the assumption of probable 
words. Only then, and after the values of a few cipher letters have been established can indirect 
symmetry be applied to facilitate the reconstruction of the primary components-if used. 

g. Even when the volume of text is great enough so that each column contains say 15 to 20 
letters, the problem is still not an easy one. But, frequency distributions with 15 to 20 letters 
can usually be studied statistically, so that if two distributions present similar characteristics, 
the latter may be used as a basis for combining distributions which pertain to the same cipher 
alphabet. The next section will be devoted to a detailed treatment of the implications of the 
last statement. 

cryptogram enciphered in the manner indicated, there is the equivalent of an equation with two unknowns; 
the key is one of the unknowns, the plain text is the other. One may conjure up an infinite number of different 
plain texts and offer any one of them as a “solution.” One may even perform the perfectly meaningless labor 
of reconstructing the “key” for this selected “solution”; but since there is no way of proving from the cryptogram 
itself, or from the reconstructed key (which is unintelligible) whether the “solution” so selected is fhe actual 
plain text, all of the infinite number of “solutions” are equally valid. ICOW since it is inherent in the very idea . 
of cryptography as a practical art that there must and can be only one actual solution (or plain testj, and since 
none of this infinite number of different solutions can be proved to be Ihe one and only correct solution, therefore, 
our common sense rejects them one and all, and it may be said that a cryptogram enciphered in the manner 
indicated is absolutely impossible to solve. 

It is perhaps unnecessary to point out that the foregoing statement is no longer true when the running key 
constitutes intelligible text, or if it is used to encipher more than one message, or if it is the secondary resultant of 
the interaction of two or more short primary keys which go through cycles themselves. For in these cases there 
is additional information available for the delimitation of one of the pair of unknowns, and hence a unique solu- 
tion becomes possible. 

Sow although the running-key system described in the first paragraph represents the ultimate goal of 
cryptographic security and is the ideal toward which cryptographic experts have striven for a long time, there is 
a wide abyss to be bridged between the recognition of a theoretically perfect system and its establishment as a 
practical means of secret intercommunication. For the mere mechanical details involved in the production, 
reproduction, and distribution of such keys present difficulties which are so formidable as to destroy the effectivc- 
ness of the method as a system of secret intercommunication suitable for groups of correspondents engaged in a 
voluminous exchange of messages. 
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SEC~~N XII 

THE “CROSS-PRODUCT SUM” OR “x TEST”’ 

Preliminary remarks ____________________----------....----------------------------------------------- _ _______________________________ 45 
The nature of the “Cross-product sum” or “x (Chi) test” in cryptanalysis _________________ _ ____________._ __ _______ 46 
Derivation of the x test-. _____________ _ ________________________________________------------------------------------------------------ 47 
Applying the x test in matching distributions ________________________________________-------------------------- _ ______________ 48 

45. Preliminary remarks.--a. The real purpose of making the coincidence test in cases such 
as that studied in the preceding section is to permit the cryptanalyst to arrange his data so as to 
circumvent the obstacle which the enemy, by adopting a complicated polyalphabetic scheme of 
encipherment, places in the way of solution. The essence of the matter is that by dealing indi- 
vidually with the respective columns of the superimposition diagram the cryptanalyst has 
arranged the polyalphabetic text so that it can be handled as though it were monoalphabetic. 
Usually, the solution of the latter is a relatively easy matter, especially if there is sufficient text 
in the columns, or if the letters within certain columns can be combined into single frequency 
distributions, or if some cryptographic relationship can be established between the columns. 

b. It is obvious that merely ascertaining the correct relative positions of the separate mes- 
sages of a series of messages in a superimposition diagram is only a means to an end, and not an 
end in itself. The purpose is, as already stated, to reduce the complex, heterogeneous, poly- 
alphabetic text to simple, homogeneous, monoalphabetic text. But the latter can be solved only 
when there are sufficient data for the purpose-and that depends often upon the type of cipher 
alphabets involved. The latter may be the secondary alphabets resulting from the sliding of the 
normal sequence against its reverse, or a mixed component against the normal, and so on. The 
student has enough information concerning the various cryptanalytic procedures which may be 
applied, depending upon the circumstances, in reconstructing diflerent types of primary com- 
ponents and no more need be said on this score at this point. 

c. The student should, however, realize one point which has thus far not been brought 
specifically to his attention. Although the superimposition diagram referred to in the preceding 
subparagraph may be composed of many columns, there is often only a relatively small number 
of &@eteni cipher alphabets involved. For example, in the case of two primary components of 
26 letters each there is a maximum of 26 secondary cipher alphabets. Consequently, it follows 
that in such a case if a superimposition diagram is composed of say 100 columns, certain of those 
columns must represent similar secondary alphabets. There may, and probably will be, no 
regularity of recurrence of these repeated secondaries, for they are used in a manner directly 
governed by the letters composing the words of the key text or the elements composing the. 
keying sequence. 

d. But the latter statement offers an excellent clue. It is clear that the number of times a 
given secondary alphabet is employed in such a superimposition diagram depends upon the com- 

* The x test, presented in this section, as well aa the e test, presented in Section XIV, mere first described 
in an important paper, SlalieticaZ Mefhodr in CryplanaZytis, 1935, by Solomon Kullback, Ph. D., Associate Crypt- 
analyst, Signal Intelligence Service. I take pleasure in acknowledging my indebtedness to Dr. Kullback’s 
paper for the basic material used in my own exposition of these teats, as well ee for his helpful criticisms thereof 
while in manuscript. 

(131 
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position of the key test. Since in the case of a running-key system using a book as a key the 
key test constitutes intelligible text, it follows that the various secondary alphabets will be em- 
ployed w’th jreouencies which are directly related to the respectice frequencies of occurrence oj letters 
in normal plain tez+t. Thus, the alphabet corresponding to key letter E should be the most 
frequently used; the alphabet corresponding to key letter T should be next in frequency, and so on. 
From this it follows that instead of being c&fronted with a problem involving as many different 
secondary cipher alphabets as there are columns in the superimposition diagram, the crypt- 
analyst will usually have not over 26 such alphabets to deal with; and allowing for the extremely 
improbable repetitive use of alphabets corresponding to key letters J, K, Q, X, and Z, it is likely 
that the cryptanalyst will have to handle only about 19 or 20 secondary alphabets. 

e. Moreover, since the E secondary alphabet will be used most frequently and so on, it is 
possible for the cryptanalyst to study the various distributions for the columns of the super- 
imposition diagram with a view to assembling those distributions which belong to the same cipher 
alphabet, thus making the actual determination of values much easier in the combined distri- 
butions than would otherwise be the case. 

-f. However, if the keying sequence does not itself const.itute intelligible text, even if it is 
a random sequence, the case is by no means hopeless of solution-provided there is sufficient 
text within columns so that the columnar frequency distributions may afford indications enabling 
the cryptanalyst to amalgamate a large number of small distributions into a smaller number of 
larger distributions. 

g. In this process of assembling or combining individual frequency distributions Ehich be- 
long to the same cipher alphabet, recourse may be had to a procedure merely alluded to in con- 
nection with previous problems, and designated as that of “matching” distributions. The nest 
few paragraphs will deal with this important subject. 

46. The nature of the “Cross-product sum” or “x (Chi) test” in cryptanalysis.--a: The 
studeui has already beeu Gunfronted with cases in which it was necessary or desirable to reduce 
a large number of frequency distributions to a smaller number by identifying and amalgamating 
distributions which belong to the same cipher alphabet. Thus, for example, in a case in which 
there are, say, 15 distributions but only, say, 5 separate cipher alphabets, the difficulty in solving 
a message can be reduced to a considerable degree provided that of the 15 distributions those 
which belong together can be identified and allocated to the respective cipher alphabets to which 
they apply. 

b. This process of identifying distributions which belong to the same cipher alphabet in- 
volves a careful examination and comparison of the various members of the entire set of distri- 
butions to ascertain which of them present saciently similar characteristics to warrant their 
being combined into a single distribution applicable to one of the ciphdr alphabets involved in 
the problem. Now when the individual distributions are fairly large, say containing over 50 
or 60 letters, the matter is relatively easy for the experienced cryptanalyst and can be made by 
the eye; but when the distributions are small, each containing a rather small number of letters, 

*ocular comparison and identification of two or more distributions M belonging to the same alpha- 
bet become quite diflicult and often inconclusive. In any event, the time required for the suc- 
cessful reduction of a multiplicity of individual small distributions to a few larger distributions 
is, in such cases, a very material factor in dete rmining whether the solution will be accomplished 
in time to be of actual value or merely of historical interest. 

c. However, a certain siatistical test, called the “cross-product sum” or “x test”, hss been 
devised, which can be brought to bear upon this question and, by methods of mathematical 
comparison, eliminate to a large degree the uncertainties of the ocular method of matching and 
combining frequency distributions, thus in many cases materially reducing the time required 
for solution of a complex problem. 
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d, It is advisable to point out, however, that the student must not e.xpect too much of a 
mathematical method of comparing distributions, because there are limits to the size of distribu- 
tions to be matched below which these methods will not be effective. If two distributions 
contain some similar characteristics the mathematical method will merely afford a quantitative 
measure of the degree of similarity. TWO distributions may actually pertain to the same cipher 
alphabet but, as occasionally happens, they may not present any external evidences of this 
relationship, in which case no mathematical method can indicate the fact that the two distribu- 
tions are really similar and belong to the same alphabet. 

47. Derivation of the x test.--u. Consider the following plain-test distribution of ci0 letters: 

5 
-5 z 3% 

AB~~~~G~~JKL~~~PQ~S~~V~XYZ 

In a previous text 2 it was shown that the chance of drawing two identical letters in normal 
English telegraphic plain text is the sum of the squares of the relative probabilities of occurrence 
of the 26 letters in such text, which is .0667. That is, the probability of monographic coincidence 
in English telegraphic plain text is K,=.O667. In the message to which the foregoing distribu- 
tion of 50 letters applies, the number of possible pairings (comparisons) that can be made betweeT 

single letters is '?=1,225. According to the theory of coincidences there should, therefore 

be 1,225X.0667=81.7065 or approrrimately 82 coincidences of single letters. Examining the 
distribution it is found that there are 83 coincidences, as shown below: 

s s -.F -2 ABC~~ac~~JKt~~~PQ~~~~v~xyz 

3+0+0+1+21+0+0+1+3+0+0+0+1+10+i:+0+0+I+10+15+1+0+1+0+u+0=~ 

The actual number of coincidences agrees very closely with the theoretical number, which is 
of course to be expected, since the text to which the distribution applied has been indicnted as 
being normal plain text. 

b. In the foregoing simple demonstration, let the number of comparisons that can be made 

in the distribution be indicated symbolically by AT( N- 1) 2 J where .??= the totnl number of letters 

in the distribution. Then the expected number of coincidences may be written as .0067.\'(.1'-- 1) 
2 

t 

which may then be rewritten as 

(1) 
.0067-v-.0667N 

2 

c. Likewise, if fA represents the number of occurrences of A in the foregoing distribution, 

then the number of coincidences for the letter A may be indicated symbolically by f”(.k1). 

And similarly, the number of coincidences for the letter B may be indicated by h&--1: 2 -, and 

so on down to fi(fz-l). The total number of actual coincidences found in the distribution is, 
2 

of course, the sum of j,‘?;-l) ;-f~v;-l) ; If the symbolfe is used to indicate . . .jzCjz2-1)* 

any of the letters A, B, . . . Z, and the symbol z is used to indicate that the sum of all the 

f Military Crypfonolya’r, Part II, Appendix 2. 
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elements that follow this sign is to be found, then the sum of the actual coincidences noted in 

the distribution may be indicated thus: 
c 

fe’ff;-‘, ) which may be rewritten as 

(11) c 
fey3 

d. Now although derived from difIerent sources, the two expressions labeled (I) and (II) 
above are equal, or should be equal, in normal plain text. Therefore, one may write: 

c 
f&-fe-.0667p--.0667-h’ -- 

2 2 
Simplifying this equation: 

(III) Ej&--Sje=.0667N2-.0667N 
e. Now 2fe=l)T. 

Therefore, expression (III) may be written as 

(IV) zje2-N=.0667N’-.0667N, 
which on reduction becomes: 

W) Xje2=.0667AT+.9333N 

This equation may be read as “the sum of the squares of the absolute frequencies of a distribution 
is equal to .0667 times the square of the total number of letters in the distribution, plus .9333 
times the total number of letters in the distribution.” The letter S2 is often used to replace the 
s,ymbol zja2. 

j. Suppose two monoalphabetic distributions are thought to pertain to the same cipher 
alphabet. Now if they actually do belong to the same alphabet, and if they are correctly ’ 
combined into a single distribution, the latter must still be monoalphabetic in character. That 
is, again representing the individual letter frequencies in one of these distributions by the general 
symbol-fee, the individual letter frequencies in the other distribution by fe,, and the total frequency 
in the East distribution by N,, that in the second distribution by N,, then 

WI) Z(~el+jet)‘=.0667(N,+Np)‘+.9333(N,+Nz) 

Expanding the terms of this equation: 

(VII) ~j~12+2~f~,~~2+~f~~=.0667(N~+2;1:N~tNz2)+.9333N,+.93~3N, 

But from equation (V): 
Zje,2=.0667N,z+.9333Nl and 

so that equation (VII) may be rewritten thus: 

.0667N12+.9333Nl+2&, je3+.0667N,t+.9333N2= 
.0667(N~‘+2N,Ns+Ns2)f.9333N,+.9333N, 

3 By “correctly” ie meant that the two dietributiona are alid relative to each other to their proper super- 
imposition. 
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Reducing to simplest terms by cancelling out similar expressions: 

2Zfe j%= .0667(2NlN2), or 

w-1) 3% A2 N,N,= .0667 

g. The last equation thw permits of establishing an expected value for the sum oj the product8 
of the corresponding jrequencks of the two distributions being considered for amalgamation. The 
cross-product 8urn or x test for matching two distributions is based upon equation (VIII). 

48. Applying the x test in matching distributions.-a. Suppose the following two distribu- 
tions are to be matched: 

f ,--m-e--------- i ; C ; E F G H i J K L M N 0 P Q : ; ; i V w ; Y ; 

-- 
jz __.___________ A ii C D E ; G H ? J i L M N 0 P Q : s ? U V W X i ; 

Let the frequencies be juxtaposed, for convenience in finding the sum of the cross products. 
Thus: 

je ,------------------- 1 4 0 3 0 1 0 0 1 0 0 1 0 0 1 0 0 3 2 2 1 0 1 3 0 2 _____ N,=26 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

fe2 ___________________ 0 2 0 0 0 3 0 0 1 0 1 0 0 1 1 0 0 3 1 1 0 0 0 0 1 2 _____ N,=17 

fel j@ --_--____-_-_-- 08000300100000100922000004 

In this case zje,j%=S+;+l+l+9+2+2+4=30 

N,N2=26X 17=442 

~fe,fe, 30 NlN2 =422=.0711 

b. The fact that the quotient (.0711) agrees very closely with the expected value (.0667) 
means that the two distributions very probably belong together or are properly matched. Note 
the qualifying phrase “very probably.” It implies that there is no certainty about this business 
of matching distributions by mathematical methods. The mathematics serve only as measuring 
devices, so to speak, which can be employed to measure the degree of similarity that exists. 

c. Instead of dividing xje,ja, by N,N, and seeing how closely the quotient approximates the 
value .0667 or .0385, one may set up an expected value for zje, j% and compare it with the ob- 
served value. Thus, in the foregoing example .0667 (N,N2)=.0667X422=28.15; the observed 
value of zfe, jep is 30 and therefore the agreement between the expected and the observed values 
is quite close, indicating that the two distributions are probably properly matched. 

d. There are other mathematical or statistical tests for matching, in addition to the x test. 
Moreover, it is possible to go further with the x test and find a measure of the reliance that may 
be placed upon the value obtained; but these points will be left for future discussion in subse- 
quent texts. 

462861 0 - 42 - 6 
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e. One more point will, however, here be added in connection with the x test. Suppose 
the very same two distributions in subparagraph a are again juxtaposed, but with je, shifted one 
interval to the left of the position shown in the subparagraph of reference. Thus: 

jel _----------- { 1 4 0 3 0 1 0 0 1 0 0 1 0 0 1 0 0 3 2 2 1 0 1 3 0 2 ~~~.-~i\7~=2~ _--_ _ 
ABCDEFG-HIJKLMNOPQRSTUVWXYZ 

j@- --..----------- { B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A ______. \-*=I; 
20003001010011003110000120 

Here zje, je,=2+3+2+3=10 and Ef%f% 10 
N,;=442=.0226 

The observed ratio (.0226) is so much smaller than the expected (.0667) that it can be said that if 
the two distributions pertain to the same primary components they are not properly superimposed. 
In other words, the x test rrtay also be applied in cases where two or more frequency distributions must 
be shijted relatkely in order tojind their correct superimposition. The theory underlying this appli- 
cation of the x test is, of course, the same as before: two monoalphabetic distributions when prop- 
erly combined will yield a single distribution which should still be monoalphabetic in character. 
In applying the x test in such cases it may be necessary to shift two 264ement distributions to 
various superimpositions, make the x test for each superimposition, and take as correct that one 
which yields the best value for the test. 

f. The nature of the problem will, of course, determine whether the frequency distributions 
which are to be matched should be compared (1) by direct superimposition, that is, setting the A 
to Z tallies of one distribution directly opposite the corresponding tallies of the other distribution, 
as in subparagraph a, or (2) by shifted superimposition, that is, keeping the A to Z tallies of the 
first distribution fixed and sliding the whole sequence of tallies of the second distribution to 
various superimpositions against the first. 
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~EC’TIOS 1111 

APPLYING THE CROSS-PRODUCT SCM OR x TEST 
Paronaph 

Study of a situation in which the x test map be applied ____ _ _________ -____ __________._______ _ _._____ ___ ___________ _ _______ 49 
Solution of a progressive-alphabet system by means of the x test .______ _ ____________________---------------.----------- 50 
.4lternative method of solution __________________ _ ._______________________________________- ________________________________________ 51 

49. Study of a situation in which the x test may be applied.-a. A simple demonstration 
of how the x-test is applied in matching frequency distributions may now be set before the 
student. The problem involved is the solution of cryptograms enciphered according to the 
progressive-alphabet system (par. 36b), with secondary alphabets derived from the interaction 
of two identical mixed primary components. It will be assumed that the enemy has been using 
a system of this kind and that the primary components are changed daily. 

b. Before attacking an actual problem of this type, suppose a few minutes be devoted to a 
general analysis of its elements. It is here assumed that the primary components are based 
upon the HYDRAULIC . . . Z sequence and that the cipher component is shifted toward the 
right one step at a time. Consider a cipher square such as thnt shown in Figure 12, which is 
applicable to the type of problem under study. It has been arranged in the form of a deciphering 
square. In this square, the horizontal sequences are aLl identical but merely shi,fted relatively; tk 
letters inside the square are plain-text letters. 

(79) 
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A 
B 
C 
D 
E 
F 
G 
H 
I 
J 
K 
L 
M 
N 
0 

i 
R 
S 
T 
u 
V 
w 
X 
Y 
Z 

80 

ALPHABET NO. 

1 2 3 4 S 6 7 8 9 10 11 12 13 I4 15 18 17 18 19 %I 21 P 23 24 25 28 

AULICBEFGJKMNOPQSTVWXZHYDR 
BEFGJKMNOPQSTVWXZHYDRAULIC 
CBEFGJKMNOPQSTVWXZHYDRAULI 
DRAULICBEFGJKMNOPQSTVWXZHY 
EFGJKMNOPQSTVWXZHXDRAULICB 
FGJKMNOPQSTVWXZHYDRAULICBE 
GJKMNOPQSTVWXZHYDRAULICBEF 
HYDRAULICBEFGJKMNOPQSTVWXZ 
ICBEFGJKMNOPQSTVWXZHYDRAUL 
JKMNOPQSTVWXZHYDRAULICBEFG 
KMNOPQSTVWXZHYDRAULICBEFGJ 
LICBEFGJKMNOPQSTVWXZHYDRAU 
MNOPQSTVWXZHYDR-AULICBEFGJK 
NOPQSTVWXZHYDRAULICBEFGJKM 
OPQSTVWXZHYDRAULICBEFGJKMN 
PQSTVWXZHYDRAULICBEFGJKMNO 
QSTVWXZHYDRAULICBEFGJKMNOP 
RAULICBEFGJKMNOPQSTVWXZHYD 
STVWXZHYDRAULICBEFGJKMNOPQ 
TVWXZHYDRAULICBEFGJKMNOPQS 
ULICBEFGJKMNOPQSTVWXZHYDRA 
VWXZHYDRAULICBEFGJKMNOPQST 
WXZHYDRAUL.ICBEFGJKMNOPQSTV, 
XZHYDRAULICBEFGJKMNOPQSTVW 
YDRAULICBEFGJKMNOPQSTVWXZH 
ZHYDRAULICBEFGJKMNOPQSTVWX 

[Plnh-text letters am within the qum proper] 

c. If, for mere purposes of demonstration, instead of letters within the cells of the square 
there are placed tallies corresponding in number with the normal frequencies of the letters 
occupying the respective cells, the cipher square becomes as follows (showing only the 1st 
three rows of the square): 

ALPHABET No. 
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d. It is obvious that here is a case wherein if two distributions pertaining to the square are 
isolated from the square, the x test (matching distributions) can be applied to ascertain how the 
distributions sllould be shifted relative to each other so t,hat they can be superimposed and made 
to yield a monoalphabetic composite. There is obviously one correct superimposition out of 25 
possibilities. In this case, the B row of tallies must be displaced 5 intervals to the right in order 
to match it and amalgamate it with the A row of tallies. Thus: 

e. Note that the amount of displacement, that is, the number of intervals t,he B sequence 
must be shifted to make it match the A sequence in Figure ISb, corresponds exactly to the distance 
between the letters A and B in the primary cipher component, which is 5 intervals. Thus: 

012346 

. . . AULICB... . The fact that the primary pls.in component is in this case identical 
with the primary cipher component has nothing to do with the matter. The displacement interval 
is being measured on the cipher component. It is important that the student see this point very 
clearly. He can, if he like, prove the point by experimenting with two different primary com- 
ponents. 

j. Assuming that a message in such a system is to be solved, the text is transcribed in rows 
of 26 letters. A uniliteral frequency distribution is made for es.ch column of the transcribed 
text, the 26 separate distributions being compiled within a single square sucl: as that shown in 
Figure 14. Such a square may be termed a frequency distribufion square. 

g. Now the vertical columns of tallies within such a distribution square constitute frequency 
distributions of the usual type: They show the distribution of the various cipher letters in each 
cipher alphabet. If there were many lines of text,, all arranged in periods of 26 letters, then each 
column of the frequency square could be solved in the usual manner, by the application of the 
simple principles of monoalphabetic frequency. But what do t,he horizontal rows of tallies 
within t,he square represent? Is it not clear that the first such row, the A row,‘merely shows the 
distribution of A, throughout the successive cipher alphabets? And does not this graphic picture 
of the distribution of A, correspond to the sequence of letters composing the primary plain component? 
Furthermore, is it not clear that what has been said of the A row of tallies applies equally to the 
B, C, D,. . . ..Zrows? Finally, is it not clear that the graphic pictures of all the distributions 
correspond to the same sequence of letters, except that the sequence begins with a diRerent letter 
in each row? In other words, all the horizontal rows of tallies within the distribution square 
apply to the same sequence of plain-text letters, the sequences in one row merely beginning with 
a different letter from that with which another row begins. The sequences of letters to which 
the tallies apply in the various rows are merely displaced relative to one another. Now if there 
are sufficient data for statistical purposes in the various horizontal sequences of tallies within the 
distribution square, these sequences, being approximat,ely similar, can be studied by means of 
the x test to find their relative displacements. And in finding the latter a method is provided 
whereby the primary cipher component may be reconstructed, since the correct assembling of 
the displacement data will yield the sequence of letters constituting the primary cipher component,. 
If the plain component is identical wit,h the cipher component, the solution is immediately at 
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hand; if they are different, the solution is but one step removed. Thus, there hes been elnbo- 
rated a method of solving this type of cipher system udhout making any assumptions of calues 
jor cipher letters. 

50. Solution of a progressive-alphabet system by means of the x test.-a. The follou-ing 
crgptoprnm has been enciphered accortlin g to the method indicated, by progressive, simple, __ - 
uninterrupted shifting of a primary cipher component egainst an identical primary plain 
component. 

WGJJM 
BUFRW 
WCKOO 
WFKGY 
RPWTM 
CKBIW 
QWGKT 
vcxuc 
UAHYN 
LIYJG 
BNEHA 
WBRQN 
WLXGS 
RKWUH 
MFGJX 
AABWM 
WZKFE 
EBYBM 
JOUAH 
INNDF 
WTJYQ 
VVPWA 
owuss 
VNKHF 
HDEVQ 
USESN 
EEJNR 
HPVVV 
XAZOW 
WZEYL 
LWILP 
LCZBM 
RJICT 
QBCJM 
BPVTT 

MMJXE 
WWWYO 
FFFGE 
PBBXC 
GIMPT 
XMXUD 
IUXYJ 
JLMLL 
WLOCX 
TVPQK 
MRCRO 
FJVNR 
HQWHP 
YYCIW 
EDGCO 
XIHOW 
XSRUY 
LABJV 
CUGZL 
RJFMB 
BYRLI 
BUJKN 
GAMHN 
ucvvs 
SIJPH 
DSBBK 
CZBTB 
YKJEF 
RRXYK 
JEROQ 
QSEDY 
SDJWQ 
UUUSK 
EBYNV 
CGBVT 

CRYPTOGRAM 

DGCOC 
IHFJK 
PQRYY 
HBFYI 
ECJBO 
IPFFU 
JAOWZ 
YEKFF 
SDQVC 
PKTLH 
VSTXE 
VDOPU 
JBCNN 
DGSJC 
PTGPW 
HDEQU 
QIOVR 
TGFFG 
XIAJK 
HQLXH 
TUOUS 
FPFYW 
CWHSW 
SSPLQ 
QJAWF 
RLVWR 
LXPJJ 
HQSXJ 
YGMGZ 
SOQKO 
IOEMO 
XTJVL 
KWDVM 
SSJKS 
ZKHQD 

FTRPB 
OKHTT 
IWXMX 
ETXHF 
KVBUQ 
YNVSS 
OCFTR 
ZVQJQ 
YVSIL 
SROON 
NHPVB 
QRLKQ 
JQSOQ 
TGPGR 
QQVQI 
AINFK 
ERDJV 
XYIVG 
WDVTY 
MHQYY 
RCDCV 
VQZQF 
WLRYQ 
UPCVV 
RIZDW 
VZEEP 
KAPPM 
QDYVZ 
BYNVH 
MWIOG 
IBJML 
FIRNR 
FWTTJ 
DCBDY 
DRMEZ 

MIIIK 
AZCLJ 
UDIPF 
BIVDI 
GVGFF 
IHRMH 
PPOQU 
SIYSP 
IWNJO 
ICFEV 
TWKUQ 
NFFFZ 
ORCBM 
MIQMP 
WXTTT 
FWHPJ 
DKHIR 
RJYEK 
BFRUC 
YMWQV 
WDGIG 
LHTWJ 
QUSZV 
VWDGS 
XXHCX 
PPATO 
JEGIK 
GRRHZ 
QBRVF 
MBKFF 
NNSYK 
XHYBD 
KCKCG 
FPPVF 
00 

ZRYNN 
EPPFR 
EXMLL 
PNXIV 
FKLYY 
YZHAU 
SGYCX 
DSBBJ 
OMAQS 
MNVWN 
IOCAV 
PHURV 
RRAON 
SGCTN 
COJVA 
AHZIT 
QWEDG 
FBEPB 
ccuzz 
CLIPT 
GUBHJ 
PDRXZ 
DNXAN 
JOGTC 
YCTMG 
IANEE 
RTGFF 
QLYXK 
EFQLL 
LXDXT 
XJZJM 
BJUFI 
CVSAG 
DWZMT 
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b. The message is transcribed in lines of 26 letters, since that is the total number of secondary 
alphabets in the system. The transcribed text is shown below: 

1 
2 
3 
4 
5 
6 
7 
8 
9 

10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 
26 
27 
28 
29 
30 
31 
32 
33 
34 
35 
36 
37 
38 
39 
40 
41 

1 2 3 4 5 0 7 8 0 10 11 12 13 14 15 II 17 r¶ 19 m 21 P z 24 25 I 

WGJJMMMJXEDGCOCFTRPBMIIIKZ 
RYNNBUFRWWWWYOIHFJKOKHTTAZ 
CLJEPPFRWCKOOFFFGEPQRYYIWX 
MXUDIPFEXMLLWFKGYPBBXCHBFY 
IETXHFBIVDIPNXIVRPWTMGIMPT 
ECJBOKVBUQGVGFFFKLYYCKBIWX 
MXUDIPFFUYNVSSIHRMMYZHAUQW 
;KTIUXYJJAOWZOCFTRPPOQUSGY 
:XVCXUCJLMLLYEKFFZVQJQSIYS 
'DSBBJUAHYNWLOCXSDQVCYVSIL 
CWNJOOMAQSLWYJGTVPQKPKTLHS 
3OONICFEVMNVWNBNEHAMRCROVS 
rXENHPVBTWKUQIOCAVWBRQNFJV 
VRVDOPUQRLKQNFFFZPHURVWLXG 
jHQWHPJBCNNJQSOQORCBMRRAON 
XKWUHYYCIWDGSJCTGPGRMIQMPS 
:CTNMFGJXEDGCOPTGPWQQVQIWX 
I'TTCOJVAAABWMXIHOWHDEQUAIN 
FKFWHPJAHZITWZKFEXSRUYQIOV 
RERDJVDKHIRQWEDGEBYBMLABJV 
TGFFGXYIVGRJYEKFBEPBJOUAHC 
UGZLXIAJKWDVTYBFRUCCCUZZ>IN 
NDFRJFMBHQLXHMHQYYYMWQVCLI 
PTWTJYQBYRLITUOUSRCDCVWDGI 
GGUBHJVVPWABUJKNFPFYWVQZQF 
LHTWJPDRXZOWUSSGAMHNCWHSWW 
LRYQQUSZVDNXANVNKHFUCVVSSS 
PLQUPCVVVWDGSJOGTCHDEV.QSIJ 
PHQJAWFRIZDWXXHCXYCTMGUSES 
NDSBBKRLVWRVZEEPPPATOIANEE 
EEJNRCZBTBLXPJJKAPPMJEGIKR 
TGFFHPVVVYKJEFHQSXJQDYVZGR 
RHZQLYXKXAZOWRRXYKYGMGZBYN 
VHQBRVFEFQLLWZEYLJEROQSOQK 
OMWIOGMBKFFLXDXTLWILPQSEDY 
IOEMOIBJMLNNSYKXJZJMLCZBMS 
DJWQXTJVLFIRNRXHYBDBJUFIRJ 
ICTUUUSKKWDVMFWTTJKCKCGCVS 
AGQBCJMEBYNVSSJKSDCBDYFPPV 
FDWZMTBPVTTCGBVTZKHQDDRMEZ 
00 
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c. A 
separate 

L frequency distribution square is then compiIed, each coIumn of the text fo 
distribution in columnar foml in the square. The latter is shown in figure 14. 

I ? 3 4 5 c 7 8 9 10 I1 12 13 14 I5 :6 :7 :3 :9 2C 2: ?2 23 24 ‘2.5 ‘26 N 

1 2 3 4 6 6 i 8 9 IO 11 12 13 14 13 13 17 18 19 20 21 22 P 2i 25 26 11, 04!J 

Fmvm 14. 
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d. The x test will now be applied to the horizontal rows of tallies in the distribution square, 
in accordance with the theory set forth in paragraph 49g. Since this test is purely statistical 
in character and becomes increasingly reliable as the size of the distributions increases, it is best 
to start by working with the two distributions having the greatest t.otal numbers of tallies, 
These are the V and W distributions, with 53 and 52 occurrences, respectively. The results of 
three relative displacements of these two distributions are shown below, labeled “First test,” 
“Second test,” and “Third test.” 

FIRST TEST 

J 1 0 2 0 0 2 6 4 s 0 0 7 0 0 2 1 1 1 1 1 0 6 4 0 2 4 NV-=53 
[ 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 2? 23 24 25 26 

‘“1 j24 0 25 4 26 2 
1 2 3 4 5 6 7 8 9 10 11 la 9 13 14 15 16 17 18 19 20 21 22 23 
1 1 5 3 0 1 0 0 2 8 1 7 6 0 1 0 0 2 3 0 2 1 2 A’~=52 

fvfw 0 0 4 0 0 10 18 0 S 0 0 14 0 0 14 6 0 1 0 0 0 18 0 0 2 8 zjfp;fw=103 

-.-sL.037 VVfR 
NvNw 2756 

SECOND TEST 

~10200264800700211111064024 
fv( 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

i’l’v= 53 

18 19 20 21 22 23 24 25 26 1 2 3 4 5 6 6 8 9 10 11 12 13 14 15 16 17 
2 3 0 2 1 2 0 4 2 1 1 5 3 0 1 0 0 2 8 1 7 6 0 1 0 0 SW=52 

fvf,, 2 0 0 0 0 4 0 16 16 0 0 35 0 0 2 0 0 2 8 1 0 36 0 0 0 0 zjvjfK=122 

Xf PfR 122 
NpNw-2756 

=.044 

THIRD TEST 

~10200264800700211111064024Nv=53 
“1 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 16 19 20 21 22 23 24 25 26 

f 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 1 2 3 
fw\301002S1760100230212042115 A-a=52 

fvfr 3 0 2 0 0 4 48 4 56 0 0 7 0 0 4 3 0 2 1 2 0 24 8 0 2 20 Zjfrfw=190 

c. Since the last of the three foregoing tests gives a value somewhat better than the expected 
.0667, it looks as though the correct position of the W distribution with reference to the V distribu- 
tion has been found. In practice, several more tests would be made to insure that other close 
approximations to -0667 will not be found, but these will here be omitted. The test indicates 

113 4 

that the primary cipher component has the Ietten V and W in these positions: V . . W, since 
the correct superimposition requires that the 4th cell of the W distribution must be placed under 
the 1st cell of the V distribution (see the last superimposition above). 

f. The next best distribution with which to proceed is the F distribution, with 51 occurrences. 
Paralleling the procedure outlined .in paragraph 43, and for the same reasons, the F sequence 
is matched against the W and V sequences separately and then against both W and V sequences 
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at their correct superimposition. The following shows the correct relative positions of the three 
distributions: 

~10200264800700211111064024 Nv=53 
“11 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

d 
fi 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 1 2 3 4 5 6 7 

[I 1 2 1 0 0 6 3 9 3 0 2 0 0 0 2 1 1 1 2 0 4 2 0 3 7 .x-,=51 

jl.fF 1 0 4 0 0 0 36 12 72 0 0 14 0 0 0 2 1 1 1 2 0 24 8 0 6 28 Zjrfp=212 

11530100281760100230212042,V’n=52 
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

fyo r5 
6 7 8 d IO 11 12 13 14 15 16 17 18 19 20 21 22 24 
3 7 1 1 ? 1 0 0 6 3 9 3 0 2 0 0 0 23 2 1 25 1 26 1 2 1 2 0 3 4 4 2 A’,=51 

fWjf 0 3 35 -’ 0 ! 0 0 0 48 3 63 18 0 2 0 0 0 6 0 2 1 4 0 16 4 zf,j,=ZlO 

v 4-f 210 
m,=2,703=.078 

40 3 0 0 414 515 6 0 8 0 0 4 4 13 2 3 010 6 13 9 SF+w=105 
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

4 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 1 2 3 4 5 6 7 
11210063930200021112042037N~=51 

f(v+w)fp4 0 6 0 0 0 84 15 35 18 0 16 0 0 0 8 1 3 2 6 0 40 12 0 9 63 Xfcv+w)fF=422 

WC v+wd, -- 
N 1.422 a.079 

(v+w?NI 6,355 

The test yields the sequence V . . W . . . F . 

g. The process is continued in the foregoing manner until the entire primary cipher com- 
ponent has been reconstructed. It is obvious that as the work progresses the cryptanalyst is 
forced to employ smaller and smaller distributions, so that statistically the results are apt to 
become less and less certain. But to counterbalance this there is the fact that the number of 
possible superimpositions becomes progressively smaller as the work progresses. For example, 
at the commencement of operations the number of possible points for superimposing a second 
sequence against the first is 25; after the relative positions of 5 distributions have been ascer- 
tained and a 6th distribution is to be placed in the primary sequence being reconstructed, there 
are 21 possible positions; after the relative positions of 20 distributions have been ascertained, 
there are only 6 possible positions for the 21st distribution, and so on. 

h. In the foregoing case the completely reconstructed primary cipher component is as 
follows: 

1 3 3 4 6 e 7 II 0 10 11 12 13 14 16 16 17 111 19 P 2l 22 P 24 26 a3 

VALWNOXFBPYRCQZIGSEHTDJUMK 

Since it was stated that the problem involves identical primary components, both components 
are now at hand. 
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i. Of course, it is probable that in practical work the process of matching distributions 
would be interrupted soon after the positions of only a few letters in the primary component had 
been ascertained. For by tr”ying partially reconstructed sequences on the cipher text the skele- 
tons of some words would begin to show. By filling in these skeletons with the words suggested 
by them, the process of reconstruct,ing the components is much facilitated and hastened. 

j. The components having been reconstructed, only a moment or two is necessary to as- 
certain their initial position in enciphering the message. It is only necessary to justapose the 
t,wo components so as to give ‘(good” values for any one of the vertical distributions of Figure 14. 
This then gives the juxtaposition of the components for that, column, and the rest follows very 
easily for the plain text may now be obtained by direct use of the components. The plain text 
of the message is as follows: 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

1 10 II 12 13 14 15 16 17 1R 19 27 21 22 21 24 25 26 

;;;;M&;XEDGCOCFTRPBMIIIKZ 
WITHTHEIMPROVEMENTSINTHEAI 

RYNNBUFRWWWWYOIHFJKOKHTTAZ 
RPLANEANDTHEMEANSOFCOMMUNI 

CLJEPPFRWCKOOFFFGEPQRYYIWX 
CATIONANDWITHTHEVASTSIZEOF 
MXUDIPFEXMLLWFKGYPBBXCHBFY 
MODERNARMIESSTRATEGICSURPR 
IETXHFBIVDIPNXIVRPWTMGIMPT 
ISEWILLBECOMEHARDERANDHARD 

ECJBOKVBUQGVGFFFKLYYCKBIWX 
ERTOATTAINXINTHEPRESENCEOF 

MXUDIPFFUYNVSSIHRMHYZHAUQW 
MODERNkVIATIONANDFASTMOVIN 

GKTIUXYJJAOWZOCFTRPPOQUSGY 
GMECHANIZEDELEMENTSGREATER 

CXVCXUCJLMLLYEKFFZVQJQSIYS 
COMPLEXITIESMORESUBTLEDECE 

PDSBBJUAHYNWLOCXSDQVCYVSIL 
PTIONSSTRATEGEMSANDFEINTSW 

IWNJOOMAQSLWYJGTVPQKPKTLHS 
ILLHAVETOBEEMPLOYEDXINMODE 

ROONICFEVMNVWNBNEHAMRCROVS 
RNWARFAREITISSTILLPOSSIBLE 
TXENHPVBTWKUQIOCAVWBRQNFJV 
TOGAINTACTICALSURPRISEBYMA 

NRVDOPUQRLKQNFFFZPHURVWLXG 
NYMEANSX‘WHILETHEMEANSOFOBS 

SHQWHPJBCNNJQSOQORCBMRRAON 
SERVINGANDTRANSMITTINGINFO 
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1 2 3 4 5 8 7 8 9 10 11 12 13 14 16 16 17 18 19 20 21 2’2 23 24 ZA 28 

16 RKWUHYYCIWDGSJCTGPGRMIQMPS 
RMATIONOFTROOPMOVEMENTSARE 

17 GCTNMFGJXEDGCOPTGPWQQVQIWX 
GREATLYIMPROVEDOVERTHOSEOF 

18 TTTCOJVAAABWMXIHOWHDEQUAIN 
THEPASTTHEMECHANICALMEANSO 

19 FKFWHPJAHZITWZKFEXSRUYQIOV 
FMOVINGTROOPSARELIKEWISEFA 

20 RERDJVDKHIRQWEDGEBYBMLABJV 
RSPEEDIERXALSOFALSEINFORMA 

21 TGFFGXYIVGRJYEKFBEPBJOUAHC 
TIONCANBEFARMOREEASILYANDQ 

22 UGZLXIAJKWDVTYBFRUCCCUZZIN 
UICKLYDISTRIBUTEDXTHELESSO 

23 NDFRJFMBHQLXHMHQYYYM-WQVCLI 
NTOBELEARNEDFROMTHEOPENING 

24 PTWTJYQBYRLITUOUSRCDCVWDGI 
PHASEOFALLENBYSBATTLEOFMEG 

25 GGUBHJVVPWABUJKNFPFYWVQZQF 
GIDOISTHATSURPRISEISPOSSIB 

26 LHTWJPDRXZOWUSSGAMHNCWHSWW 
LEEVENINMODERNWARFAREBUTON 

27 LRYQQUSZVDNXANVNKHFUCVVSSS 
LYBYPERFECTDISCIPLINEONTHE 

28 PLQUPCVVVWDGSJOGTCHDEVQSIJ 
PARTOFTHETROOPSANDALMOSTSU 

29 PHQJAWFRIZDWXXHCXYCTMGUSES 
PERHUMANFORETHOUGHTANDATTE 

30 NDSBBKRLVWRVZEEPPPATOIANEE 
NTIONTODETAILONTHEPARTOFTH 

31 EEJNRCZBTBLXPJJKAPPMJEGIKR 
ESTAFFBACKEDUPBYRESOLUTEAC 

23 TGFFHPVVVYKJEFHQSXJQDYVZGR 
TIONINTHEAIRXTOMAINTAINSEC 

33 RHZQLYXKXA,ZOWRRXYKYGMGZBYN 
RECYMOVEMENTSMUSTBEUNDERCO 

34 VHQBRVFEFQLLWZEYLJEROQSOQK 
VEROFDARKNESSANDCOVEREDBIV 

35 OMWIOGMBKFFLXDXTLWILPQSEDY 
OUACAREASMUSTBEOCCUPIEDDUR 
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1 2 3 4 S 6 7 8 9 10 11 12 13 14 15 16 17 14 19 20 21 22 23 24 25 26 

36 IOEMOIBJMLNNSYKXJZJMLCZBMS 
INGDAYLIGHTHOURSXUNOBSERVE 

37 DJWQXTJVLFIRNRXHYBDBJUFIRJ 
DDAYLIGHTMOVEMENTSWILLREQU 

38 ICTUUUSKKWDVMFWTTJKCKCGCVS 
IRETHERESTRICTIONOFHOSTILE 

39 AGQBCJMEBYNVSSJKSDCBDYFPPV 
AIROBSERVATIONBYANTIAIRCRA 

40 FDWZMTBPVTTCGBVTZKHQDDRMEZ 
FTARTILLERYANDCOMBATAVIATI 

WITH THE IMPROVEMENTS IN THE AIRPLANE AND THE MEANS OF COMMUNICATION AND WITH 
THE VAST SIZE OF MODERN ARMIES STRATEGIC SURPRISE WILL BECOME HARDER AND 
~DERTOATTAINXINTHEPRESENCEOF~~ODERNAVIATIONANDFASTMOVINGMECHANIZED 
ELEMENTS GREATER COMPLEXITIES MORE SUBTLE DECEPTIONS STRATEGEMS AND FEINTS 
WILL HAVE TO BE EMPLOYED X IN MODERN WARFARE IT IS STILL POSSIBLE TO GAIN 
TACTICALSURPRISEBYMANYMEANSXWHILETHEMEANSOF OBSERVINGANDTRANSMITTING 
INFORMATION OF TROOPMOVEMENTS AREGREATLY IMPROVEDOVERTHOSE OF THE PAST THE 
MECHANICAL MEANS OF MOVING TROOPS ARE LIKEWISE FAR SPEEDIER X ALSO FALSE 
INFORMATION CAN BE FAR MORE EASILY AND QUICKLY DISTRIBUTED X THE LESSON TO BE 
LEARNEDFROMTHEOPENINGPHASEOFALLENBYSBATTLEOFMEGGIDOISTHATSURPRISEIS 
POSSIBLEEVENINMODERNWARFAREBUTONLYBYPERFECTDISCIPLINEONTHEPARTOFTHE 
TROOPSANDALMOSTSUPERHUMANFORETHOUGHTANDATTENTIONTODETAILONTHEPARTOF 
THE STAFF BACKED UP BY RESOLUTE ACTION IN THE AIR X TO MAINTAIN SECRECY MOVE- 
MENTSMUSTBEUNDERCOVEROFDARKNESSANDCOVEREDBIVOUACAREASMUSTBEOCCUPIED 
DURINGDAYLIGHTHOURSXUNOBSERVEDDAYLIGHTMOVEMENTSWILLREQUIRETHERESTRIC- 
TIONOFHOSTILEAIROBSERVATIONBYANTIAIRCRAFTARTILLERYANDCOMBATAVIATION. 

k. The student should clearly understand the real nature of the matching process employed 
to such good advantage in this problem. In practically all the previous cases frequency distri- 
butions were made of cipher letters occurring in a cryptogram, and the tallies in those distribu- 
tions represented the actual occurrences of cipher letters. Furthermore, when these distribu- 
tions were compared or matched, what were being compared were actually cipher alphabets. 
That is, the text was arranged in a certain way, so that letters belonging to the same cipher alphabet 
actually fell within the same column and the frequency distribution for a specifk cipher alphabet 
was made by tabulating the letters in that column. Then if any distributions were to be com- 
pared, usually the entire distribution applicable to one cipher alphabet was compared with the 
entire distribution applying to another cipher alphabet. But in the problem just completed, 
what were compared in reality were not frequency distributions applying to the columns of the 
cipher text as transcribed on p. 83, but graphic representations of the variations in the frequencies 
of plain-texi letters falling in identical sequences, th idmtities of these plain-ted letters being 
unknown for the moment. Only after the reconstruction has been completed do their identities 
become known, when the plain text of the cryptogram is established. 
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51. Alternative method of solution-o. The foregoing method of solution is, of course, 
almost entirely statistical in nature. There is, however, another method of attack which should 
be brought to notice because in some cases the statistical method, involving the study of rela- 
tively large distributions, may not be feasible for lack of sufficient text. Yet in these cases there 
may be sufficient data in the respective alphabets to permit of some assumptions of values of 
cipher letters, or there may be good grounds for applping the probable-word method. The 
present paragraph will therefore deal with a method of solving progressive cipher systems which 
is based upon the application of the principles of indirect symmetry to certain phenomena arising 
from the mechanics of the progressive encipherment method itself. 

b. Take the two sequences below ond encipher the phrase FIRST BATTALION by the pro- 
gressive method, sliding the cipher component to the left one interval after each encipherment. 

COblPOMEiTS 

Plain.-.-..--_--_-_--- H Y D R A U L I C B E F G J K M N 0 P Q S T V W X Z 
Cipher---_.---_-_____ F B P Y R C Q Z I G S E H T D J U M K V A L W N 0 X 

MESSAGE 

Plain ________________ _______ i ; i S I i 
Cipher _____________________ E I C N X D 

c. Certain letters are repeated in both 
There are two I’s, three T’s, and two A’s. 
venience in study. 

FIR 
i a a 

Plain _-__-------------- . I . 

7 8 9 10 11 12 13 14 

ATTALION 
SPYTUKYY 

plain text and cipher text. Consider the former. 
Their encipherments are isolated below, for con- 

STBATTALION 
4 6 6 7 a 9 10 11 12 13 14 

. . . . . . . . I.. (1) 

. . . . . . . . K.. (2) Cipher ________________ . I . 
Plain ________________ - . . t L . T . . T T . . . . . (31 
Cipher ________________ . . . . X . . P Y . . . . . (4) 
Plain--__-_~___--__---~ . . . . . . A . . A . . . . (5) 
Cipher ________________ . . . . . . S . . T . . . . (6) 

The two I’s in line (1) are 10 letters apart; reference to the cipher component will show that the 
interval between the cipher equivalent of the first I, (which happens to be I,) and the second I, 
(which is K,) ia 10. Consideration of the mechanics of the enciphering system soon shows why 
this is so: since the cipher component ia displaced one step with each encipherment, two identical 
letters n intervals apart in the plain text must yield cipher equivalents which are 7~ intervals 
apart in the cipher component. Examination of the data in lines (3) and (4), (5) and (6) will 
collhn this finding. Consequently, it would appear that in such a system the successful appli- 
cation of the probable-word method of attack, coupled within indirect symmetry, can quickly 
lead to the reconstruction of the cipher component. 
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d. Sow consider the repeated cipher letters in the example under b. There happens to be 
only two cases of repetition, both involving Y’s. Thus: 

1 2 a 4 6 4 7 8 0 lo 11 12 13 14 

. . . . . . . . T.. .ON 

. . , . . . . . Y. ..YY 

Reference to the plain component will show that the plain-text letters represented by the three 
Y’s appear in the order N 0 . . . T, that is, reversed with respect to their order in the plain text. 
But the intervals between these letters is correct. Again a consideration of the mechanics of 
the enciphering system shows why this is so: evince the cipher component is displaced one step 
with each encipherment, two identical letters n intervals apart in the cipher text must represent 
plain-text letters which are n intervals apart in the plain component. In the present case the 
direction in which these letters run in the plain component is opposite to that in which the 
cipher component is displaced. That is, if the cipher component is displaced toward the left, 
the values obtained from a study of repeated plain-text letters give letters which coincide in 
sequence (interval end direction) with the same letters in the cipher component; the values 
obtained from e study of repeated cipher-text letters give letters the order of which must be 
reversed in order to make these letters coincide in sequence (interval and direction) with the 
same letters in the plain component. If the cipher component is displaced toward the right, this 
relationship is merely reversed: the values obtained from a study of the repeated plain-text 
letters must be reversed in their order when placing them in the cipher component; those yielded 
by a study of the repeated cipher-text letters are inserted in the plain component in their original 
order. 

e. Of course, if the primary components are identical sequences the data from the two 
sources referred to in subparagraphs c and d need not be kept separate but can be combined 
and made to yield the primary component very quickly. 

f. PTith the foregoing principles as background, and given the following message, which is 
assumed to begin with COh!MANDING GENERAL FIRST ARMY (probable-word method of attack), 
the data yielded by this assumed text are shown in Figure 15. 

MESSAGE 

IKMKI LIDOL WLPNM VWPXW DUFFT 
FNIIG XGAMX CADUV AZVIS Y N U N L etc., etc. 

1 2 3 4 3 4 7 8 0 10 II 12 l3 14 16 14 17 18 19 a0 21 22 22 24 25 28 

Assumedplaintext C 0 M M A N D I N G G E N E R A L F I R S T A R M Y 
Cipher ________________ I K M K I L I D 0 L W L P N M V W P X W D U F F T F 
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4 
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8 
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10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 
26 
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ABCDEFGHIJKLMNOPQRSTUVWXYZ 

PI 1 )I “’ I 1 -------i-x---l---,-----!--r-r--- I I l I -----------I- 1 I 
! 1 

I 
I i I I -I--!---------~----,-wo-l-i-i-i-- 

--l-----~-------i---V-!-1-I--- 
F 

I 1 

1 ! 

!il II 

I I IllI I __--I---_-----_____,-_/-,_~-,-__ 

_-I---- -----_ l--i--i-~-~-~-!__‘_-j_ 

I I T I I ! / ~ 1 I ( 
-~-~-i-/-~-~-‘~--I--~--I-i--~-~-~-/-~-~-~-~-~~~- 

Fmnsr 15. 

Analysis of the data &orded by Figure 15, in conjunction with the principles of indirect sym- 
metry, yields the following partial components: 

2 3 4 6 13 7 8 9 10 11 11 13 14 15 16 17 I3 19 20 21 22 23 24 23 % 

Plain -______________ h . LIC.EFG..MNO..S......YDR 

Cipher ______________ * * 
1 

MKV. LWNO.F.P.....I....T. 
D..........X 

Setting the two partial components into juxtaposition so that &,=I, (first encipherment.) the 
8th v&e, I,=D,, gives the position of D in the cipher component and permits the addition of X 
to it, these being two letters which until now could not be placed into position in the cipher 
component. With these two partial sequences it becomes possible now to decipher many other 

Page 96



93 

letters in the message, gaps being Illled in from the context. For example, the fimt few letters 
after ARMY decipher as follows: 

1 a 8 4 I 0 7 8 9 10 11 II) 

Cipher ______________ NIIGXGAMXCAD 
Plain ________________ . I L . . . . E 0 . . R 

The word after ARMY is probably WILL. This leads to the insertion of the letter W in the plain 
component and G in the cipher component. In a short time both components can be completely 
established. 

g. ln passing, it may be well to note that in the illustrative message in paragraph 50a the 
very frequent occurrence of tripled letters (MM& m, FFF, etc.) indicates the presence of a 
frequently used short word, a frequently used ending, or the like, the letters of which are sequent 
in the plain component. An astute cryptanalyst who has noted the frequency of occurrence 
of such triplets could assume the value THE for them, go through the entire text replacing all 
triplets by THE, and then, by applying the principles of indirect symmetry, build up the plain 
component in a short time. With that much as a &art, solution of the entire message would be 
considerably simplified. 

h. The principles elucidated in this paragraph may, of course, also be applied to cases of 
progressive systems in which the progression is by intervals greater than 1, and, with necessary 
modifications, to cases in which the progression is not regular but follows a specific pattern, such 
as l-2-3, l-2-3, . . . , or 2-5-7-3-1, 2-5-7-3-1, and so. The latter types of progression 
are encountered in certain mechanical cryptographs, the study of which will be resenrod for 
future texts. 
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THE “MONOALPHABETICITY” OR “+ TEST” 
Parwral>h 

Purposeofthe+trzt ~.~ ~~~~ ~~...~~~ ~~ ~~ ,5 2 

Derivation of the+ttert~-...--~ ~. .- .._~~~~ .-..- ~~~~. ~.~ .53 
.Applyinethe@test-.. ~~..-..~ ~~.~ ..~~ ~~. ~... ~~~~ .5-l 

62. Purpose of the 9 (phi) teat.-a. The student has noted that the x test is based upon the 
general theory of coincidences and employs the probability constants Kp and K~. There is one 
more teat of 8 related nature which may be useful for him to understand and its explanation 
wd be given in the succeeding par&gr&phS. 

b. In paragraph 48e it was stated that two monoalphabetic distributions when correctly 
combined will yield a single distribution which should still be monoalphabetic in character. 
This question &rises, therefore, in the student’s mind: Is there a test whereby he can ascertain 
methematically whether 8 distribution is monoalphabetic or not, especially in the case of one 
which has relatively few data? Such a test has been devised and is termed the “+ (phi) test.” 

63. Derivstion of the Q te8L-a. Consider a monographic.or uniliteral frequency distribution 
which is monoalphabetic in composition. If there is a total of N letters in the distribution 

iV(S- 1,; in a system in which there are R. possible elements, then there is a possible total of --2 

pairs of letters (for comparison purposes). 
b. Let the symbolf, represent the number of occurrences of A, jB the number of occurrences 

of B, and so on to ji. With regard to the letter A then, there are j*y*-1) 
2 coincidences. (Again 

the combinations of jA things taken two at a time.) With regard to the letter B, there are 

jw coincidences, and so on up to jzCf\-- l) coincidences for the letter Z. Xow it has been 

seen that according to the K test, in N(N- 1) 
2 comparisons of letters forming the two members 

of pairs of letters in normal English plain text, there should be K,A~(L~ - 1) 
2 coincidences, where 

r,is the probability of monographic coincidence for the language in question. 

c. Now the expected value of -- jd(fAp 1 fdjrl) ; . , . +z(,fz-1) 
2 is equal to the theoret- 

ic8.l number of coincidences to be expected in IV&- 1) 2 comparisons of two letters, which for 

norm8l plain text is I, times N(N- 1) and for random text is I(, times N(*N-- 1) 
2 2 . That is, for 

p18iIl text: 

Expected value of jdf$+ ;jdkl) ; . . . +j~=KnxN(<-l), or 
2 

(Ix) ExpectedV8lUe offA(fA-l)++f,Cf,-l)+. . .+j~Cfi-l)=~fi(N-1);andforrandom 
text: 

Expected value of-f,(fi-l)+fB(fBvl)+ . . . +-f~~~sl)-K,x N(N2w1)~ or 
2 2 
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(X) Expected value of jAcfA-l)+j~~~-l)+. . .+jzCfi-~)=K,N(-~~-1). 

If for the left-hand side of equations (IX) and (X) the symbol E (+) is used, then these equations 
become: 

(XI) For plain text . . . E(aP)=~fi(N- 1) 

(XII) For random text . . . E(@,) =K,~!(L\‘- 1), 

where EC+) means the overage or expected value of the expression in the parenthesis, Kg and 
K, are the probabilities of monographic coincidence in plain and in random text, respectively. 

d. Sow in normal English plain text it hns been found that ~,=.0667. For random text 
of a 26-letter alphabet K,=.O38. Therefore, equations (XI) and (XII) may now be written 
thus: 

(XIII) For normal English plain text . . . E(aP) = .0667 2\r(N- 1) 

(XIV) For random test (26-letter alphabet) . . . E(%)=.0385 N(N-1) 

e. By employing equations (XIII) and (XIV) it becomes possible, therefore, to test a piece 
of test for monoalphnbeticity or for “randomness.” That is, by using these equations one can 
mathematically test a very short crvptogram to ascertain whether it is a monoalphabetically 
enciphered substitution or involves several alphabets so that for all practical purposes it is 
equivalent to random text. This test has been termed the 0 test. 

54. Applying the + test---a. Given the following short piece of text, is it likely that it is 
normal English plain text enciphered monoalphabetically? 

ABCDEFGHIJKLMNOPQRSTUVWXYZ A-=25 
-2 ss .= s> 1 ‘= 

For this case the observed value of @ is: 

(lxo)+(~xo)+(2xl)-c( 3X2)$(4X3)+(2X1)+(1X0)+(4X3)+(2X1)+(1X0)+(1X0)+ 
(3X2)=2+6+12+2+12+2+6=42 

If this text were monoalphabetically enciphered English plain text the expected value of @ is: 

E(@,)=Kp\r(,%--l)=.0667X25X24=40.0 

If the text were random text, the expected value of + is: 

The conclusion is warranted, therefore, that the cryptogram is probsbly monoalphabetic sub- 
stitution, since the observed value of @(42) more closely approximates the expected value for 
English plain text (40.0) than it does the expected value for random text (23.1). (As a mstter 
of fact, the cryptogram was enciphered monoalphabetically.) 

b. Here is another example. Given the following series of letters, does it represent a 
selection of English text enciphered monoalphabetic8lly or does it more nearly represent 8 
random selection of letters? 

YOUIJ ZMMZZ MRNQC XIYTW RGKLH 
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The distribution and calculation are as follows: 

ABCDEF$~IJ~LMNOPQRST~VWXYZ -2-N -3 
000200~600-02 00 

.->a 
jcf-1) . . . 0026 - 

Zjcf-1)=18 (That is, observed value of O=lS) 

E(+,)=.0667X25X24=40.0 (That is, expected value of +p=40.0) 
The conclusion is that the series of letters does not represent a selection of English text mono- 
alphabetically enciphered. V&ether or noi it represents a random selection of letters cannot 
be told, but it may be said that if the letters actually do constitute a cryptogram, the latter is 
probably polyalphabetically enciphered. (As a matter of fact, the latter statement is true, for 
the message was enciphered by 25 alphabets used in sequence.) 

c. The 9 test is, of course, closely related to the x test and derives from the same general 
theory as the latter, which is that of coincidence. V&en two monoalphabetic distributions 
have been combined into a single distribution, the 9 test may be applied to the latter as a check 
upon the x test. It is also useful in testing the columns of a superimposition diagram, to ascer- 
tain whether or not the columns are monoalphabetic. 
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SECTION XV 

CONCLUDING REMARKS 

RnrnN 
Concluding remarks on aperiodic substitution ~yetems... ____________________------------------------------------ 66 
Synoptic table ________________ ________________________________________________-_______-_--_-__---_-__-_-_-_-____-__-------- 56 

65. Concluding remarks on aperiodic substitution systems.---& The various systems 
described in the foregoing pages represent some of the more common and well-known methods 
of introducing complexities in the general scheme of .cryptograpbic substitution with the view 
to avoiding or suppressing periodicity. There are, of course, other methods for accomplishing 
this purpose, which, while perhaps a bit more complex from a practical point of view, yield more 
desirable results from a cryptographic point of view. That is, these methods go deeper into the 
heart of the problem of cryptographic security and thus make the task of the enemy crypt- 

analyst much harder. But studies based on these more advanced methods will have to be 
postponed at this time, and reserved for a later text. 

b. Thus far in these studies, aside from a few remarks of a very general nature, no attention 
has been paid to that other large and important class of ciphers, viz, transposition. It is desir- 
able, before going further with substitution methods, that the student gain some understanding 
of how to solve certain of the more simple varieties of transposition ciphers. Consequently, 
in the text to succeed the present text, the student %4ll temporarily lay aside the various useful 
methods and tools that he has been given for the solution of substitution ciphers and wih turn 
his thoughts toward the methods of breaking down transposition ciphers. 

56. Synoptic table.-Continuin, m the plan instituted in previous texts, of summarixing the 
textual material in the form of a very condensed chart called An Analytical Key for Military 
Cryptanalysis, the outline for the studies covered by Part III is shown on p. 119. 
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APPENDIX 1 

ADDIT:ONAL NOTEB ON METHODS FOR SOLVING PLAIX-TEXT AUTO-KEYED CIPHERS 

Palagrnph 
Introductory remarks ________________._____ _____________________________________ -_- _______________.__________ l_____... ._____ ___ _____ 1 
Simple “mechanical” solution-. ________________________________ _.__________________ __ .______________ . . ..___________.________.____ 2 
Another “mechanical” solution-. ______________________________________ _ ________________.. _..._._____.________------------.------- 3 
Solution of plain-text auto-keyed cryptograms when the introductory key is a word or phrase.-.....-..-...-~-- 4 
Subsequent steps after determining the length of the introductory key.......- ____________________ ____ _________________ 5 
Conversion of foregoing aperiodic cipher into periodic form. ____________________------.----------------------------------- 6 
Concluding remarks on auto-key systems ______ -- ________________________________ -_- __._____________________________________-- __ 7 

1. Introductory remarks.--u. In paragraph 33 of the text proper it was indicated that the 
method elucidated in paragraph 32 for solving plain-text auto-keyed ciphers is likely to be suc- 
cessful only if the cryptanalyst has been fortunate in his selection of a “probable word.” Or, to 
put it another way, if the “probable words” which his imagination leads him to assume to be 
present in t.he text are really not present, then he is unfortunntc, for solution 41 escape him. 
Hence, it is desirable to point out other principles and methotls whicii are not so subject to chance. 
But because most of these methods are applicable only in special cases and because in general it 
is true that auto-key systems are no longer commonly encountered in practical military cryptog- 
raphy, it was thought best to exclude the exposition of these principles and methods from the 
text proper and to add them in an nppendix, for the study of such students as find them of 
particular interest. 

b. A complete discussion of the solution of plain-text auto-key systems, with examples, 
would require a volume in itself. Only one or two methods will be described, therefore, leaving 
the development of additiond principles and methods to the ingenuity of the student who wishes 
to go more deeply into the subject. The discussion herein will be present,ed under separate 
headings, dependent upon the types of primary components employed. 

c. As usual, the types of primary components may be classified as follows: 
(1) Primary components are ident.ical. 

(a) Both components progress in the same direct,ion. 
(b) Both components progress in opposite directions. 

(2) Primary components are differen’t. 
2. Simple “mechanical” solution.--cz. (1) Taking up the case wherein the two identical 

primary components progress in the same direction, assume the following additihnal factors to 
be known by the cryptanalyst: 

(a) The primary components are both normal sequences. 
(b) The encipherment is by plain-text auto-keying. 
(c) The enciphering equations are: &=EI,~; 0DI,=00/2. 
(2) A message beginning QVGLB TPJTF . . . is intercepted; the only unknown factor is 

the initial key letter. Of course, one could try to decipher the message using each key letter in 
turn, beginning with A and continuing until the correct key letter is tried, whereupon plain text 
will be obtained. But it seems logical to think that all the 26 possible “decipherment? might 
be derived from the first one, so that the process might be much simplified, and this is true, as 
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u-ill now be shown. Taking the two cipher groups under consideration, let them be “deciphered” 
with initial key letter A: 

Cipher- _____.____.___.__ -- _.____ -__- .__..____ __.________________________ QVGLBTPJTF 
Deciphered with keyletter A. ________. -_. -_- ______________.________ QFBKRCNWXI 

The deciphered test is certainly not “plain text.” But if one completes the sequences initiated 
by these letters, using the direct standard sequence for the even columns, the reversed atanderd 
for the odd columns, the plain text sequence is seen to reappear on one generatrix: It is HOSTILE 
FOR(CE). From this it appears that instead of going through the labor of making 26 successive 
trials, which would consume considerable time, all that is necessary is to have a set of strips 
bearing the normal direct sequence and another set bearing the reversed normal sequence, and 
to align the strips, alternately direct and reversed, to the first “decipherment.” The plain text 
will now reappear on one generatrix of the completion diagram. (See Fig. 1.) 

Initial 

w 
letter 

A 

B 
C 
D 
E 
F 
G 
H 
I 
J 
K 
L 
h4 
N 
0 
P 
Q 
R 
S 
T 
U 
V 
w 
X 
Y 
Z 

QVGLBTPJTF 
QFBKRCNWXI 
PGALQDMXWJ 
OHZMPELYVK 
NIYNOFKZUL 
MJXONGJATM 
LKWPMHIBSN 
KLVQLIHCRO 
JMURKJGDQP 
INTSJKFEPQ 
HOSTILEFOR+ 
GPRUHMDGNS 
FQQVGNCHMT 
ERPWFOBILU 
DSOXEPAJKV 
CTNYDQZKJW 
BUMZCRYLIX 
AVLABSXMHY 
ZWKBATWNGZ 
YXJCZUVOFA 
XYIDYVUPEB 
WZHEXWTQDC 
VAGFWXSRCD 
UBFGVYRSBE 
TCEAUZQTAF 
SDDITAPUZG 
RECJSBOVYH 

FIQCBL 1. 

b. The peculiar nature of the phenomenon just observed, da, a completion diagram with the 
vertical sequences in adjacent columns progressing in opposite directions, those in alternate 
columns in the same direction, calls for an explanation. Although the matter seems rather 
mysterious, it will not be hard to understand. First, it is not hard to see why the letters in 
column 1 of Figure 1 should form the descending sequence QPO. . . for these letters are merely 
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the ones redting from the eucceaive “decipherment” of Q, by the successive key letters A, B, 
c . . . Now since the “decipherment” obtained from the 1st cipher letter in any row in 
F’&e 1 becomes the key letter for “deciphering” the 2d cipher letter in the same row, it is 
apparent that as the letters in the 1st column progress in a reversed normal (descending) order, 
the letters in the 2d column mu.& progress in a direct normal (ascending) order. The matter 
may perhaps become more clear if encipherment is regarded as a process of addition and de- 
cipherment 8s 8 process of subtraction. Instead of primary components or 8 Vigenere square, 
one may use simple arithmetic, assigning numerical values to the letters of the alphabet, begin- 
ning with A=8 and ending with 2=25. Thus on the basis of the pair of enciphering equations 
%=%l; %A=%, the letter H, enciphered by key letter Mk with direct primary components 
yields T,. But using the following numerical values: 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
0 1 I a 4 6 6 7 8 0 la 11 11 la 14 16 16 17 18 19 P n !a 23 24 21) 

the same result may be obtained thus: &(&)=7+12=19=T,. Every time the number 25 is 
exceeded in the addition, one subtracts 26 from it and finds the letter equivalent for the remain- 
der. In decipherment, the process is one of subtraction.’ For example: T,&=l9-12=7= 
l&; D&)=3-17=[(26+3)-17]=29-17=12=&. Using this 8rithmetical equivalent of 
normal sliding-strip encipherment, the phenomenon just noted can be set down in the form of a 
diagram (Fig. 2) which will perhaps make the matter clear. 

* It will be noted that if the letters of the alphabet are numbered from 1 to 26, in the usual manner, the 
arithmetical method must be modified in a minor particular in order to obtain the same results 88 are given by 
employing the normal Vigenere square. This modification consists merely in subtracting 1 from the numerical 
value of the key letter. Thus: 

ABCDEFGHIJKLYNOPQRSTUVWXYZ 
1 I a 4 6 0 7 I 0 10 11 n 18 14 16 10 17 la 19 20 21 P 2) 24 s.5 26 

H,(&)=8+(13-1)=8+12=20=T. 
T,(Yr)=20-(13-1)=20-12=8=H, 

For an interesting extension of the basic ides involved in arithmetic cryptography, see: 
Hill, Lester 8. Cryptography in an Abebra& AlphuM. American Mathematical Monthly, Vol. XXXVI, 

No. 6, 1929. 
Ibid. Concerning certain linear transjormdion apparatus oi ctyptoptaphy. American Mathematical Monthly, 

Vol. XXXVIII, No. 3, 1931. 
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Q V G L B T P J etc. 
Q,(Ak)=16- o=lS=Q -QFBKR... 
V,(&)=21-16= 5=F : T 
G,(F,)= 6- 5~ l=B : j 
L,(B,)=ll- l=lO=K ; ; 

' 6 '1 ; 

B,(b)= 1-10=17=R ; : i , 
I : I i j 4 

l *+***+*++*****+*+++++ 
I ; : i ; 

Q,(B,)=16- 1=15=P- PwAj.. . 
V,(P,)=21-15= 6=G : 1 
G,(G)= 6- 6= O=A 
L,(Ak)=ll- O=ll=I. 

I ; I I- 
1 , : I 

B,(L)= l-11=16=@ 
; : ; 
' ; ; ; 
I ! ' # 8 

+*++++*+++++++++++++++ 
: : 

Q,(C,)=lS- 2=14=0- br;kM~. . . 
V,(Ok)=21-14= 7=H : 1 
G,(H,)= 6- 7=25=Z ; : 

: I’1 I : L,(Z,)=ll-25=12=M ' 1 ; 
B,(M,)= 1-12=15=p j I i 1 I 

Fmwr 2 
Note how homologous letters of the three rows (joined by vertical dotted lines) form alternately 
descending and ascending normal sequences. 

c. When the method of encipherment based upon enciphering equations +n=81n; eDa=een 
is used instead of the one based upon enciphering equations &n=81fl; @,ll=&,,a, the process 
indicated above is simplified by the fact that no alternation in the direction of the sequences 
in the completion diagram is required. For example: 

Cipher ______________________ YHEBPDTBJD 
Deciphered A=A ________ YFJKZCVWFI 

ZGKLADWXGJ 
AHLMBEXYHK 
BIMNCFYZIL 
CJNODGZAJM 
DKOPEHABKN 
ELPQFIBCLO 
FMQRGJCDMP 
GNRSHKDENQ 

+HOSTILEFOR 
FIOua~ 1. 

d. (1) In the foregoing example the primary components were normal sequences, but the 
case of identical mixed components may be handled in a similar manner. Note the following 
example, based upon the following primary component (which is assumed to have been recon- 
structed from previous work): 

FBPYRCQZIGSEHTDJUMKVALWNOX 

Memmge.__--_--,-__ U S I N L Y Q E 0 P . . . etc. 
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(2) First. t,he message is “deciphered” with the initial key-letter A, and then a completion 
diagram is established, using sliding strips bearing the mixed primary component, alternate 
strips bearir,: the reversed sequence. -?;ote Figure 4, in which the plsin text. HOSTILE 
FOR( CE) . reappears on a single generatrix Note also that whereas in Figure 1 the odd columns 
contain the primary sequence in the reversed order, and the even columns contain the sequence 
in the direct order, in Figure 4 the situation is reversed: the odd columns contain the primsry 
sequence in tl!e direct order, and the even columns contain the sequence in the reversed order. 
This point is brought to notice to show that it is immaterial whether t,he direct order is used 
for odd columns or for even columns; the alternation in direction is all that is required in this 
type of solution. 

e. (1) There is next to be considered the case in which the two primary components progress 
in opposite directions [par. lc (1) (b)]. Here is a message, known to have been enciphered by 
reversed standard alphabets, plain-text auto-keying having been followed: 

XTWZLXHZRX 

(2) The procedure in this case is exactly the same as before, except that it is not necessary 
to have any alternation in direction of the completion sequences, which may be either that of 
the plain component or the cipher component. Note the solution in Figure 5. Let the student 
ascertain why the alternation in direction of the completion sequences is not necessary in this 
case. 

(3j In the foregoing case the alphabets were reversed standard, produced by the sliding 
of the normal sequence against its reverse. But the underlying principle of solution is the same 
even if a mixed sequence were used instead of the normal; so long &9 the sequence is known, the 
procedure to be followed is exactly the same as demonstrated in subparagraphs (1) and (2) hereof. 
Note the following solution: 

MESSAGE 

VDDNC TSEPA . . . 

Plaincomponent.--_--- F B P Y R C Q Z I G S E H T D J U M K V A L W N 0 X 
Cipher component--.-- X 0 N W L A V K M U J D T H E S G I Z Q 'C R Y P B F 

Note here that the primary mixed sequence is used for the completion sequence and that the 
plain text, I4OSTILE FOR( CE) , comes out on one generatrix. It is immaterial whether the 
direct or reversed mixed component is used for the completion sequence, so long as aM the 
sequences in the diagram progress in the same direction. (See Fig. 6.) 

j. (1) There remains now to be considered only the case in which the two components 
are different mixed sequences. Let the two primary components he as follows: 

Plain____~--_____-_-__ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher_.-_~._._______ F B P Y R C Q Z I G S E H T D J U M K V A L W N 0 X 

and the message: 
CFUYL VXUDJ 
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USINLYQEOP 
WDAYKELUIA 
NTLPVSWJGV 
OHWBAGNDSK 
XENFLIOTEM 
FSOXWZXHHU 
BGXONQFETJ 
PIENOCBSDD 
YZBWXRPGJT 
RQPLFYYIUH 
CCYABPRZME 
QRRVPBCQKS 
ZYCKYFQCVG 
IPQMRXZRAI 
GBZUCOIYLZ 
SFIJQNGPWQ 
EXGDZWSBNC 
HOSTILEFOR* 
TNEHGAHXXY 
DWHESVTOFP 
JLTSEKDNBP 
UADGHMJWPF 
MVJITUULYX 
KKUZDJMARO 
VMMQIDKVCN 
AUKCUTVKQW 
LJVRMHAMZL 

lllillllll 

XTWZLXHZRX 
CJNODGZAJM 
DKOPEHABKN 
ELPQFIBCLO 
FMQRGJCDMP 
GN -SHKDENQ 
HO- TILEFOR+ 
IPTUJMFGPS 
JQUVKNGHQT 
KRVWLOHIRU 
LSWXMPIJSV 
MTXYNQJKTW 
NUYZORKLUX 
OVZAPSLMVY 
PWABQTMNWZ 
QXBCRUNOXA 
RYCDSVOPYB 
SZDETWPQZC 
TAEFUXQRAD 
UBFGVYRSBE 
VCGHWZSTCF 
WDHIXATUDG 
XEIJYBUVEH 
YFJKZCVWFI 
ZGKLADWXGJ 
AHLMBEXYHK 
BIMNCFYZIL 

VDDNCTSEPA 
ZVCIYUQLVX 
IAQGRMZWAF 
GLZSCKINLB 
SWIEQVGOWP 
ENGHZASXNY 
HOSTILEFOR+ 
TXEDGWHBXC 
DFHJSNTPFQ 
JBTUEODYBZ 
UPDMHXJRPI 
MYJKTFUCYG 
KRUVDBMQRS 
VCMAJPKZCE 
AQKLUYVIQH 
LZVWMRAGZT 
WIANKCLSID 
NGLOVQWEGJ 
OSWXAZNHSU 
XENFLIOTEM 
FHOBWGXDHK 
BTXPNSFJTV 
PDFYOEBUDA 
YJBRXHPMJL 
RUPCFTYKUW 
CMYQBDRVMN 
QKRZPJCAKO 
ZVCIYUQLVX 

hovx8 4. Fnxxr 3. 
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(2) First “decipher” the message with any arbitrarily selected initial key letter, say A, 
and complete the plain component sequence in the first column (Fig. ia). 

Cipher--- C F U Y L V X U D J 
Plsin ________ L F Q X W X A W S F 

M 
N 
0 

i 
R 
S 
T 
U 
V 
W 
X 
Y 
Z 
A 
B 
c 
D 
E 
F 
G 
H 
I 
J 
K 

Flomrr 7a. 

CFUYLVXUDJ 
LFQXWXAWSE 
MJ 
ND 
oc 

9’; 
RW 
SQ 
TN 
UK 
VH 
WE 
XB 
YX 
ZT 
AG 
BZ 
cv 
DM 
EP 
FA 
GR 
HO 
IS 
JL 
KI 

Fmm~ 76. 

CFUYLVXUDJ 
LFQXWXAWSE 
MJBC 
NDCY 
OCLI 
PYNG 
QUAJ 
RWUN 
SQKL 
TNTQ 
UKYA 
VHES 
WEFD 
XBPB 
YXRZ 
ZTDP 
AEHR 
BZJO 
CVXE 
DMZW 
EPOF 
FAWH 
GRMM 

l H 0 S T 
ISG 
JLV 
KII 
ROUXS 7e. 

Now prepare a strip bearing the cipher component rewrsed, and set it below the plain component 
so that F p=Ls, a setting given by the 1st two letters of the spurious “plain text” recovered. 
Thus: 

Plain __------ --- ABCDEFGHIJK.LMNOPQRSTUVWXYZ 
Cipher __-- -__ FXONWLAVKMUJDTHESGIZQCRYPB 

(3) Now opposite esch letter of the completion sequence in column 1, write its plein- 
component equivalent, as given by the juxtsposed sequences above. This gives what is shown 
in Figure 7b. Then reset the two sequences (reversed cipher component and the plain com- 
ponent) so that Q,=F, (to correspond with the 2d and 3d letters of the spurious plain text); 
write down the plain-component equivalents of the letters in column 2, forming column 3. 
Continue this process, scanning the generatrices from time to time, resetting the two components 
and finding equivalents from column to column, until it becomes evident on what generatrix 
the plain text is reappearing. In Figure 7c it is seen that the plain text generatrix is the one 
beginning HOST, and from this point on the solution may be obtained directly, by using the 
two primary components. 
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(4) When the plain component is also a mixed sequence (and different from the cipher 
component), the procedure is identical with that outlined in subparagraphs (l)-(3) above. 
The fact that the plain component in the preceding case is t.he normal sequence is of no particular 
significance in the solution, for it acts as a mixed sequence would act under similar circumstances. 
To demonstrate, suppose the two following components were used in encipherment of the 
message below: 

Plain_~.--~----~-.-~ W B V I G X L H Y A J Z M N F 0 R P E Q D S C T K U 
Cipher------.------- F B P Y R C Q Z I G S E H T D J U M K V A L W N 0 X 

Message----- B B V Z U DQXJD . . . 

To sclve the message, “decipher” the text with any arbitrarily selected initial key letter and 
proceed exactly as in subparagraphs (2) and (3) above. Thus: 

Cipher _________________________ B B V Z U D Q X J D 
“Plain" (e,=X)-~-~~~~- V Y R I Y Z E F 0 R 

i’ote the completion diagram in Figure 8 which shows the word HOST. . . very soon in the 
process. From this point on the solution may be obtained directly, by using the two primary 
components. 

BBVZUDQXJD 
VYRIYZEFOR 
IQNJ 
GEYG 
xvwz 
LLKO 

l H 0 S T 
YKB 
AHH 
JMV 
ZDX 
MJG 
NGJ 
FBE 
OIZ 
RTL 
PUI 
ERO 
QSA 
DNC 
SPP 
CCF 
TFQ 
KAU 
UZY 
WXD 
Flanu 8. 
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3. Another “mechanical” solution.---u. Another “mechanical” solution for the foregoing 
cases will now be described because it presents rather interesting cryptanalytic sidelights. 
Take the message 

REFERENCE HIS PREFERENCE IN REFERENCE 
BOOKS AND REFERENCE CHARTS... 

and encipher it by plain-test auto-key, with normal direct primary components, initial key 
setting AD=G,. Then note the underscored repetitions: 

REFERENCEHISPREFERENCEINREFE 
XVJJVVRPGLPAHGVJJVVRPGMVEVJJ 

RENC‘EBOOKSANDREFERENCECHARTS 
VVRPGFPCYCSNQUVJJVVRPGGJHYKL 

b. x-ow suppose the message has been intercepted and is to be solved. The only UI&LIOWJI 

factor will be sjsun:ed to be the initial key letter. Let the message be “deciphered” by means 
of nny initi:ll key letter,* say A, and then note the underscored repetitions in the spurious plai 
text. 

Cipher _______ - ______ X V J J V V R P G L P A H G V J J V V R P G M V E V J 3 
“Plain text”_----- X Y L Y X Y T W K B 0 M V L K Z K L K H I Y 0 H X Y L Y 

Cipher .___ -_- _______ V V R P G F P C Y C S N Q U V J J V V R P G G J H Y K L 
“Plain text”-.---- X Y T W K V U I Q M G H J L K Z K L K H I Y I B G S S T 

, 
The original four S-letter repetitions now turn out to be two 
different sets of g-letter repetitions. This calls for an explana- 

1-2 1-2 

tion. Let the spurious plain text, with its real plain text be 
i-E E F i-E E F 

transcribed as though one were dealing with a periodic cipher 
x y K z x y K z 

involving two alphabets, as shown in Figure 9. It will here be FE ER NC ER 

seen that the letters in column 1 are monoalphabetic, and so are LY KL TW KL 

those in column 2. In other words, an auto-key cipher, which R E E N E B E N 
is commonly regarded as a polyalphabetic, aperiodic cipher, has X Y K H K V K H 
been converted into a 2-alphabet, periodic cipher, the individual N C C E 0 0 C E 
alphabets of which are now monoolphabetic in nature. The two T W I Y U I I Y 
repetitions of X Y L Y X Y T W K represent encipherments of E H I N K S C H 
the word REFERENCE, iu alphabets 1-2-1-2-1-2-1-2-1; the two K B 0 H Q M I B 
repetitions of L K Z K L K H I Y likewise represent encipher- I S R E A N A F 
ments of the same word but in alphabets 2-1-2-1-2-1-2-1-2. Oh4 XY GH GS 

c. Later on it will be seen how this m&hod of converting an 
auto-key cipher into a periodic cipher may be applied to the 
case where an introductory key word is used as the initial keying 
element instead of a single letter, aa in the present case. 

2 Except the actual key letter or a letter I3 intervala from it. See subparagraph (7) below. 
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d. The student has probably already noted that the phenomena observed in this sub- 
paragraph are the same as those observed in subparagraph 2b. In the latter subparagraph it 
was seen that the direction of the sequences in alternate columns had to be reversed in order 
to bring out the plain text on one generatrix. If this reversal is not done, then obviously the 
plain text would appear on :ZL’O generatrices, which is equivalent to having the plain text reduced 
to two monoalphabets. 

e. when reciprocal components are employed, the spurious plain text obtained by “decipher- 
ment” wit.h a key set,ting other than the actual one will be monoalphabetic throughout. Sote 
the following encipherment (with initial key setting A,=G,, usin g n reversed standard sequence 
sliding against the direct standard) and its ‘*decipherment” by setting these two components 
A,=A,. 

Plain text ___.___ _ ______ R E F E R E N C E H I S P R E F E R E N C E . . . 
Cipher _____ ______ ______ P N Z B N N R L Y X Z Q D Y N Z B N N R. L Y . . . 
Spurious plain text-e L Y Z Y L Y H W Y B C M J L Y Z Y L Y H W Y . . . 

Here the spurious plain text is wholly monoalphabetic. 
f. The reason for the exception noted in footnote 2 on page 106 now becomes clear. For 

if the actual initial key letter (G) were used, of course the decipherment yields the correct plain 
text; if a letter 13 intervals removed from G is used as the key letter, the cipher alphabet selected 
for the first “decipherment” is the reciprocal of the real initial cipher alphabet and thereafter 
all alternate cipher alphabets are reciprocal. Hence the spurious t.ext obtained from such n 
‘Ldecipherment” must be monoalphabetic. 

g. In the foregoing case the primary components were identical normnl sequences progress- 
ing in the same direction. If they were mixed sequences the phenomena observed above would 
still hold true, and so long as the sequences are known, the indicated method of solution may be 
applied. 

h. V&en the two primary components are known but differently mixed sequences, this 
method of solution is too involved to be practical. It is more practicable to try successive 
initial key letters, noting the plain text each time and resetting the strips until the correct 
setting has been ascertained, as will be evidenced by obtaining intelligible plain text. 

4. Solution of plain-text auto-keyed cryptograms when the introductory key is a word or 
phrase.-a. In the foregoing discussion of plain-text auto-keying, the introductory key was 
assumed to consist of a single letter, so that the subsequent key letters are displaced one letter 
to the right with respect to the text of the message itself. But sometimes a word or phrase 
may serve this function, in which case the subsequent key is displaced as many letters to the 
right of the initial plain-text letter of the message as there are letters in the initial key. This 
will not, as a rule, interfere in any way with the application of the principles of solution set 
forth in paragraph 28 to that part of the cryptogram subsequent to the introductory key, and 
a solution by the probable-word method and the study of repetitions can be reached. However, 
it may happen that trial of this method is not successful in certain cryptograms because of the 
paucity of repetitions, or because of failure to find a probable word in the text. When the cipher 
alphabets are known there is another point of attack which is useful and interesting. The 
method consists in &nii.ng the length of the introductory key and then solving by frequency 
principles. Just how this is accomplished will now be explained. 

b. Suppose that the introductory key word is HORSECHESTNUT, that the plain-text message 
is as below, and that identical primary components progressing in the same direction are used 

Page 111



108 

to encipher the message, by enciphering equation 8rlz=8,/1; 8d,=&. Let the componenta 
be the normal sequence. The encipherment is as follows: 

1 2 3 4 6 II 7 3 0 10 11 12 13 14 1s 16 17 IS 19 P 21 .22 P w 23 28 

Key _____ _ _____________ H 0 R S E C H E S T N U T M Y L E F T F L A N K I S 
Plain _________________ h4 Y L E F T F L A N K I S R E C E I V I N G H E A V 
Cipher .______________ T M C W J V M P S G X C L D C N I N 0 N Y G U 0 I N 

Key .._.______________ R E C E I V I N G H E A V Y A R T I L L E R Y F I R 
Plain ____________.____ Y A R T I L L E R Y F I R E E N E M Y I S M A S S I 
Cipher _______________ P E T X Q G T R X F J I M C E E X U J T W D Y X A Z 

Key __________________ E E N E M Y I S M A S S I N G T R 0 0 P S T 0 L E F 
Plain _________________ N G T R 0 0 P S T 0 L E F T F R 0 N T A N D C 0 N C 
Cipher _______________ R K G V A M X K F 0 D W N G L K F B H P F W Q Z R H 

Key __________________ T F R 0 N T A N D C 0 N C E N T R A T I N G A R T I 
Plain _________________ E N T R A T I N G A R T I L L E R Y T H E R E X W I 
Cipher _______________ X S K F N M I A J C F G K P Y X I Y M P R X E 0 P Q 

Key ___________________ L L E R Y T H E R E X W I L L N E E D C 0 N S I D E 
Plain _________________ L L N E E D C 0 N S I D E R A B L E R E I N F 0 R C 
Cipher _______________ W W R V C W J S E W F Z M C L 0 P I U G W A X W U G 

Key __________________ R A B L E R E I N F 0 R C E M E N T S T 0 M A I N T 
Plain _________________ E M E N T S T 0 M A I N T A I N M Y P 0 S I T I 0 N 
Cipher---, ____ ______ VMFYXJXWZFWEVEURZRHHGUTQBG 

It will now be noted that since the introductory key contains 13 letters the 14th letter of the 
message is enciphered by the 1st letter of the plain text, the 15th by the 2d, and so on. Likewise, 
the 27th letter is enciphered by the 14th, the 28th by the 15th, and so on. Hence, if the 1st 
cipher letter is deciphered, this will give the key for deciphering the 14th, the latter will give 
the key for the 27th, and so on. An important step in the solution of a message of this kind 
would therefore involve ascertaining the length of the introductory key. This step will now 
be explained. 

c. Since the plain text itself constitutes the key letters in this systein (after the introductory 
key), these key letters will occur with their normal frequencies, and this means that there will 
be many occurrencea of E, T, 0, A, N, I, R, S, enciphered by &; there will be many occurrences 
of these same high-frequency Iettera enciphered by T,, by 4, by A,, and so on. In fact, the 
number of times each of these combinations will occur may be calculated statistically. With 
the enciphering conditions set forth under b above, & enciphered by T,, for example, will yield 
the same cipher equivalent aa T, enciphered by F;; in other words two enciphermenta of any 
pair of letters of which either may serve as the key for enciphering the other muat yield the same 
cipher resultant.’ It is the cryptographic effect of these two phenomena working together 
which permits of ascertaining the length of the introductory key in such a case. For every 
time a given letter ,0,, occurs in the plain text it will occur n letters later as a key letter, %, and 
n in this case equals the length of the introductory key. Note the following illustration: 

3 It ir important to note that the two componenb must be identical wqueacea and progreu in the aam 
direction. If this ia not the caoe, the entire ramming ir inapplicable. 
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1234567 s 9 10 11 12 13 1 2345ni 8 9 10 11 12 13 

(1) Key- .._..___.___ H 0 R S E C H E S T N U T . . . . . T . . . . . . . 
(2) Plain __..____.._ T............E....... 
(3j Cipher ._____.._ : : : : : . . . . . . . . . . . . . X . . . . . . . 

1211416780 

(1) Key.. ._.._______ . . . . . E . . . 
(2) Plait. ___.._..__ . . . . . T . . . 
(3) Cipher _________ . . . . . X . . . 

Here it will be not,ed that E, in line (2) has a T, on either side of it, at a distance of 13 intervals; 
the tist encipherment (E, by T,) yields the same equivalent (X,) as the second encipherment 
(T, by E+). Two cipher letters are here identical, at an interval equal to the length of the intro- 
ductory key. But the converse is not true; that is, not eoery pair of identical letters in the cipher 
text represents a case of this type. For in this system identity in two cipher letters may be 
the result of the follow three conditions each having a statistically ascertainable probability 
of occurrence: 

(1) A given plain-text letter is enciphered by the same key letter two different limes, at an 
int.erval which is purely accidental; the cipher equivalents are identical but could not be used 
t,o give any information about the length of the introductory key. 

(2) Two different plain-text letters are enciphered by two different key letters; the cipher 
equivalents are fortuitously identical. 

(3) A given plain-text letter is enciphered by a given key letter and later on the same plain- 
text letter serves to encipher another plain-text letter which is identical M-ith the first keJ letter; 
the cipher equivalents are causally identical. 

It can be proved that the probability for identities of the third type is greater than that for 
identities of either or both 1st and 2d types for that intercal which corresponds with the length 
of the in.troductoq key; that is, if a tabulation is made of the intervals betI%-een identical letters in 
such a system as the one being studied, the interval which occurs most frequently should coincide 
with the length of the introductory key. The demonstration of the mathematical basis for this 
fact is beyond the scope of the present text; but a practical demonstration will be convincing. 

d. Let the illustrative message be transcribed in lines of say 11, 12, and 13 letters, as b 
Figure 10. - 

5 0 7 8 9 10 I1 1 2 3 4 5 6 7 8 9 10 1112 

;;;;JVMPSGX TMCWJVMPSCXC 
CLDCNINONYG 
UOINPETXQGT 
RXFJIMCEEXU 
JTWDYXAZRKE 
VAMXKFODWNG 
LKFBHPFWQZR 
HXSKFNMIAJC 
FGKPYfIYMPR 
XEOPQWWRVCW 
JSEWFZMCLOP 
IUGWAXWUGVM 
FYXJXWZFWEV 
EURZRHHGUTQ 
BG 

LD~NINONY~UO 
INPETXQGTRXF 
JIMCEEXUJTWD 
YXAZRKGVAMXK 
FODWNGLKFBHP 
F W Q Z R H X S K F N M 
IAJCFGKPYXIY 
MPRXEOPQWWRV 
CWJSEWFZMCLO 
PIUGWAXWUGFM 
FYXJXWZFWEIE 
URZRHHGUTQBG 

s R 7 8 0 1n I1 12 13 

~~~~JVMPSGXCL 
DCNINONYGUOIN 
PgTXQGTRXFJLM 
CgEXUJTWDYXAZ 
RKGVAMXKFODWN 
GLKFBHPFWQZRH 
XSKFNMIAJCFGK 
PYXiYiPRXEOPQ 
WWRVCWJSEWFZM 
CLOPIUGWAXWUG 
VMFYXJXWZFWEV 
EURZRHHGUTQBG 

462661 0 _ 42 - 6 
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In each transcription, every pair of superimposed letters is noted and the number of identities 
is indicated by ringing the letters involved, as shown above. The number of identities for an 
assumed introductorr-kev length 13 is 9, as against 3 for the assumption of a key of 11 letters, ., 
and 5 for the assumption of a key of 12 let,ters. 

e. Once having found the length of the int.roductory key, two lines of attack are possible: 
the composition of the key may be studied, which u-ill yield sufficient plain text to get a start 
toward solution; or, the message may be reduced to periodic terms and solved as a repeating-key 
cipher. The first line of attack will be discussed first, it being constantly borne in mind in this 
paragraph that the entire discussion is based upon the assumption that the cipher alphabets 
are known alphabets. The illustrative message of b above will be used. 

5. Subsequent steps after determining the length of the introductory key.-a. -4ssume that 
the first letter of the introductory key is A and decipher the 1st cipher letter T, (with direct 
standard alphabets). This yields T, and the latter becomes the key letter for the 14th letter of 
the message. The 14th letter is deciphered: D, (Tr)=K,; the latter becomes the key letter for 
the 27th letter and so on, down the entire first column of the message as transcribed in lines of 
13 letters. The same procedure is followed using B as the initial key letter, then C, and so on. 
The message as it appears for the first three trials (assuming A, B, then C as the initial key letter) 
is shown in Figure 11. 

2 3 4 5 R-i 8 9 10111213 

;MCWJVMPSGXCL 
T 
D 
K 
P 
F 
C 
X 
R 
U 
G 
M 
X 
L 
P 
E 
W 
S 
C 
K 
V 
L 
E 
T 

1 2 3 4 5 6 7 R Q 10 I1 12 13 

TMCWJVMPSGXCL 
S 
D 
L 
P 
E 
C 
Y 
R 
T 
G 
N 
X 
K 
P 
F 
W 
R 
C 
L 
V 
K 
E 
U 

1 2 3 4 5 6 7 R 9 IO I1 12 13 

TMCWJVMPSGXCL 
R 
D 
M 
P 
D 
C 
Z 
R 
S 
G 
0 
X 
3 
P 
G 
W 
4 
C 
M 
V 
J 
E 
V 

(a) First colunm 01 Figure 10 Cc) “deciphered” (b) First column al Fitam 10 W “decipbmd” 

I 

(c) First column of F&m IO W “deciphered” 

with mirid &=A. with initial Br-B. with et-c. 

FIOWB~ 11. 
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b. Inspection of the results of these three trials soon shows that the entire series of 26 
trials need not be made, for the results can be obtained from the very frrst trial. This may be 
shown graphically by superimposing merely the results of the first three trials horizontally. 
Thus: 

Cipher letters of Cal. 1, Fig. ll_________ T D P C R G X P W C V E 

I 

A _________ T K F X U M L E S K L T 
B _________ S L E Y T N K F R L K U 

Keyletters---- C _________ R M D Z S 0 J G Q M J V 

c. It will be noted that the vertical sequences in adjacent columns proceed in opposite 
directions, whereas those in alternate columns proceed in the same direction. The explanation 

for this alternation in progression is the same as in the 
previous case wherein this phenomenon was encountered 
(par. 2b), and the sequences in Figure 12 may now be 
completed very quickly. The diagram becomes as shown 
in Figure 13. 

TDPC,RGXPWCVE 
TKFXUMLESKLT 
SLEYTNKFRLKU 
RMDZSOJGQMJV 
QNCARPIHPNIW 
POBBQQHIOOHX 
OPACPKGJNPGY 
NQZDOSFKMQFZ 
MRYENTELLREA* 
LSXFMUDMKSDB 
KTWGLVCNJTCC 
JUVHKWBOIUBD 
IVUIJXAPHVAE 
HWTJIYZQGWZF 
GXSKHZYRFXYG 
FYRLGAXSEYXH 
EZQMFBWTDZWI 
DAPNECVUCAVJ 
CBOODDUVBBUK 
BCNPCETWACTL 
ADMQBFSXZDSM 
ZELRAGRYYERN 
YFKSZHQZXFQO 
XGJTYIPAWGPP 
WHIUXJOBVHOQ 
VIHVWKNCUINR 
UJGWVLMDTJMS 

d. One of the horizontal lines or generatrices of figure 
13 is the correct one; that is, it contains the actual plain- 
text equivalents of the lst, 14th, 27th, . . . letters of the 
message. The correct generatrix can be selected by mere 
ocular examination, as is here possible (see generatrix 
marked by asterisk in Fig. 13), or it may be selected by a 
frequency test, assigning weights to each letter according 
to its normal .plain-text frequency. (See par. 14f of 
Military Cryptanulysis, Part II.) 

e. Identical procedure is followed with respect to columns 2, 3, 4, . . . of Figure lOc, with 
the result that the initial key word HORSECHESTNUT is reconstructed and the whole message 
may be now deciphered quite readily. 
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6. Conversion of foregoing aperiodic cipher into periodic forms-a. In paragraph 4 it waa 
stated that an aperiodic cipher of the foregoing type may be reduced to periodic terms and 
solved as though it were a repeating-key cipher, provided the primary components are known 
sequences. The basis of the method lies in the phenomena noted in paragraph 2b. An example 
will be given. 

b. Let the cipher text of the message of paragraph 4b be set down again, as in Figure 10~: 
3 4 6 6 7 8 9 10 11 12 13 

~~CWJVMPSGXCL 
DCNINONYGUOIN 
PETXQGTRXFJIM 
CEEXUJTWDYXAZ 
RKGVAMXKFODWN 
GLKFBHPFWQZRH 
XSKFNMIAJCFGK 
PYXIYMPRXEOPQ 
WWRVCWJSEWFZM 
CLOPIUGWAXWUG 
VMFYXJXWZFWEV 
EURZRHHGUTQBG 

F~or;nl lk 

Using direct standard alphabets (Vigenere method), “decipher” the second line by means of 
the first line, that is, taking the letters of the second line as cipher text, those of the first line 
as key letters. Then use the thus-found “plain text” as “key le&ters” and “decipher” the third 
line of Figure lOc, as shown in Figure 14. Thus: 

‘CKey"__-_--_---__------ T M C W J V M P S G X C L 
Cipher ____________ _____ D C N I N 0 N Y G U 0 I N 
“Plain” _._________._____ K Q L M E T Z J 0 0 R G C 

ILKey” __________________ K Q L M E T Z J 0 0 R G C 
Cipher __________________ P E T X Q G T R X F J I M 
“Plain” _______________ -_ F 0 I L M N U I J R S C K 

Flowr 1c 

Continue this operation for all the remaining lines of Figure 10c and write down the results in 
lines of 26 letters. Thus: 

1 2 3 4 6 8 7 8 9 10 11 12 13 14 II 10 17 18 19 P 21 22 P 24 25 28 

TMC~J~MPSGXCL~qL~ETz~OORGC 
FOILMNUIJRSCKXqWHIWzQUHFYP 
UUKJSQYWLHYYYMRAWJERJLJBTJ 
LBKJEPRRYTENBEXNZYEYAZLKCP 
EZE~IFLSFL~XX~MKTAPVE~U~~J 
LAVFXUCgETyHMTUWUPNFqQAVUU 

Flonnr 16. 
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xow write down the real plain text of the message in lines of 26 letters. Thus: 

123458 7 8 9 10 11 12 13 14 15 16 Ii 18 1Q 20 21 P 23 24 25 26 

MYLEFTFLANK~Sq~C~IV~~GHEAV 
YARTILLERYFrREENEMYIsMASSL 
NGTROOPSTOLEFTFRONTANDCONC 
~N~A~INGhRTILLER~~HEREXW~ 
LLNEEDCPNSZDEBABLEREINFQRC 
gMENTST~Mq~NTAI~MYPOPITION 

FIOVXL lb 

c. R-hen the underlined repetitions in Figures 15 and 16 are compared, they are found to be 
identicL1 in the respective columns, and if the columns of Figure 15 are tested, they will be found 
to be monoalphabetic. The cipher message now gives every indication of being a repeating-key 
cipher. It is not di5cult to explain this phenomenon in the light of the demonstration given in 
paragraph 3g. First, let the key word HORSECHESTNUT be enciphered by the following alphabet: 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
AZYXWVUTSRQPONMLKJIHGFEDCB 

“Plain” _________________ H 0 R S E C H E S T N U T 
“Cipher” _______________ T M J I W Y T W I H N G H 

Then let the message MY LEFT FLANK, etc., be enciphered by direct standard alphabets as 
before, but for the ke:r add the monoalphabetic equivalents of HORSECHESTNUT TMJIW. . . to 
the key itself, that is, use the 26-letter key HORSECHESTNUTTMJIWYTWIHNGH in a repeating-key 
manner. Thus (Fig. 17): 

1 2 3 4 6 0 7 8 0 10 11 12 13 14 15 10 17 18 19 20 21 22 23 21 25 26 

Key~_.~____-_~_.-_.~- H 0 R S E C H E S T N U T T M J I W Y T W I H N G H 
Plain _________________ M Y L E F T F L A N K I S R E C E I V I N G R E A V 
Cipher _______________ T M C W J V M P S G X C L K Q L M E T Z J 0 0 R G C 

Plain _________________ Y A R T I L L E R Y F I R E E N E M Y I S M A S S I 
Cipher _______________ F 0 I L M N U I J R S C K X Q W M I W Z 0 U H F Y P 

Plain ________________ N G T R 0 0 P S T 0 L E F T F R 0 N T A N D C 0 N C 
Cipher ______.________ U U K J S Q Y W L H Y Y Y M R A W J R R J L J B T J 

Plain _________________ E N T R A T I N G A R T I L L E R Y T H E R E X W I 
Cipher _______________ L B K J E V R R Y T E N B E X N Z U R Y A Z L K C P 

Plain .________________ L L N E E D C 0 N S I D E R A B L E R E I N F 0 R C 
Cipher _______________ S Z E W I F L S F L V X X K M K T A P V E V M B X J 

Plain .________________ E M E N T S T 0 M A I N T A I N M Y P 0 S I T I 0 N 
Cipher _______________ L A V F X U C S E T V H M T U W U U N F 0 Q A V U U 

FIoLmx 17. 

The cipher resultants of this process of enciphering a message coincide exactly with those obtained 
from the “&ciphering” operation that gave rise to Figure 15. How does this happen? 

462961 0 - 42 - 9 

Page 117



114 

d. First, let it be noted that the sequence TMJI . . . , which forms the second half of the 
key for enciphering the text in Figure 17 may be described as the standard alphabet complement 
of the sequence HORSECHESTNUT, w&h forms the first half of that key. Arithmetically, the 
sum of a letter of the first half and its homologous letter in the second half is 26. Thus: 

H+T= 7+19=26=0 
O+M=14+12=26=0 
R+J=17+ 9=26=0 
S+I=lS+ 8=26=0 
E+W= 4+22=26=0 

That is, every letter of HORSECHESTNUT plus its homologous letter of the sequence 
TMJIWYTYIHNGH equals 26, which is here the same as zero. In other words, the sequence 
TMJIWYTVIHNGH is, by cryptographic arithmetic, equivalent to “minus HORSECHESTNUT.” 
Therefore, in Figure 17, enciphenng the second half of each line by the key letters 
TMJIPlYTWIHNCH (i. e., adding 19, 12, 9, 8, . . . ) is the same as deciphering by the key letters 
HORSECHESTNUT (i. e., subtracting 7, 14, 17, 18, . . . ). For example: 

R,(Tr)=17+19=36=lO=K, and 
R,(-Hr)=17-7=10=K 

&&)=4+12=16=Q,, and 
E,(-Or)=4-14=(26-l-4)-14=16=Q,, and so on. 

e. Refer now to Figure 15. The letters in the first half of line 1, beginning TMCWJ . . . 
are identical with those in the first half of line 1 of Figure 17. They must be identical because 
they are produced from identical elements. The letters in the second half of this same line in 
Figure 15, beginning KQLME . . . were produced by &ciphering the letters in the second line 
of Figure 10~. Thus (taking for illustrative purposes only the first five letters in each case): 

KQLME=DCNIN-TMCWJ 
But DCNIN= RECEI+MYLEF 
And TMCWJ= MYLEFfHORSE 

Hence, K Q L M E = (RECEI+MYLEF)-(MYLEF+HORSE) 
Or, KQLME=RECEI-HORSE (1) 

As for the letters in the second half of line 1 of Figure 17, also beginning KQLME . . . , these 
letters were the result of enciphering RECEI by TMJIW. 
Thus: 

KQLME= RECEI+TMJIW 

But it has been shown in subparagraph d above that 

TMJIW=-HORSE 

Hence, K Q L M E = RECEI + (-HORSE) 
Or, KQLME=RECEI-HORSE (2) 

Thus, equations (1) and (2) turn out to be identical but from what appear to be quits diverse 
sources. 

j. What has been demonstrated in connection with the letters in line 1 of Figures 15 and 
17 holds true for the letters in the other lines of these two figures, and it is not necessary to 
repeat the explanation. The steps show that the originally aperiodic, auto-key cipher hsa been 
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converted, through a knowledge of the primary components, into a repeating-key cipher with a 
period twice the length of the introductory key. The message may now be solved as an ordinary 
repeating-key cipher. 

g. (1) The foregoing case is based upon encipherment by the enciphering equations 
%z=Q,,*; %l=eo/2- then encipherment by the enciphering equations &n=8,n ; &,,2=Oen 
has been followed, the conversion of a plain-text auto-keyed cipher yields a repeating-key cipher 
with a period equal to the length of the introductory key. In this conversion, the enciphering 
equations ern=O,,l; epll=& are used in finding equivalents. 

(2) An example may be useful. Note the encipherment of the following message by 
auto-key method by enciphering equations &fl=8,,1; 8,n=8,n. 

TUESDAY/INFORMATIONFROMRELIABLESOURCESINDIC 
INFORMATIONFROMRELIABLESOURCESINDICATESTHE 
PTBWOMCLVJZOFOTJQYDJNZNODMRBTOQZJRAWBWFQZC 

(3) If the message is w&ten out in lines corresponding to the length of the introductory 
key, and each line is enciphered by the one directly above it, using the enciphering equat,ions 
%2=%/l; eDI1=OclZ in fmding equivalents, the results are as shown in Figure 22b. But if the 
same message is enciphered by equations hn=el,,; $,/2=ecll, using the word TUESDAY as a 
repeating key, the cipher text (Fig. 18~) is identical with that obtained in Figure 18b by encipher- 
ing each successive line with the line above it. 

Original cipher t.3r.t 

PTBWOMC . l PTBWOMC 
LVJZOFO l * LVJZOFO 

TJQYDJN 

ZNODMRB 

TOQZJRA 

WBWFQZC 

a 

AOKVCRQ 
* * TJQYDJN 

TXATFAD 
. 

l ZNODMRB 

SKOWRRE 
. * TOQZJRA 

LYEVAIE 
. 

l WBWFQZC 

HZAAQHG 
b 

FKXJBI 1.3. 

ReptatFng key encipber- 
ment 

TUESDAY 
INFORMA 

. l PTBWOMC 

TIONFRO 
. * AOKVCRQ 

MRELIAB 
* l T.XATFAD 

LESOURC 
4 * SKOWRRE 

ESINDIC 
* * LYEVAIE 

ATESTHE 
. 4 HZAAQHG 

c 
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(4) ?u’ow note that the srquences joined by arrows in Figure 18 b and c are identical and since 
it is certain that Figure 1% is periodic in form because it was enciphered by the repeating-kcp 
method, it follows that Figure 18b is now also in periodic form, and in that form the message 
could be solved as though it were a repeating-key cipher. 

h (1) In case of primary components consist,ing of a direct normal sequence sliding against 
a reversed normal (r. S. Army disk), the process of converting the auto-key text to periodic 
terms is accomplished by using two direct normal sequences and “deciphering” each line of the 
text (as transcribed in periods) by the line above it. For example, here is a message auto- 
enciphered by the aforementioned disk, wit.h the initial key word TUESDAY: 

TUESDAY~INFORMATIONFROMRELIABLESOURCESINDIC 
INFORMATIONFROMRELIABLESOURCESINDICATESTHE 

LHZEMOYPFRBMVMHRKCXRNBNMXOJZHMKBRJAEZEVKBY 

(2) The cipher text is transcribed in periods equal to the length of the initial key word 
(7 letters) and the 2d line is “deciphered” with key letters 01 the 1st line, using enciphering 
equations ek,2= e,,, ; ep,l= ec,l. ‘lhe resultant letters are then used as key letters to “decipher” 
the 3d line of text and so on. I he results are as seen in Figure 19b. l”;ow let the original mes- 
sage be enciphered in repeating-key manner by the disk, with the key word TUESDAY, and the 
result, is Figure 19~. Note that the odd or alternate lines of Figure 19b and c are identical, 
showing that the auto-key test has been converted into repeating-key text. 

Ori~~nsl cipher text Original cipher text Repeating key encipher. 
and converted text ment 

TUESDAY 

LHZEMOY l b LHZEMOY 
PFRBMVM * l PFRBMVM 

AMQFYJK 
HRKCXRN * * HRKCXRN 

HDAHVAX 
BNMXOJZ -- BNMXOJZ 

IQMEJJW 
HMKBRJA - HMKBRJA 

PCWFASW 
EZEVKBY - EZEVKBY 

TBAAKTU 
I b 

noultr 19. 

INFORMA 
LHZEMOY 
TIONFRO 
A h! Q F Y J K 
MRELIAB 
HDAHVAX 
LESOURC 
I-Q M E J J W 
ESINDIC 
PCWFASW 
ATESTHE 
TBAAKTU 

i. The foregoing procedures indicate a simple method of solving ciphers of t,he foregoing 
t.ypes, when the primary components or the secondary cipher alphabets are known. It consists 
in assuming introductory keys of various lengths, converting the cipher text into repeating-key 
form, and then examining the resulting diagrams for repetitions. m%en a correct key length is 
assumed, repetitions will be as numerous as should be e.xpected in ciphers of the repeating-key 
class; incorrect assumptions for key length will not show so many repetitions. 

3. All the foregoing presupposes a knowledge of the cipher alphabets involved. V&en these 
are unknown, recourse must be had to first principles and the messages must be solved purely 
upon the basis of probable words, and repetitions, as outlined in paragraphs 27-28. 
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